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A Feasibility Study of
- Digitized Voice Distribution
via the Xpress Transfer Protocol

1. BACKGROUND

1.1, Telephone Systems

Voice transmission in telephone systems has traditionally been accomplished using analog
techniques. However, in the 1980s, digital transmission began to replace analog transmission

because:

(1) Analog signals attenuate with distance, and there is a limit to the number of

- amplifiers which can be used before the signal-to-noise ratio becomes unacceptably low.
In contrast, digital regenerators restore the original signal exactly. Telephone links im-
plemented with analog signaling on copper media typically achieve bit error rates of
1073 3 whereas digital transmission over fiber optic media can achieve bit error rates of
10712 or better.

(2) Digital signaling allows voice, computer data, music, television, facsimile, video
telephone, etc., to be multiplexed together over the same circuits.

(3) Digital equipment could reuse the existing media of the long distance carriers—
copper, microwave, and fiber optic cable.

A digital telephone system uses a code_c‘ (coder-decoder) to sarﬁple the analog voice signal
evéry 125 micrésecénds; each sample produces é’i—bit (in the United States) or 8-bit (in Europe)
sampﬂe. The sampling frccjuency is dictated bsf Nyquist sampiing theorj which says that 8000
samples per second are sufficient io capture all the informat_ion contained in a 4 KHz (e.g., tele-
phone) channel. The codec transforms the analog voice channel into a 56Kbit/sec (using 7-bit
| samples) or 64 Kbit/sec (using 8-bit éampies) digital data stream usiﬁg Pulse Code Modulation

(PCM) techniques.



In the Bell Telephone system, 24 voice channels are multiplexed with control and framing
information onto a single T1 channel opefa‘ti'ng at 1.544 Mbits/sec. Higher speed channels such
as T2, T3, and T4 (bperating at 6.132, 44.736, and 274.176 Mbits/sec, respectively) represent
aggrcgatiéns of some nymber of lower speéd ch_ahnels. Si_milar strate'gics, but with different

channel speeds, are utilized in Europe.

1.2. Computér Systems

In the context of cbmputer systems, there is much to be gained from treating digital voice
as simply a special case of digital data—special because it has timing requirements as well as
accuracy requirements. If digital voice can be carried over computer networks and still meet
system timing requirements, then it may be possible to collapse two separate systems (telephone
systefn and computer system) into one. In fact, if the communications subsystem prof/ides
sufficient bandwidth, digital video could also be canie& along with voice and data to form a truly
integrated, multimedia, all-digital communications service. Five advantages of such a system

arc:

(1) lower bit error rate

(2) higher system reliability :

3) mteg:ratxon of voice, video, and data

(4) reuse of existing network components (€.g., bmdges, routers)
(5) shared use af a single cable plant

The last three items may be of significant value to a security-conscious system, since they reduce
security certification and validation complexity by dealing with one integrated system rather

than three independent systems.



2. DIGITIZED VOICE DISTRIBUTION

While digitized voice is easy to acquire (there are many commercial vendors of analog-to-
digital and digital-to-analog converters), digitized voice can not be transmitted on a sample-by-
* sample basis. To make distribution practical, xﬁultiple voice samples must first be
"packetized"-— that is, multiple contiguous samples must be accumulated and processed as a sin- -
gle data packet. This is necessary because there is considerable overhead associated with

transmitting, receiving, and processing each data packet.

In a digital voice distribution system,-some ﬁumber (typically 1-8) of analog voice channels
are ﬁrocéssed by an analog-to-digital converter. Each voice channel produces a 64 Kbit/sec (8
Kbyte/sec) digital data stream. The A/D converter continuously samples the analog voice chan-
nel and outputs one digital sample (one byte) every 125 microseconds. These diéital samplcé
accumulate in a FIFO queue (one queue per voice channel). Digital voice processing is a special
" (and simpler) case of digital signal processing, which uses more accurate digital samples (typi-
cally 12 or 16 bits) and a higher sampling frequency to recover information in the incoming data

stream.

A microprocessor periodically services the queue for each voice channel and removes n
bytes of data. (Frequency of service and the number of data samples available are inversely
- related.) The n bytes of data become the payload of a message sent from the ‘trahsmitting host to
the ‘déstinatio'n host over an intervening computer network. At the destination host, a rhicropro—
- cessor processes the incoming message, extracts the payload, and delivers n bytes of data to a
FIFO queue. A digitai-t.o-analeg‘convertcr extracts one byte of data every 125 microseconds

and replays the resulting analog signal thfough a speaker or telephone handset.



A block diagram of a single-channel voice-system is shown in Figure 1. On the, transmit-
ting side, the A/D circuitry monitors the analog input (e.g., microphone) and delivers one sample
‘to the first-in-first-out (FIFO) queue every 125 microseconds. The user application program,
running on the host, removes data samples from the FIFO and submits them to the communica-
tions subsystem for processing. The communications protocol, shown here as the Xpress
Transfer Protocol, builds a Transport Protocol Data Unit (TPDU) which contains the
application’s data. XTP submits the packet to the FDDI LAN, which frames the packet and phy-
sically ti'aosmits it over the ring. On the receiving side, FDDI hardware extracts the packet from
 the ring, deframes it, and delivers it to XTP. XTP performs its reliability funcnons tran-
sparently recovers from any data errors, and delivers the payload to the destination apphcanon
This user application writes the data into a FIFO queue. The D/A circuitry removes one sample
from the FIFO every 125 microseconds and directs the corresponding analogsignal to a play-

back device such as a speaker.

Note that Figure 1 is a simplification of a real system. Practical systems would operate
with multiple channels simultaneously, channels would be bi-directional, and the single segment
token ring shown could in reality be 'any number of network. s_egm_ents (either local area or wide

area), and could be joined by either bridges or routers.
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The performance goal of such a system is_ simply stated for a single voice channel: empty
the AfD converter’s output FIFO sufficiently often that it never overflows (fills up with data),
and deliver that content to the D/A converter’s input FIFO sufficiently often thaf it never
underflows (tuns out of data). In addition, this process must be performed with a sufficiently
small end-to-end latency such that it does not affect the quality of bi-directional communica-

tions.

Using modern computing hardware, software, and communications protocols, all the above
. can be easily achievéd for a single voice channél———but it would make the worid’s most expen-
sive telephonel Such a system is only pracucal if it can handle muluple voice channels simul-
~ taneously. It is highly desirable that such a system utxhze comumon, commercial (as opposed to
proprietary) components, that it operate over standard computer networks, and that it operate

with standard computer communications protocols.

3. COMMUNICATIONS PROTOCOLS

The A/D converter can be considered a continuous source of data and the D/A converter a
continuous sink for data. The purpose of the comnﬁunications protocol is to provide the logical
connection 'between the A/D’s FIFQ at the déta’s source and the D/A’s FIFO at the data’s desti-
nation. In addition, the protocol must suppért simultaneous use of the transport connectlion by

multiple voice channels.

For each voice channel, a user process at the source collects n bytes of data, representing n
contiguous voice samples, and delivers it (along with addressing information sufficient to iden-
tify the recipient) to a buffer which connects the user process to the communications subsystem.

In a real system, each voice channel could produce n data bytes every #* 125 microseconds; in



our system, we assumed that data was available whenever it was needed. Thus we simulated a
. system with an unlimited number of potential voice channels to transport, and it was a goal of
the experiments to determine how many voice channels could be- transported under given cir-

cumstances.

On the transmitting side, the role Qf the tran'sport protocol was to collect whatever data Ead
accumulated in its buffers at the moment of protocoi invocation, to package the data as a Tran-
sport Protocol Data Unit (TPDU), to encapsulate the TPDU as a legal FDDI frame, and finaily to
transmit the frame. On the réceiving side a symmetric process occurred which accepted an
FDDI frame, extracted a TPDU, delivered its payload to the buffers which connect the receiving
transport protocol to the user process, and signal the destination user process that it has received
data. The user process would then extract its data and deliver it. Ina real system, the user pro-
cess would deliver its data to a particular D/A converter’s input FIFO queue; in our systein we

just delivered it to dedicated memory locations.

One of the advantages of using a transport protocol is that, at each invocation, it moves
whatever amount of data has accumulated since the last invocation. This means that if, say, two
contiguous data sample groﬁps, each of size n bytes, accumulate in the user’s transmit buffers
for a smgle v01ce channel, then the protocol will packetize and deliver one packet witha payioad '
of 2n bytes rather than two packets w1th a payload of n bytes cach Thls is an additional source
of efficiency in the event that the system experiences transient loading of the processor or thc
nethrk. :

An outstanding question is wﬁether the overall system goals are best met bya datalink pro-
tocol or a transport protocol. This question is discussed further in a later section. However, in

summary, a datalink protocol is limited to a single segment network; transport protocols permit



system operation over multiple network segments connected by routers. In additior;, transport
protocols transparently recover from data érrors of all types (e.g., bit errors on the medium,
buffer overﬁow in the reg:eiver, packet loss in th&; router). Another way of looking at the ques-
tion is this: if a system can have all the advantages of a transport protocol and still meet its tim-
ing requirements, then it is better to use a transport protocol and thereby enaﬁle multi-segment
networks, routers, traﬁSparent error recovery, etc. All our efforts in this study were directed at
documenting the cost (in terms of latency) of the transport protocol; we did not study datalink

protocols at all.

‘Givén the decision to evaluate only a transport protocol approach, the rcquireménts of the
transport protocol were that it provide sequenced, in-order delivery without duplicates, with tran-
sparent error recovery, and that it do so with latency and jitter characteristics which did not
degrade the quality of the voice channels being carried. This suggested that efficiency of imple-
mentation was a major concern, and for that reason we chose the Xpress Transfer Protocol
(XTP) to supply this service. Our previous testing of XTP, reported in [Hart91], had shown XTP
to be more efficient than either TCP or TP4 for this type of transport task. XTP prc;vides all the
services found i‘n the classic u'énsport protocols such as TCP and TP4, and in addition provides
' several useful new fea‘tures'suchr as a priority subsystem, intra-protocol scheduling, selective

_acknowledgement, selective retransmission, anci transport layer reliable mufticast. Each of these

functions, 'unique to XTP, is a potentially valuable feature for a voice delivery service. |

priority subsystem—XTP allows a user to mark messages (and hence packets) with a transport
layer priority. At every moment in time XTP will then work on its most important (highest
priority) packet. Thus, voice packets could be given priority over other message types in the

transport protocol (as well as on the FDDI ring).



intra-protocol scheduling—the priority subsystem is active end-to-end, which means that high
priority packets are treated expeditiously in the transmitter, in the receiver, and in all interior

routers.

selective acknowledgement—rather than require an explicit acknowledgement for each voice
packet (as in TCP and TP4), selective acknowledgement allows the transmitter to ask for ack-

nowledgements when and if desired.

selective retransmission—rather than handling retransmissions with a go-back-n scheme as in

TCP and TP4, XTP can retransmit only the gaps in a data stream.

multicast—multicast allows identical information to be reliably sent to any number of receivers

with only a single transmission.

The scope of this study restricted us to experimentation with a single protocol, so all results
reported herein reflect the use of XTP. However, the suitability of other transport protocols is

discussed in a later section.

4. EXPERIMENT DESIGN |

4.1. Hardware and Software

We used two "stations,” each consisting of a Motorolé, 133XT processor board (25 MHz
Motorola 68020 with 4MB memory), VMEbus backplane, pSOS real-time operating system, and
Martin ‘Marietta FDDI net@ofk.’ Our software included user applications and the Xpress |
Transfer Protocol (version 3.6, July 1991), both written in Microtec C. While replacing selected
system components could have increased overall performance (e.g., replacing the 68020 with a

30 Mﬁz 62030, or choosing a faster FDDI board), we did not attempt such "heroic" measures to
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increase performance. The hardware suite is simple, commercial, standard, easily available, and
already well-known to E-Systems; thus our point of view was merely to document its'j)erfor»
mance, rather than to optimize it to produce some predefined fevel of performance. Throughout
the cxpériments reported here, there was no explicit attempt to "tune” the system for better per-

formance.

Each s;ation was both a transmitter and a receiver in the experiments discussed later,
thereby enabling true bi-directional communication. Actual A/D and D/A converters were not-
uséd, nor wére physical microphones or speakers. The lack of physical A/D and D/A devices
should have minimal effect on the validity of our results, since we belicve that read/write opera-
tions on the FIFO queués should be equivalent to the read/write operations we performed on user

memory.

For some experiments, background traffic was generated in FDDI's synchronous class by a
data load generator (desci‘ibed in detail in experiment 2, section 5.3.1). LAN throughput meas-
urements were made with FiberTap, our real-time FDDI network monitor, described in Appen-

dix H.

FDDI supports both synchron_ow and asynchronous déta ‘classeé. . Synchronous data is
served preferentially a;t each station at e_aéh token arrival, and asynchronous data is served if and
only if the token rotation time is less than a user-defined limit. Throughput all our experiménts,‘
we used ;he default value in the AMD SuperNet FDDI chip set for negotiated token rotation time
(T_neg = 10.1 ms). Since voice traffic was deemed most important in these experiments, all

"voice traffic was assigned to the FDDI synchronous class. -

~ Different FDDI implementations use different default values for T_neg; although AMD

chose 10.1.ms, National Semiconductor chose 40 ms. In accordance with the definition of
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FDDI, the network chooses the smallest of these values as its operational goal token rotation
time. Thus, even though later éxperiments with multicast introduce a second manufacturer’s

FDDI chips, the AMD parameters prevail.

Even so, the selection of the goal token rotation time was not critical in these experiments.
Normally, FDDI’s Station Management (SMT) protocol is used to negotiate a portion of the
network’s synchronous bandwidth for use by each station with synchronous data; however, SMT

was not functional on the Martin Marietta FDDI equipment, so this feature was not used.

4.2. Experiment Overview

The focus of the experimental work was on moving the data through the end-to-end com-
munications system as fast as possible, and observing the effect of various system parameters on

system throughput, latency, and jitter.

To that end, we developed a basic experiment in which the two stations described above

consinuousiy exchanged "voice packets.” The basic system measurements were (a) network
throughput, (b) end4t0~end_1atency, and (c) jitter (.., variation in packet delivery time). The
thro;;ghput was important because that measure, divided by 64 Kbits/sec, indicated how many
‘voice channels could be simultaneou.sly active. The latency measurements documented how
long it took to deliver a packet, and we bould compare that to th‘é interpacket arrivlai rate
requiréd by the hardware for any given packet size. The jitter measurements demonstrated the
variability in packet delivery times, especially when there was contention for system resources

(processor and network).

The basic c:xpg:rixnent was performed for voice sample sizes (i.e., values of ) ranging from

8 to 4096, and the throughput, latency, and jitter characteristics were measured. Throughput and
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1atént:y measurements were presented in tables; jitter measurements were presented as scatter
plots of the latency times Qf 1000 individual packets. Latency was calculated by timing the
round trip of a voice packet and dividing b'y 2 to yield the one-way latency. From the jitter data
we calcuiated the average end-to-end latency of a data packet, and we calculated the 99.9%
threshold point—that is, the latency value such that 99.9% of all measured latency values were

equal to or smaller than that value.

The basic experiment was then extended to introduce background load on the FDDI net-
work. Since baékgroun& asynchronoué load was expected (and verified) to have little effect on
the performance of the synchronous data, all background loads were in the synchronoué class so
that it truly competed with the voice traffic for system resources. The experiments above (which
had no background FDDI load) were then repeatéd with background loads of 25, 50, and 75
Mbits/sec. While doing these expériments we noted that system performance was sensitive to
the type of background load as well as its intensity. Thus background load was generated two
ways, one using a single packet per token service discipline (SPPT) in which at most one data
frame is emitter per token reception, and the other using a multiple packet per token scheme
(MPPT) in which milltiplc data frames are chained together and transmitted after token recep-
tioﬁ. The former is th_e most common FDDI service discipline, although the latter might be util-- '

“ized by a system designer who was trying to optimize throu ghput of a highly loaded synchronous
server. FDDI certainly permits MPPT service, but using it is awkward since it means withhold-
ing packets which aré 'otherwise ready for transmission just so they can be chained with other;
even if this service type was desirable; it is more likely to be used in an asynchronous service
class (e.g., for file servers) than in the synchronous class. Although we think that the former

(SPPT service) is the more likely, we ran experiments with both cases to gauge its impact.
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Another sot of experiments documented the performance if the system under conditions of
packet loss. Aithongh the actual system was normally error-free, we artificially introduced
packet loss rates of 1%, 5%, and 10% to observe its effect on throughput latency, and jitter.
These exponmonts exorcnsed the rehabﬂxty and eITor repair mechanisms of the underlying tran-

sport protocol.

The expenments were further extended by adding background load to the processor
Whereas in: the basic experiments the processor (used here as a communications ongme) was
used to carry only voice traffic, in these expenments it was also required to process auxiliary
(non-voice) asynchronous communications. Usmg asynchronous traffic patterns defined by E-
Systems, we documented the effect on voice trafﬁc of having the processor handle non-voice

traffic simultaneously.

The above experiments assumed a traditional unicast connection between transmitter and
receiver; however, one of the unique features of XTP is that it can support 1-to-m, or multicast,
connections. Using multicast, a single transmission can be reliably received by m receivers. We
repoatod selected experiments using multicast to detérmine the potential perfonnanclo cost of this

new service type.

For all of their variations, the above expé:ﬁments‘ still assumed a single segment LAN topol-
- ogy. While that is adequate today, we believe that future distributed applioati'ons will call for
voioe'distz.'ibuﬁon over multi-segment networks. In another experimental section we discuss the
measured performance of various network routers, and explore the expected impact of using
routers in a Qoice distribution system.
Although our experiments were restricted to using a siogle ransport and network protocol

(XTP), we can generalize our results to other protocols. We first discuss the advantages and
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disadvantages of using a transport protocol versus a link-layer protocol, and then discuss the

relative merits of XTP versus two other well-known transport protocols, TCP and TP4.

In the final section of this report we use our experimental evidence to draw conclusions
concerning the feasibility of voice distribution using a transport protocol and FDDI, and the sui-
tability of using higher layer protocols in this environment. We discuss the architecture, feasi-

bility, and expected performance.of a prototype implerrientation.

5. EXPERIMENTAL RESULTS

5.1. Timing

The performaﬁce measurements reported here alil depend upon maintaining an accurate
time base throughout the durarion' of the experiment. Qur Motorola 133XT processor boards
were equipped with programmable timers with a resolution of 81.3 microseconds; that is, the
timer provided a register which could be read via software, and the register was incremented by

one every 81.3 microseconds.

Figdres 2 and 3 illﬁstraté the resolution of the timer. In tﬁis cxperimeﬁt the timer was first
reset and then, in a loop Which operated 1000 times, the value of the timer was read and
recorded. After all 1‘0‘()0 samples had been recorded they were converted to units of milliseconds
and displayed in Figufe 2. The horizontal axis ‘represe,nts the 1000 successive timer sampfes; the
vertical axis is the time value, in milliseconds, recorded for gach sample. The result appears to
be a straight line, but in fact an enlargement of the vertical scale for the first 80 samples showé ‘
that the timér values are actually disércte. The first sample returns a timer value of 0, the second
and third samples return a value of 0.0813 ms, samples 4, 5, 6, and 7 each show a valué of

2+0.0813=0.1626 ms, samples 8, 9, and 10 retum a value of 3*0.0813=0.2439 ms, etc.
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Successive samples continue to show this “quantum effect” whereby the only times reported are

multiples of 0.0813 ms.
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This effect is explained by the operation of the underlying hardware-—since the timer regis-
ter is incremented by a fixed amount at a fixed frequency, time appears to be discrete rather than
continuous. Note in Figure 3 that the processor can sample the timer‘ three or four times in any
- given 0.0813 ms period. For our purposés, this degrec of timer resolution is sufficient. All our
measured events (e.g., end-to-end delivery of the shortest packet) have a duration in excess of 2

ms, so there are at least 25 timer ticks in even our shortest event.

In the plots of experimental results which appear in the Appendices, please note that the
apparent "qﬁantum effect” regarding latenéy values is an artifact of the timing hardware, and
does not actually occur in fact. However, since the quantum is so small (0.0813 ms), it does not

 significantly affect any of the measurements generated herein.

5.2, Experiment 1: The Basic Configuration

'5.2.1. Experiment 1: Design

The basic experiment provided the transport protocol with a continuous stream of n byte
packets. On the transmitting side, the processor’s-oniy job was to collect n bytes of data from a
pseudo-FIFO (dedicated memory), deliver it to XTP, run the transport protocol, and fransmit the
data over FDDL On the receiving side the processor performed the symmetric operations:
‘receive an FDDI packet, run XTP, deliver data to the user, and have the user dehver the datatoa

pseudo-FIFO (again, dedicated memory). There was no background load on the FDDI network
. and no other ;:omputational or communications load on the processor. The basic experiment
represents al "best case” (for the given system architecture) for data throughput and laténcy, thus
we use it as an upper bound for determining how many voicé channels could be simultaneously

supported by this particular system architecture.
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All real-world considerations such as contention for the network (background traffic on the
LAN), contention for the processor (background computational load or non-voice cofmnunicw
tions jead on the processor), packet loss in ihe network (bit errors on the medium, buffer over-
runs in the receiver, packet loss in nctwbrk routers), and‘ less efficient transpo& i)rotocols (TCP,
TP4) will result in decreased system performance from that reported for the basic experiment.

The impact of these additional influences are considered in the experiments which follow.

The basic experiment transmitted one megabyte (1,048,576 bytes) of pseudo-voice data
from one station to the other, utilizing the full reliability features of XTP Data to be transmitted
was dehvercd to XTP in units of 8, 16, 32, 64, 128, 256 512 1024, 2048, or 4096 bytes; this
number represents the value of # and is called "voice data size." thn data of size n bytes is
deliverec_i to XTP, it is placed inside an XTP frame which consists of a 40-byte header and a 4-
byté trailer. The header contains a key field which uniquely identifies the receiving process; the
trailer contains a 4-byte transport checksum which provides an additional integrity check for the
data. The XTP frame (44 bytes plus user data) is in turn encapsulated iri a 25-byte FDDI frame
(8 bytes for the LLC header, 6 bytes for the MAC destination address, 6 bytes for the MAC

source address, 4 bytes for the cyclic redundancy code, 1 byte for the frame status field).

XTP allows the user to specify programmatically the degree of reliability to be imposed on
" the transmissioh. If error checking is elected (thereby makin_g this transmissibp connection-
oriented, as opposed to datagfam or connectiolnless), the user may further specify how often XTP
should solicit acknowledgements for thé data stream. Acknowledgement frequency can vary
from never to always. In these experiments we have chosen the most robust error-checking pos-
sible, namely that an acknowledgement packet is required frbm the reccilver for every data

packet transmitted by the sender. These acknowledgements are provided by an XTP "control
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packet" of size 117 bytes. Thus, every transmitted packet of size n+69 bytes forces a 117 byte
acknowledgement packet to be transmitted on the reverse channel. Since both stations aré
transmitting data and recelvmg data simultancously, data and acknowledgements are flowing in
both directions at all tlrnes Even though each transnutted packet requires an acknowledgement,
the transmitter does not enter into a stop-and-wait protocol; the transmitter proceeds as fast as it
can (it is paced primarily by the amquﬁt of btltff.er' space available in the receiver), using the ack-
nc:;wledgements only for error Contrbl {not flow control). |

- Asan thimizatior;, we could reduce the reverse channel traffic by decreasing the frequency
of acknowledgements, or even clirhinating them altogether by using a transport datagram (i.e.,
unacknowledged) service. However, we chose to document the cost.of the most robﬁst service
type, knowing that optimizations such as thesel were available if we needed to build a higher per-
formance system. For example, throughput would improve if we reduced the frequency of ack-

~ nowledgements, thereby reducing both network load and acknowledgement processing.

5.2.2, Experiment 1: Analysis

Table 1 shows a number of results for the basxc experiment. As identified in the first
column, each row represents the measured and calculated results for an expemrnent in which the
user provides data to- XTP in units of n bytes (labeled "voice data size"), where n varies from 8
to 4096 by pdwers of two. Tﬁc second column of each row, labeled "frame size," shows the
actual amount of data which has to be sent to carry » bytes of user data; this number reflects the
69 bytes of overhead added to each packet by XTP (44 Bytes) and By_ FDDI (25 bytes). The third
entry shows how many packets, each with a payioad'of n bytes, were sent in order to transmit

one megabyte.
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Column four, labeled "user throughput,”" documents the end-to-end, single-channel
throughput in units of mégabits/sec, and includes only the voice data in the computatiop of
throughput (i'.-e., XTP and FDDI framing are not counted as user throughput). The "network
throughput" figure in column five (megabits/sec) doeS account for the required XTP and FDDI
framing; looking at row one, sending voice data in 8-byte groups results in 30 Kbits/sec of user
‘throughput but, bepause of framing overhead, requires 288 Kbits/sec of network throughput to
acéomplish it.

© "Total time'; in column six records the duration of the experiment in seconds. The "packet
rate" in column seven indicates how many XTP packets were transmitted per second. Column
eight ("average latency™) records the average one-way, end-to-end latency (in milliseconds) f01; a
pécket with payload n Bytes. Finally, column nine ("99.9% threshold") identifies that latency,-in
milliseconds, for which 99.9% of all packets have a latency which is equal to or less than this

. latency.
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Overhead. Fratn'mg overhead ranges from 90% when using small voice data sizes (8 bytes
of payload in a 77.byte frame) to 1.5% when using large voice data sizes (4096 bytes of payload
in a 4165 byte frame). AS expected, large frames are, much ‘more efficient than small frames,
and all other variables being equal, this fact alone would argue for using the largest possible |
voice data size. (Other factors make this less attractive.) User throug_hput and network

throughput measurements further verify the efﬁciency of large packets.

Packet rate. This is a fundamental measure of the overhead found in the entire architecture.
Using a voice data size of 8 bytes, the fastest possﬂ)le (ransmission rate 18 470 packets per
second. In other words, this architecture is incapable of producing any kind of packet faster than

once every 2.1 milliseconds. Thisisa fundamental system limit.

Theoretically, packet generation rate is orthogonal to packet latency; that is, if an applica-
 tion can generate X packets/sec, the packet arrival rate at the destination will refiect the genera-
tion rate, regardiess of the packets’ latencies. The side-effect, of course, is that as latency
increases, it becomes 1nore and more difficult t© maintain a true bi-directional conversation.
Thus, we have chosen a more rigorous standard of performance: not only must thé: tretnsmitting
- FIFO be scrvwcd at a minimum rate (dependent upon voice data size), but the resulting packets
" must be delivered with a 1atency which avoids creating a pipeline of packets in transit through
,tlte commumcattons protocol (the pipeline effect is unavoidable in the two FIFOs due 1o the
" nature of the hardware). From this point on, W& focus on latency as being the primary irtdicator

of system performance. -

Latency. Average latency varies from 2.7 ms for a voice data size of 8 bytes t0 7.7 ms for a
voice data size of 4096 bytes. The 99.9% threshold numbers are very close to the average Jaten-

cies, varying by at most 0.1 ms; this indicates very low variance in the dehvery time of packets
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However, the real meaning of the end-to-end latencies can only be understood by contrasting
them with what a practical system would require, and then looking at what margin of séfety

these measures provide.

in a real system, fixing the size of n places an uppei‘ bound on the acceptéble delivery time
of a packet of that size. Any group of n voice data samples represents n* 125 microseconds of
voice. If n voice samples are cbl_iected and transmitted repeatedly, then each such group must be
- delivered within #* 125 microseconds, or else the destination FIFO will underflow due to lack of

data. To appreciate the impact of this delivery deadline, examine Table 2.
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A packet with a payload of n bytes must be delivered within n* 125 microseconds of the
packet before it. Table 2 shows, for each value of n, the maximum time which may elapse
before the output FIFO underflows (labeled "new data needed every") and the observed amount
of time wh;ch was required.to generate a packet with n bytes of payload (labeled "new data gen-
era.ted every"). The "new data generated" column is computéd from the packet rate in column |

four.

For example, if paéket.s contain "8 bytes of payload, then they must arrive once per mil-
lisecond to avoid a FIFQ underflow; however, they can only be generated every 2.1 ms, so.this
Qalue of n is not practical. The table reveals that 16-byte payloads are likewise'impractical for
the same reason. At thé other end of the scale; if there are 4096 voice samples per packet, thcnl
they are needed once every 512 ms, yet they can be generated every 4.3 ms. So large values of "
are very practical from the standpoint of the delivery schedule (other factors make them less
attractive). The results in Table 2 show that as the difference between the values in columns 2

and 3 increases, we have a greater margin of safety in assuring timely delivery of packets.

Note that the results in Table 2 are for a single voice channel, and that a practical system
must simultaneously manage multiple voice channels. Thus the "margin of safety” discussed

‘ 'abovc represents time which could be used for handling additional voice channels.

" Table 3 shows how many voice channels could be carried in this particular experiment.
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As shown in Table ‘3, dividing the user throughput measurement (in Kbits/sec) by 64
Kbits/sec yields the number of voice chanﬁels which could be carried using this architecture.
For a systeﬁ supporting, say, 60 vbicc_ channels, a voice data size of nearly 2 kilobytes is
- required.

This experiment suggests that channel efficiency and capacity increase as payload size
increases, and indeed this is true. But an opposing factor is the startup time of the pipeline
which is beiﬁg constructed between the &an_smitter and teceiver. As shown in Table 2, a voice
" data sample of n bytes takes n* 125 micrés_econds to collect béfore it even begins its journey
though tﬁe network. Thus there is a startup delay upon connection establishment of »* 125
microseconds plus the end-to-end latency, and the same delay whenever speech begins anew
after a period of silence. As n becomes large, so does the startup latency; at n MO%, for exam-

ple, the startup delay is in excess of half a second.

Jitter. Our jitter measurements are intended to illustrate the variance inherent in any com-
munications subsystem. Appendi:; A contains a set of ten jitter measurements, one each for the
ten {ralues' of n which are investigated throughoﬁt this study. The pmpoée of these measure-
- ments is to calculate the average one-way end—;o—e\nd latency, its 99.9% threshold value, and to
then plot the indiviélual latencies of 1000 successive packets. On the jit'ter plot we can visually
, .obScrve the distribution of end-to-end latency values. |

For the first jitter plot in Appendix A (voice data size equals 8 bytes), all 1000 measure-
“ments of one-way end-to-end latency report one of two numberswz‘.ﬁ or 2.8 ms. Recall that this
"quantum effect" is an artifact of the timing hardware and that, in reality, latencies are distri-
buted between these two values. Nevertheless, since the quantum _is so small (81.3

microseconds), this has no significant effect on our measurements or our conclusions.
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Téble 4 summarizes the average latency and 99.9% threshold values for the basic experi-

ment.
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From Table 4 we can make two observations:

(1) Latency is strongly dependent upon the voice data size, but even in the case of n=4096 bytes
we get reliable delivery in 7.8 ms. This gives us a considerable margin of safety with regard to |

the delivery time requirement for all the medium-to-large voice data sizes.

(2) In all ten jitter plots, variance was low. The worst case difference in delivery times between
. any two packets of the same voice data size was 0.16 ms, which is negligible. '

5.2.3. Experiment 1: Conclusions

. 1. System efficiency increases with increasing voice data size.

2. The side effect which argues against making the voice data size arbitrarily large is that the
connection startup time is proportional to voice data size, and in fact is equal to n*125

microseconds plus the end-to-end latency.
3. Payloads of 32 bytes or larger are practical for a single voice data channel.

4. The number of simultaneous voice channels which can be supported likewise increases with
voice data size. Voice data sizes of 1K, 2K, and 4K bytes would support 47, 79, and 113 voice

channels (64 Kbits/sec each) respectively.
5. Jitter plots confirm that there is very little variance in the end-to-end delivery latency.

~ 6. All the throughput, latency, and jitter data reported for the basic experiment represent a "best
case" scenario for the chosen architecture. Additional experiments are required to determine the

~ impact of background FDDI load, background processor load, etc.
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5.3 Experiment'Z: Synchronous SPPT Background FDDI Load

~ 5.3.1. Experiment 2: Design

Our second experiment was designed to illustrate the influence of background load on the
FDDI network. Since background traffic in the asynchronous daés can reasonably be expected .
to have little effect on the voice traffic in the asynchronous class, we restricted our experiments

to background synchronous traffic.

The basic experiment was repeated three times, except that a background load of dxffcnng
intensity was imposed on the FDDI network for each trial. This load was created by attaching a
separate station to the ?DDI ring, and having it generate 25, 50, or 75 Mbits/sec Qf data which
was addressed to a non-existent station. The sole purpose of this "traffic generator" was tb make

the FDDI ring look busy.

The traffic generator was a high~pelforrnance personal computer (25 MHz Intel 80386 pro-
cessor) equipped with an AMD Fastcard FDDI interface. It created FDDI frames of length 4167
bytes (33,336 bits); at FDDI's 100 Mbits[sec transnﬁssion rate, each frame required 33
microseconds to transmit, 'An imporfant decision was whether each frame should be processed
md1v1dua11y (i.e., transmit at most one data frame per token amval), which we call 'single-
: packet»per-tokcn" or "SPP‘T" service, or whether multiple packets should -be chained together to :
 make a larger burst of ‘transrmtted data (i.e., transmit more than one packet per token arrival),
which we call "multiple-packet-per-token" or "MPPT" service. Obviously, MPPT service is
nidrc efficient for the netwoi:k since it reduces ovérhead, but is more injurious to the variance of
voice data latcﬁcy since it permité non-voice stations to capture the token for longer periods of

time.
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In a previous section we observed that SPPT service is the more natural selectien,lsince‘
MPPT service requires withholding packets that ére otherwise ready for transmission until multi-
ple packets can be chained together for bulk t;ansmiss_ion. Not only is this awkward, but such a |
ldw tevel decision is hormaliy made by the network interface software (i.e., by the low level
drivers connecting the communications protocol to the network hardware); the user would nor-
mally. never be aware that su'ch a decision existed, and‘th.us would normally have no control over
it. However, since the outcome of this decision obviously affects performance, we have
modeled it both v-vays. In exﬁeriment two, the ba;:kgrdund load generator produced-SPPT traffic;

in experiment three it produced MPPT traffic.

For experiment two the load generator produced traffic according to Table 5.

Packet size  Packetsize  Packet generation rate  Total offered load

(bytes) (bits) (packets/sec) (Mbits/sec)
4167 33336 750 25
4167 33336 1500 50
s67 33336 250 75

Table 5 |

SPPT Background Load Generation Parameters

5.3.2. Exp'erinient 2: Analysis

ﬁxperiment two, "Synchronous SPPT Background Load," augments the basic experiment .
by a&ding a background load of 25, 50, or 75 Mbits/sec. All of the background load is carried in
'FDDI’s synchronous class (and thus competes for channel bandwidth with the voice traffic), and

all of it is generated using a SPPT service discipline.
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Appendix B contains thirty scatter plots, ten each for the three background load intensities.
The effect of the background load is shown in Table 6 which compares the 99.9% threshold
points for the basic experiment (with zero background load) against these three background

loads.

Table 6A shows the number of voice channels which could be carried for a given voice

data size and given background synchronous SPPT load on FDDL
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In Table 6 we display 99.9% threshold values, rather than average values, so that we get an
even better picture of the effect of background synchronous SPPT load on end-to-end latency.
As expected, the addition of background load does increase the overall delay, but not by a

significant amount,

Adding 25 Mbits/sec of background load increaées the 99.?% threshold point by about 0.1
ms; 50 Mbits/sec of background load increases it by about 0.3 ms; 75 Mbits/sec of background
load 1ncreases it by about 0.5 ms. None of these i increases are significant. Thus we conclude
that synchronous SPPT background load on FDDI, even at a rate of 75 Mbits/sec, has no serious

effect on overall voice data latency.

We must point out thaf a major reason that the effect is $0 minor is that, even though the
+ load generator can produce lots of traffic (2250 packéts/sec for the highest loading case), each
packet is served using SPPT service. So in an FDDI ring of three nodes (two voice stations and
the traffic generator), the voice traffic 6f any one station is interrupted by the transmissions of at ‘
most two other stations. As will be seen from the next experiment using MPPT service, SPPT
service is highly desirable because it smooths the flow of synchronous traffic among stations,

allowmg each voice station a timely opportumty to transnut

5.3.3. Experiment 2: Conclusions

1. Heavy background synchrohous FDDI traffic had little effect on latency in this configuration.

The worst case increase in the 99.9% threshold was less than 0.5 ms, which is insignificant.

2. The reason that background load had so little effect was because (1) the ring was small (three
stations), and (2) service was SPPT. Thus each station was always given a timely opportunity to

transmit,



38

3. SPPT service is highly desirable. Since this is the normal service discipline of FDDI
hardware, and since users are not normally aware that there is a choice between SPPT and MPPT
service, the default situation of SPPT service is the correct choice for voice traffic in the syn-

- chronous class.

5.4. Experiment 3 Synchronous MPPT Background FDDI Load

5.4.1. Experiment 3: Design

Experiment three differed from experizﬁent two in that the synchroxious background load on
FDDI was generatéd using a multiple-packet-per-token (MPPT) service discipline rather ;ilan
~ SPPT. MPPT correctly models the situation in which a particular station is capable of high, sus-
tained loads in the synchonous class, and‘ furthérmore that network efﬁcicncy is of such
paramount importance that the network interface routines have been written to hold packets for
transmission until a prescribed number of them have been accumulated and chained tcgethelf;
whén the prescribed number has been accumulated, then that group of packets is transmitted

“upon the next token arrival.

MPPT traffic is generated by reprogramming the load generator.- Packets are generated
internally using the same scheme. described pr'eviously; however,. 15 packets are accumulated
. 'befqre‘ physical transmission is attémpted. Packets are 4167 bytes (33,336 bits) each, so a group
of 15 of them represents a transmission of 500,040 bits behind a singlel token. At the 100

- Mbits/sec rate of FDDI, each MMPT transmission requires 5 ms.

The MPPT experiment generates "bursty" traffic at the rates shown in Table 7.



Packet size
(bytes)

4167
4167

4167

MPPT parameter - Burst rate Burst period
(packets/burst) (bursts/second) (ms between bursts)
| 15 50 20
15 100 10
i5 o150 666
Table 7

MPPT Background Load Generation

39
Total offered load
(Mbits/sec)
25
- 50

75

Given that a single burst will consume 5 ms of network transmission time, and that voice

- packets are being generated continuously, some voice packets will be delayed the full 5 ms

while other, generated after the burst begins, will suffer a smaller delay.

Appendix C contains thirty scatter plots, ten each for the background loads of 25, 50, and

75 Mbits/sec, all in FDDI’s synchronous class, and all using the "bursty” MPPT service discip-

line. Table 8 summarizes the results for the avérage latencies.
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The average latencies resulting from MPPT service show the expectfzd result—average
latency generally increases with increasing background load. From looking at the jiltter ploté we -
observe that variance has increased substantially when compared to SPP"I‘ service. Eor example,
compére the plots of SPPT service vs. MPPT service fﬁr 25 Mbits/sec background load (the
eighth plot of Appendix B. vs. the eighth plot of Appendix C). For SPPT service, latency is
tightly grouped between 4.0 and 4.2 ms; for MPPT service, latency falls into two bands, one
- around 4 ms and another around 5.7 ms. Latencies in the higher band resulted from packets
which were genefatcd while the token was beiﬁg held by the load generator, aﬁd th_us their
delivery was partly delayed by the burst créated by MPPT service in the load generzitor._ Laten-
cies in the lower band resultéd from packets which were generated and then transmiited between
bursts from the load generator. Note that the lower band around 4 ms corresponds closely to the
results from the basic experiment in which there was no background load (refer to the eighth plot

of Appendix A).

“Table 9 shows the 99.9% threshold values from these same experiments. These results are

not as consistent as the averages since they are reporting the second-highest latency observed in

a group of 1000 packets. An important point is.that, in all of Table 9. the worst case 99.9%

threshold value was 10 ms.
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Once again, we must point out that the latenqies recorded from the MPPT experiment are
directly related to the érchitecture of having two stations and one load generator. Each voice sta-
tion is giQen an opportunity to transmit with a delay ‘which is at most one 135-packet burst from
the load generator and one voice packet from the‘ other voice station. Had the background load
been generated by multiple load generators, each of them could have held the token for some

. amount of time (here 5 ms) and thus could have dra:natic'ally increased end-to-end delay. Note
" that the potential increasé‘in token rotation time is bounded only by the operation of FDDI Sta-

. tion Management which limits the amount of sﬁnchronous data which any one station can emit
on any one token cycle Although SMT was not operat:onak on our hardware, it should be opera-

 tional in a production system to avoid starvation of the voice servers.

However, the whole issue is avbided if SPPT service is used in preft}ren(:e to MPPT Service.
SPPT is the natural service type for voice stations which emit voice packéts periodically rather
than continuously. Requiring SPPT rather than MPPT service on the whole network would at
- most impaci the efficiency of a station sending non-voice traffic in the synchronous class. Thus

we recommend the user of SPPT service everywhere.

. 5.4,2. Experiment 3: Conclusions-

1. MPPT service caused end-to-end latencies to depart from a smooth distribution and instead to

fall into groups.

2. Latencies in the lower group resulted from packets genefated and transmitted between bursts
" from the load generator; their latencies are not significantly different from those observed in the

basic experiment with no background load.



44

3. Latencies in the higher group resulted from packets generated while a burst was in progress;

their latency was affected by the duration of the burst.

4. The increase in latency due to MPPT service was bounded here by the fact that there was only
one load generator; had their been more than one then the effect would have been more

dramatic.

5. MPPT service marginally increases the efﬁcxency of a station sending non-voice trafﬁc in its
synchronous ciass while mcroasmg the variance of all the voice traffic. Thus MPPT service is

" not recommended.

5.5. Experiment 4: Retransmission

5.5.1. Experiment 4: Design

Modern fiber optic local area networks rarely lose data, but when they do it is the responsi-
bility of the transport protocol to retransmit it without intervention by the user. As a result, the

user had the illusion that the end-to-ond bitpipe was error-free.

All transport protocols add sequence numbers to their transrmtted packets so that a receiver
con dctoct out—of-sequence data. TCP and XTP use byte-oriented sequence numbers, whoreas
TP4 uses packet-oriented sequonce numbers. Upon detecting out—of—sequence data, TCP and
TP4 both revert to a go-back-n strategy in which the first missing data element (a byte in TCP |
- and a packet in TP4) are rotransmitted, along with all following information. Thus TCP and TP4

'may resend data already correctly buffered by the receiver.

XTP uses a selective retransmission scheme in which the receiver notifies the sender of

exactly which spans of data were reoeived correctly, From that list of acknowledged data XTP
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creates a list of gaps {(contiguous bytes) which should be retransmitted. XTP then retransmits
only the missing gaps.

. While this feature is activé in XTP, itis difficult to See error Tepair in é.ction because errors
are so rare on good FDDI equipment. Thus, to observe any ¢Irors at all, we had to modify XTP
such that it failed to acknowiedge x% of the packets received, the;eby making them appear to be
lost ‘in transit. When a receiver received the next (out~of~ordér) voice packet, that caused the

receiver to notify the sender that data was missing. XTP then retransmitted the lost data.

In this experiment we introduced data loss rates of 1%, 5%, and 10% t© investigate its

effect on data latency.

5.5.2. Experiment 4: Analysis

Table 10 records average latencies when the system is subject to random losses of 1%, 5%,
and 10% of total voice packets. For comparison, we include in the second column the results

from the basic experiment in which the loss rate was Z€r0.
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Table 10 makes a strong case for the power and utility of XTP as a transport protocol.
Error repair is extremely effective and efficient. Comparing the columns for 0% and 10% loss,

" we see that the worst case increase in average delivery time was lesé than 0.1 ms, even for the
largest voice data size. An operational network with a loss rate of 10% would be extremely
unusual, and yet even in that abnormal situation the expec_ted increase in latency was
ilnsigniﬁcant.

Appendix D contains tﬁirty jitter plots, ten each for 1%, 5%, and 10% loss rates. Compar- |
ing thésé with the jitter plots of the basic experiment in Appendix A, we find only small
differenceswwa slight increase in the value of the average delay, and a slight increase in the varia-

bility of that delay. Still, none of these increases was significant.
5.5.3. Experiment 4: Conclusions

1. Modern fiber optic networks such as FDDI have a very low packet loss rate.

2. Even so, when errors do occur, repair was swift and efficient. When comparing a loss rate of
0% to a loss rate of 10% in this architecture, the worst case increase in average end-to-end delay

was less than 0.1 ms. -

3. XTP, using selective retransmission, provided a very effective mechanism for end-to-end reli-

ability.

4. Retransmission had no significant effect on jitter.
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5.6. Experiment 5: Background Asynchronous Processor Load

5.6.1. Experiment 5: Design

‘In all the experiments up to this point, the CPU has had the single task of processing voice

data: In experiment five we investigated the effect of background asynchronous processor load.

If the CPU is makmg calculauons or processing nonavoxce messages, that activity will
reduce the amount of processm g power available to run the transport protocol, Wthh will in turn
‘reduce the throughput and increase the latency of the voice traffic. The degree of mterference
with the voice traffic is controlled entirely by the nature of this background load on thc proces-

SOr.

| E-Systems defined two explicit loading cases. The first of these, the "average" casc,
required a voice station to also process 10 messages/sec and transmit them in FDDI's asynchro»
nous class. The second of these, a "worst case” scenario for a particular application, required the
voice station to i);ocess 120 messages/sec and transmit them in FDDI’s asynchronous class. In
both cases the disn'ibution of message lengths was then same: half of the messages were 40 bytes

in length and the other half were 512 bytes in length (lengths refer to payload size).

‘R‘efei’ring to Table 1, a single station is ablé to process between 470 (for voice data size
equals 8) ai}d 231 (fcax" véicc data size equals 4096) messages/sec. We coﬁqludéd that the addi-
. tion of 10 messages/sec to the processor’s workload would have a hegligible effect, and subse-
quent testing showed thié 1o be true, 50 experiment five was concerned only with the "worst
case” load of 120 asynchronous messages/sec. We repeated the .basic experiment but added the
baékgrounci message pfocessing load; then we repeated it again with 25 and finally 50 Mbits/sec

of background synchronous FDDI load (using SPPT service).
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- 5.6.2. Experiment 5: Analysis

~Appendix E contains thirty jitter plots for the case of 120 messages/sec of non-voice, asyn-
chronous load competing with the voice traffic, ten each for the cases of 0, 25, and 50 Mbits/sec
of background synchronous load on the FDD] network The Ioad generator was configured to

use SPPT service. Table 11 summarizes the results.
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As expected, the asynchronous processor load had little effect on the la'tency of the syn-
chronous voice data. Compare the data in Taﬁle 11 with that of the basic experiment in Table 1. |
The basic expcnment (Table 1) had no asynchronous proccssor load and no background FDDI
traffic. When compared to the asynchronous processor load thh no background FDDI traffic
(Table 11, column "() Mbits/sec background load"), the worst case increase of about 1 ms was

incurred only by the small voice data sizes; there was-almostno increase for the larger sizes.

When the basic experiment is compared to .the combination case of havmg 120
messages/sec of asynchronous processor load.and 50 Mbits/sec of background synchronous
" FDDI load, there is still some increase but it remains negligible. For small voice data sizes the

increase is less that 1.1 ms, and for large voice data sizes it increased only 0.2 ms.

Thus we observe that the asynchronous message processing (even the so-called "worst
case" of 120 messages/sec) did not significantly interfere with the voice traffic. Even the addi-

tion of background synchronous FDDI traffic made little difference.

The reason, of course, is that the total message traffic imposed by the asynchronous proces-
SOT loading is small. The split message length d-istribution results in an average message length
of 276 bytes, and 120 messages/sec of that size generatc just over 0.25 Mbits/sec. This asyn-
chronous load is negligible when compared to the 7+ Mblts/sec of voice traffic (for voice data

size equal 4096) or the 50 Mbits/sec of background FDDI traffic.

5.6.3. Experiment 5: Conclusions

1. The addition of a "worst case” asynchronous processing load (defined to be 120 messages/sec,
half of length 40 bytes and half of length 512 bytes) did not significantly increase the latency of

the voice traffic.
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2. The voice traffic in FDDI’s synchronous class was effectively insulated from additional com-

munications load in the asynchronous class.

5.7. Experiment 6: Multicast

5.7.1. Experiment 6: Design

A unique feature of XTP isits capability for ‘su-pporting a 1-to-many connection called'mul-_
tz'cas;. Other transport protocols such as TCP and TP4 have no such capability. It is thought that
mﬁlticaét wiﬁ have natural appliqazion to siiuations such as conference calls inu_which multiple
destinations should receive an identical data stream. Using multicast, tﬁis is accomplished with
a single transmission; for lack of any multicast capability, a user of TCP or TP4 could at best
simulate the feature using some number of serial unicasts. Even so, management of such a
ﬁulﬁ-peer connection would then become a user responsibility, whereas in XTP the manage-

ment of a multicast connection is inherent to the communications protocol.

In experiment six we enlarged our network to include not only the two voice stations and
the bzickground traffic generator, but also an additional voice station which Was a member of the
multicast voice group. Due to lack of identical equipmenf, the édditional receiver was not the
same as the two MOtofola‘6802{)[VMEbus'/pSOS-based voice stations; it was an ALR FlexCache
running X’i‘Pl on a 25 MHz Intel 386 processor. Another difference was tﬁat the FlexCache .
- operated a N;atwork Peripherals FDDI interface (which used the National Semiconductor FDDI
chip set),: which proved tolbe interoperable with the Martin Marietta equipment and its AMD

SuperNet FDDL

In this experiment each voice message was assigned to a multicast group and transmitted

using a transport multicast group address. Any number of stations could have been listening on
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that gfoup_address, but in this experiment only two receivers were active. Message delivery to
the set of multicast receivefs was entirely reliable, that is, XTP assured that all data was reliably
transmitted t(‘). all active receivers. Error repair, if any, was completely transparent as befits a
transport protocol. The experiments conducted included a basic multicést experiment, followed
by its repetition with the addition of 25, 50, and 75 Mbits/sec of synchronous background traffic

using MPPT service.

572, Experimeixt 6: Analysis
Table 12 shows the average latencies and table 13 shows the 99.9% threshold latencies for

experiment six.
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Multicast is inherently a more "expensive” operation than unicast since the protocol must
handle multiple receivers; still, multicast is often less expensive than serial unicast for receiver

groups even as small as two or three,

For the case of no background Ioad on FDD], the average latency using a two ‘réceiver mul-
ticast was less than twice the latency of a serial unicast in all cases. For small voice data sizes
the increase was from about 2.7 ms using unicast to about 5.2 ms using multicast. Since the
multicaét,replaced two unicasts, the proper comparison would be 2*2.7=5.4 ms for unicast vs,

5.2 ms for multicast, which makes multicast inghtly faster.

For the largest voice data size, the increase was from about 7. 7 ms using unicast to 10.4 ms
usmg multicast. Again, the proper companscn is the deiay of two unicasts (2*7 7=15.4 ms) vs.
10.4 ms for multicast. So, in this architecture, multicast is more effective that two serial uni-

casts, even for a receiver group size of two, for all voice data sizes.

As background load increased, the spread in latencies became more pronounced. When
compared to multicast with no background ioad a 75 Mbits/sec MPPT load increased average
latency for sman voice data sizes from about 5.2 to about 7.5 ms. At the largest voice data size,

average latency increased from 10. 4 to 14.5 ms.

Appendix F contains forty jitter plots, ten each for the cases of 0 25 50, and 75 szts/sec
'- of background synchronous FDDI load. As load increased, the variance of the data increased
markedly. Tabie 13 reports the 99.9% threshold values and they reflect this dramatic increase,
Whereas at 75 Mbits/sec background load the average latency differed from the 99.9% threshold
vaiué by abdut 1 ms for small voice data sizes, for the largest voice data siz§: the éverage was
14.6 ms but the 99.9% threshold was 34.0 ms, a 133% increase. Looking at the worst case, thé

last plot in Appendix F for a data size of 4096 bytes, we see a distinct "banding” of data. These
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discrete bands are caused by the influence of the MPPT service. Had the background load been
~ generated using SPPT, the latencies would have been more uniform. As previously suggested by

experiment three, MPPT service should be abandoned in favor of SPPT service.

In spite of its favorable performance in this experiment, the multicast results would have
been better had we used a better FDDI chipset. The AMD SuperNet interface does not support
multicast link layer addresses (i.e.,'.MAC group addresses), so all data in this experiment was
actuailsr transmitted using a link layer broadcast and then filtered at the transport layer to relcog-f
zﬁzé the transport multicast address. Newer FDDI chips, such as those from National Semicon-
ductor, do support link layer multicast addresses; that in turn would reduce processing in the des-

tination hosts which would increase throughput and decrease latency.

5.7.3. Experiment 6: Conclusions

1. For the given system configuration, a multicast to two receivers was accomplished with lower

total latency than two serial unicasts for all voice data sizes.

2. Multicast is an effective technique for distributing identical data to multiple receivers. The

transport multicast capability is unique to XTP.

3. Multicast would have been even more effective if it had been supported by a link level multi-
cast (i.e., MAC group address), rather than the link layer broadcast provided by th’e- AMD Super-

Net chips.
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5.8. Experiment.-7: Routers

One of the significant advantages of using a transport protocol instead of a datalink layer
protocol is that data can be routed over multiple network segments. Experiment seven investi- .

gated whether latency considerations permitted routing of digitized voice.

The ideal situation would have been to measure the performance of an XTP router, but no
~such device exists. Therefore, we examined instead published data on the performance of three
- contemporary commercial Internet (IP) routers. The three routers considered were the Wellfleet

" Link Node, the Cisco AGS, and the Proteon p4200.

~ 5.8.1. Experiment 7: Analysis

Appendix G contains both performance and delay graphs for these three routers. Each of

these will be discussed in turn.

First, we should note that these are Ethernet routers, not FDDI routers. This means that the
~ maximum packet size examined was 1518 bytes, of which 1500 are payload. Thus this data is
indicative, but not necessarily representative, of the performance of modern FDDI routers.

- FDDI router information was simply not available.

‘Welb‘leet. As shown in the first graph in' Appendix G, the Wellfleet Link Node moved small
pa?:ket;# rapidly bet\%veen a pair of Ethernets, but performaﬁce decreaséd répidiy with increasing
packét size. We considered three packet sizes.: 512, 1024, and 1518 bytes. Wellfleet’s perfor-

| mance was _approximately 2000, 1500, and 1000 packets/sec for these three packet sizes, respec-
tiirely. In terms of delay (second graph in Appendix G), the Wellfieet Link Node was measured

Cat 1.4, 1.5, and 1.4 ms for packets of length 64, 512, and 1024 bytes, reépectiveiy.



59

Cisco. The Cisco AGS router’s packet processing rate was faster than the Welifieet for
smaller packets but slower for 1arger packets. Refer to the third and fourth graphs in Appendix
G. Performance; measui‘emcnts for packet sizes of 512, 1024, and 1518 bytes were about 1500,
1000, and 750 packets/sec, respectively. Delgy through the Ciséo router wés signiﬁcanti& better
than Wellfleet, and was measured to be 0.1, 0.5, and 1.0 ms for 64, 512, and 1024 byte packets

respectively.

'Proteon. The Proteon p4200 was the slowest of the three routers. Referring to the fifth and
sixth graphs in Appendix G its performance for packets of length 512, 1024, and 1518 bytes was
approximately 800, 600, and 400 packets/sec respectively. Likewise, delay through the router
was the longest of the three. The delay for 64, 512, and 1024 byte packets was 1.0, 2.8, and 3.3

: ms, respectively. Discussions with Proteon revealed that the model p4200 was known to be slow
and was due for a replacement with a new model which is to have significantly improved (but as

yet undocumented) performance.

The router data was inconclusive. Since the three units benchmarked were Ethernet routers
rather than FDDI routers, it was not clear whether these performance numbers were valid for our
environment. Furthermorc the range of packct sizes over which they were tested falls short of
the range of interest for FDDI, the maximum size Ethernet packet is 1518 bytes whereas the
" . maximum FDDI packet is 4500 bytes. The Cisco and Proteon rout'ers b'oth showed a delay curve
~ which was depéndént ﬁpon packet length, indicating that packet copying was é significant frac-
‘t1on of the total delay. It is simply unknown whether a maximum lcngth FDDI packet (which is -
three times longer than a maximum 1ength Ethernet packet) would have a delay three times as
long as a maximum length Ethernet packet. Likewise, it is unknown whether advances in router

technology (which are proceeding at a rapid pace) will significantly improve the throughput and
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reduce the delay through a FDDI router.

The router issue cleéﬂy needs more examination. Since we were using XTP packets, and
the routers for which we had performance data were Ethemei routers routing Internet packets, it
is very difficult to estimate the performance of an XTP FDDI router. Our best attempt at doing
so assumes that XTP routing is no slower than IP routing (due to the design of the protocol it
should actually be faster), that FDDI routers are no slower than Ethernet routers, and that
advances in rout_ér technology will eliminate the present disparity between copying 1500 byte
packets and 4500 byte pa;:kets. Under those asSumptibns, we estimate that an FDDI'XTP router

will introcliuce'an additional delay of Iess than 1 ms for a 1024 byte packet.

Since only a fraction of the total voice _distribution traffic would be routed over multiple
néﬁworks, the added delay of the router would apply to only a portion of the network traffic.
Even so, if the router adds a delay in the neighborhood of 1 ms, we think it is of small’
‘sighiﬁcancc to any single voice channel. We think that the ability to route digitized voice infor-
fnation' over arbitrary network topologies is a significant benefit. If in fact it can be accom-
~ plished at a cost of .z_m additional delay on the order of 1 ms per one kilobyte packet, then it is

well worth the cost.

5.8.2. ‘Experiment 7: Conclusions

1. Tt is difficult to estimate the delay introduced by an XTP router, since none exist. Using exist-
| ing Ethernet and Internet routers as a guide, we estimate a delay of approximately 1 ms through

* an XTP and FDDI router for packets of size 1024 bytes.

2. The ability to route digitized voice over an arbitrary network topology is a very significant

benefit. If it can be done with an additional delay on the order of 1 ms per one kilobyte packet, it
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is well worth the investment.

6. DATALINK VS. TRANSPORT PROTOCOLS

Using the Xpress Transfer Protocol (a combined transport plus network layer protocol) is

clearly more costly than using a datalink layer protocol. Is it worth it?

" A survey of the literature on using local area networks for the distribution of voice data

({Arth’lé], [Frie89], [Gait89], [Gait90}, [Gehl91], [Sud589]) suggests the following:

(1) the acceptable jitter between successive voice packets is about 20 ms
(2) an acceptable loss rate for voice packets is 1-2%

(3) historically, voice packets have carried é modest amount of information (20 to 50
ms) so that the loss of any one packet had little impact on voice understandability

(4) the total delay between voice nodes should not be greater than 250 ms to avoid the
start/stop effect (common 10 satellite voice channels) ‘

These criteria are easily met by a datalink protocol running over FDDL, as evidenced by E-
Systefns’ existing voice distribution system, but, with the proper choice of voice &ata size, XTP
can meet those goals as well. Thus we cén not dis‘cafd either approach based on these historical
criteria.' | |

Datalink pro.tocols have the advantage of simplicity; since they are less powerful than tran-
sport protocols, they therefore consume less of the CPU. 1f we restrict the comparison to an
environment in which a datalink protocol will work (e.g., & single ségment LAN), then in a
ﬁeﬁdﬁo—ﬁéad ‘competition against 2 transport protocol a datalink protocol would probably sup-
port a larger number of voice channels. Atleastona single segment LAN, the packet loss rate
of a datalink protocol operating over FDDI should be pcrfe_ctly adequate. With a datagram pro-

tocol, steering 2 voice channel to 2 particular destination-process would require the user to
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manage process addresses, since the protocol manages only host addresses (MAC addresses). In
contrast, the transport protocol manages peer addresses automatically when it accorﬁpﬁshes con- -
nection setup. In the context of a single segment LAN, both rapproaches work. The datalink
layer protocol could reasonably be expected to be somewhat more efficient, whereas the tran-
sport protocol is probably easier to use because it provides a greater variety of services to the

User,

The advantages ot“ a transport protocol emerge when we leave the environment of a singlc |
segﬁaezii network. Datalink protocols do not oberate OVver routers, and at a minimum a network
layer protocol is required. If a network protocol is added to accorﬁmodate routing, then a tran-
sport protocol is a natural addition as well. A transport protocol provides guaranteed, in-order,
sequential delivery without dupiicates,-which is generally good for data even though not .strict‘ly
required for voice. If XTP is chosen as the transport protocol, then there is the unique advantage
of multicast, which in these experiments was shown to have lower latency than serial multicast

even for receiver group sizes as small as two.

So the original question now divides into sub-questions.

(1) Must the system operate over multiple, interconnected LANs? If so, then the LANs must be
interconnected by bridges or routers. If the choice is bridges, datalink and transport protocols

are both feasible; if the choice is routers, only a transport plus network protocol is feasible.

(2) Must the system interconnect with wide area networks? If so, only a transport plus network

protocol is feasible.

(3) Would the system benefit from a transport multicast capability? If so, only a transport proto-

col, and in fact only XTP, is feasible.
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ey Can a given system "afford" the power and convenience of a transport p‘rbtocol? The answer
is obvmusly apphcatxon dependent, but the data we gathered is encouraging. Consider the case
when voice data size equals 1024 bytes. For a smgle voice channel, delivery must oCCur every
128 ms. Yet if we examine all the data we collected (excluding multicast which is special pur-
pose), the worst case latency observed was 10 ms (this was the 99.9% threshold with heavy

- background synchronous load). Thus, the performance‘éf a transport prothol for any single

- voice channel is clearly well within bounds, and it is a matter of further experimentation to

- determine how many voice channels can be carried simultaneously.

7. XTP VS. OTHER TRANSPORT PROTOCOLS

We used XTP for this study because (1) it was readily available, (2) we had intimate
knowledge of its construction and operation, and (3) it alone provided a multicast capability.,
While we believe that XTP worked well in the given environment, we can not conclude that

_ TCP or TP4 would not work, only that they would not work as well.

An examinétion of XTP vs. TCP in [Hart91] showed that XTP had all the features of TCP
" and more, and was somewhat more efficient than the Wbllongong TCP against which it was
' compared. A notable difference was the time spent in establishing a new connection—XTP
(wﬁich‘ optimizes cénnection establishment) could set up a new conn.ectio.n' and begin sending

data in 2-3 ms, whereas TCP needed 14-17 ms for the same task.

If we substituted TCP for XTP, and compared only pre-established connections, we would
expect to see a slight decrease in throughput, but no signi‘ﬁcant change in latency. Thus we pro-
ject that TCP would work in this environment, although it might carry fewer voice channels

simultaneously. An advantage of TCP, however, is that IP routers are commercially available
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for FDDIL

Substituting TP4 for XTP would, we believe, cause a more serious degradation. We are
confident that a TP4 implementation would have lower throughput and .h_igher latency than either
TCP or XTP executing on identical hardware. Exactly what its performance would be is, of

course, impossible to predict without more experimentation.

Sipcé it was not a goal of this feasibility study to compare the actual performance of XTP,
TCP, and TP4, our comments here are qualitative rather than quantitative. We believe that all
three protocols would work for a small number of voice channels, and that the distinctions

among them would emerge as the number of voice channels increased.

Although we think tﬂat XTP has a small speed advantége over TCP (and a larger one over
TP4) when implemented in software, the real performance gains will occur when XTP is imple-
mented in hardware as the Protocol Engine. Protocol Engines Inc. is currently designing a
four-piece VLSI chipset which will mate with one or more commercial FDDI chipsets. The
design goal of the Protocol Engine is to realize transport services at FDDI rates, i.e., 100+
Mbits/sec through the Protocol Engine. If that goal is'realized then XTP in hardware would be

vastly superior to TCP or TP4 for digitized voice distribution.

TCP and TP4 ea'ch‘ have at least one advantage over X"I‘P-they are standards. TCP 1s an
extani military standard and TP4 is an extant international standard, whereaé XTP has just
recently begun thé standardization process through ANSI. Staﬁdardization is a political process, -
sO it is cufrenﬂy unknown whether and when XTP will emerge as an ANSI standard. All we cz;m
say with aésurity is that ANSI has authorized the niecessary study projects for a "High Speed Pro-

tocol" (HSP) and that XTP is being considered by the HSP committee.
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8. CONCLUSIONS

Basic Experiment

1. System efficiency increases with increasing voice data size (n 8-bit voice samples). The side
effect which prohibits arbitrarily large voice data size is the connection startup time for a chan-

nel, which is n* 125 microseconds plus end-to-end latency. .

2. In the basic configuration, the number of voice channels which could be supported simultane-

ously is a function of voice data size as follows:

voice data size  voice data throughput  equivalent voice channels

(bytes) -Kbits/sec (64 Kbits/sec/channel)
128 468 7
256 : . 897 14
512 1661 25
1024 3050 47
2048 5115 79
4096 7294 | 113

3. For a voice data size of n, data must be delivered within #* 125 microseconds to avoid FIFO

~ underflow in the receiver. For all n>=128, the average delivery latency and the 99.9% threshold

latency were well below the required delivery latency.

~ voice data size  required delivery laténcy average latency  99.9% threshold

(bytes) (ms) (ms) (ms)
128 16 ' 2.890 3.008
256 32 3.062 S 3an
512 : 64 3.417 3.496
1,024 128 4.015 - 4,146
2,048 256 5.242 5.366

4,096 512 7.699 7.805
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4. In the basic configuration, jitter was extremely low. The worst deviation of measured latency

from average latency was 0.2 ms.

5. The basic configuration was a "best case” scenario for the given architecture, so the impact of
additional background FDDI load, additional processor load, packet loss and retransmission,

etc., had to be confirmed by experimentation.
" Synchronous SPPT Background FDDI Load

6. In this configuration the impact of a heavy (75 Mbits/sec) background load in FDDI’s syn-
chronous class was insignificant; in the worst case, the 99.9% threshold latency increaséa by less
than 0.5 ms. The réason that the effect was so small was that the ring was small (three; stations)
-and the background load was generated using a single-packet-per-token (SPPT) service discip-

line.

7. SPPT service is highly desirable; it provides frequent opportunities for the voice stations to

transmit.
Synchronous MPPT Background FDDI Load .

8. A multiple-packet-per-token (MPPT) service discipline is permitted by FDDI, and its use
increases network efficiency by reducing per-packet overhead. However, its use is injurious to.

voice traffic, since synchronous voice can then be delayed by non-voice synchronous data.

9. The delays which might be encountered when using MPPT service are bounded only by the
correct operation of FDDI’s Station Management (SMT) pro{ocoi; which limits the ambum of

synchronous data which any one station can send on any one token cycle. If MPPT service is
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used, SMT should be operational.

10. MPPT service marginally increases the efficiency of a station sending non-voice synchro-
nous traffic, while increasing the variance of all voice traffic. Thus MPPT service is not recom-

mended; use SPPT instead.
Packet‘Loss and Retransmission

11. Modern lﬁb'cr optic networks such as FDDI have a very low packet loss rate. Even so, when "
errors do occur, XTP repairs them swifﬁy and efficiently. When comparing a packet loss rate of
0% to a loss rate of 10% in this configuration, the worst case increase in average end-to-end

delay was less that 0.1 ms.
12. XTP’s selective retransmission algorithm is very effective for error repair.

13. One advantage of using a transport protocol is that the residual end-to-end packet loss rate is

zero; that is, every packet transmitted will be received.
Asynchronous Processor Load

14. The addition of an asynchronous processing load (defined to be 120 messages/sec, half of
~ length 40 bytes and half of length 512 bytes) did not significantly increase the latency of v.oice(

traffic.

15. Voice traffic in FDDI's synchronous class was effectively insulated from any additional

communications load in the asynchronous class.



68

Multicast

16. Multicast is an effective technique for delivering identical data to multiple receivers with a
single transmission. For the given system configuration, and for all voice data sizes, a multicast

to two receivers was accomplished with lower overall latency than two serial unicasts.

* 17. Muldicast would have been even more effective if it had the support of MAC group addresses
(as with the National Semiconductor FDDI), rather than the more limited link layer broadcast

. supported by the AMD SuperNet FDDI.

18. XTP is the only prbtocol which supports a transport layer reliable multicast; there is no such

| concept in TCP or TP4.
Routers

19. It is difficult to predict the performance of an XTP router over FDDI, since none exist. How-
- ever, judging from the performance of Internet routers over Ethernet, it seems reasonable to

assume a router delay of less than 1 ms for 1024 byte packets.

' 20. If an XTP router can be built which yieids sub-millisecond delays, then voice distribution

over multiple segment networks becomes truly feasible.
Datalink vs. Transport Protocols

21. A datalink protocol over FDDI and XTP over FDDI both satisfy the requirements for voice
distribution over a single segment network. The datalink protocol could be reasonably expected
to be somewhat more efficient (since it is less powerful), but the transport protocol would prob-

ably be easier to use since it provides a variety of services to the user.
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39 1f a network is multi-segment, then it must be connected via bridges or routers. If routers are

chosen, then a transport plus network protocol is the natural choice.
XTP vs. Other Transport Protocols

23. No formal comparison was made between X'TP and cither TCP or TP4. Experience with all.
 three suggests that XTP would have slightly higher throughput than TCP and significantly better
‘throughput than TP4 in this environment. XTP could therefore be expected to carry more voice

channels simultaneously than the others.

24. Performance will i'mprove. markedly when XTP is available in hardware as the Protocol
Engine. The goal of the Protocol Engine is to provide transport services at the 100+ Mbits/sec

rate of FDDI or similar media.

5. TCP is a military standard and TP4 is an international standard. Standardization efforts for
XTP have just recently begun through ANSL. It is impossible to predict whether and when XTP

might become a recognized ANSI or ISO standard.
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Experiment 1: Basic Experiment
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‘ Appendix B
Experiment 2: Synchronous SPPT Béckground FDDI Load
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Appendix D

Experiment 4: Retransmission
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Appendix C ‘
Experiment 3: Synchronous MPPT Background FDDI Load
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Appendix E

Experiment 5: Background Asynchronous Processor Load
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Appendix F

Experiment 6: Multicast
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Appendix H
FiberTap FDDI Network Monitor






. - . FiberTap

- User’s Guide

Version 1.1

Written By

James McNabb
Randall Atkinson






FiberTap

Introduction

FiberTap is a general purpose FDDI network diagnostic tool for system designers
and debuggers who want real-time traces of network traffic, and for system maintainers who want
a simple menu-driven user-interface, station monitoring capabilities, and impressive real-time
. graphic screens. FiberTap is even beneficial to the end-user who simply wants to visualize network
traffic or quickly check the status of the network or of a remote node on the network. '

The FiberTap Package

- Your FiberTap package consists of one MS-DOS formatted distribution disk and
this manual which is the Fibertap User’s Guide. The distribution disk contains the program and
all the files necessary to run FiberTap. The following are the names and a brief description of the
files contained on the disk: '

FIBERTAPEXE - the executable program.
MENU.FIL - data for FiberTap’s user-interface.
- FILTER.FIL - previously defined filters.
NAME.FIL - previously defined ASCII names for addresses.
LITT.CHR - Turbo C’s little letter font.

Important: Make backups of this disk immediately! You should never tamper with
the MENU FIL or LITT.CHR files. They are ¢ritical to the operation of FiberTap and should never
be manipulated directly. FILTER.FIL and NAME.FIL can be rebuilt by FiberTap but their deletion
implies that all previously defined filters and names are lost.

Requirements

; FiberTap runs on the IBM personal computer ATs and all 100% IBM PC/AT
compatibles equipped with an EGA or VGA card and monitor. FiberTap requires DOS 2.0 or

higher and should be run with 640K of RAM. An AMD FASTcard network interface board is also

needed.

While not a requirement, a vast improvement in performance can be gained through
the use of 80386-based machines running at 16MHz or faster using enhanced video BIOS..
FiberTap uses screen I/O extensively and this class of PC provides improved video performance as
well as faster CPU computation and bus bandwidth.



The FiberTap User’s Guide

The FiberTap User’s Guide introduces you to FiberTap, shows you how to _
manipulate the user interface, and describes the two modes of operation (Trace and Graphic) and -
their related features. The following is a breakdown of the sections in the User’s Guide:

Getting Started:

The User Interface:

Trace Mode:

Graphic Mode:

Station Mgmt Mode:

FiberTap Filters:

shows how to install and execute FiberTap.

describes each type of menu screen and how to manipulate each

'indiv-idual menu selection within the user interface.

introduces FiberTap’s Trace mode and provides descriptions of its -
display and its commands. A detailed look at all of the Trace Mode
features, such as diagnostic alarms, triggers, and the name filter is

given.

introduces FiberTap’s Graphic mode and describes its display
graphs and statistics.

introduces FiberTap's Station Management Mode and describes its
display and use.

provides a general discussion of FiberTap’s filters. It shows how to
express them and demonstrates their use.



FiberTap

Getting Started

In this section information relating to installing FiberTap on your system and
starting up the program is presented.

Installation

At this point you should make backups of the distribution disk. FiberTap, during the
" course of normal execution, modifies the files contained on the distribution disk. To avoid
accidental loss of a file and to preserve the initial FiberTap configuration, you must make backups.
Now that your backups are done, place one of them in drive A. Copy all the files on
drive A to a subdirectory named FIBERTAP on your hard drive (see below). If you do not have 2
hard drive then you will execute FiberTap from drive A. | y

A>copy ** c\FIBERTAP

Executing FiberTap

Make sure you are in the directory that contains the ‘Fiber'I‘ap files before you begin.
To execute FiberTap type FIBERTAP and press Enter. The screen should reveal FiberTap’s user -
interface. You are now ready to investigate the user interface described in the next section.

A> c:
C> c¢d FIBERTAP
C> FIBERTAP

FiberTap’s user interface is designed for simple, rapid navigation of its menus. All
options of FiberTap are easily manipulated and the menu commands are consistent from menu to
menu. This powerful user interface is a result of using pull-down menus. In this section, only the
manipulation of FiberTap’s pull-down menus are described; later sections discuss the meaning and
significance of the various parameters and selections.



FiberTap

The User Interface

Pull-Down Menus

'Pull-down menus are menus which overlap each other as you traverse down into
lower levels. The menu overlapping all the others is your current active menu. Typically the main
menu is a horizontal menu bar at the top of the computer screen. An example of pull-down menus

is below:

Screen format

Lower bound : 10
Upper bound  : 15
Frequency : 100msecs

Figure 1: Pull-Down Menus

, ‘ In Figure 1, the shaded bar at the top represents a horizontal menu bar. Thisis the
main menu from which the other menus will pull-down, as shown by the other two menus. The first
window is.a result of selecting the third option, Trace, on the main menu. The second menu over-
laps the first and is a result of selecting the second option, Alarm, on the first menu. These represent
actual menus of FiberTap and will be discussed later. :



Menu Navigation

Menu navigation is achieved through sin gle key strokes. The following keys are the
basic set used to navigate the menus: '

Arrow Keys move to desired selection within a pull-down menu
~ or horizontal menu bar.

First letter of selection move to that selection and select it. For example,
pressing the letter A while in the menu that has
Screen format as an option (refer to Figure 1) would
produce overlapping menu.

RETURN - select current highlighted menu item.

ESC exits current menu and returns to previous menu.
This is a null operation when the main menu is the
active menu.

Normal Menus

: Normal menus are those that contain selections, each with their first letter.
highlighted. They are the basic type of menu and are generally referred to by name. FiberTap’s first
level normal menus are the Execute Menu, the Receiver Menu, the Trace Menu, and the Graphic
Menu.

'Edit Menus

Edit menus allow the user to input a specified option. They are represented by a box
- around the previous value of the option with the cursor positioned at the end. Within an edit menu,
. special edit commands are available. These are listed below: '

| HOME - positions the cursor at the beginning of the cuﬁent edit menu.

END - position;; the cursor af thé end of the current value-of thc edit menu.
-DELETE deletes one character underneath the_ Cursor.

«— moves the cursor to the left one character.

~>_moves the cursor to the right one character.

RETURN replaces the previous option value with the new value within the edit
- menu. It also exits the edit menu.

ESC canccl_s the current edit and exits the menu.



ke at
Queue length  : 100

Message buffer :
Node address * 4000000000F3 _

Figure 2: An Edit Menu

‘ Figure 2 represents an edit menu. In this particular case, the option requested is a
network address and its previous value was 4000000000F3. The edit menu was activated by
selecting Node Address. .

Display Menus

A display menu is used to present the user with information. There are no selections
in a display menu. To exit the menu, press any key.

Toggle Menus

A toggle menu is used to toggle between different values of a selection. They are
special in that they do not create an overlapping menu; they simply change the value of the current -
selection. FiberTap uses toggle menus for those selections that have only a few valid values, such
as ON or OFFE. To toggle the values for a given selection use the left and right arrow keys. If there
is a range of valid values then the right arrow will progress toward greater values and the left arrow
will progress toward smaller values. Both the right and left arrow will wrap once an extreme is
reached. '



The FiberTap Menus

Now that the various types of menus have been discussed, each FiberTap menu and
its selections will be described. Remember that only manipulation of the user interface is being
" discussed in this section and a full description of FiberTap’s modes and parameters are presented

in later sections.

Execute Menu

Figure 3: Execute Menu

_ The Execute Menu is used to begin either a Trace, Graphic, or Station Management
diagnostic session This is a normal menu, but one with only a single selection. The selection isa
toggle for which mode you wish to enter, trace, graphic, or station management. Once you have
toggled to the desired value, pressing RETURN will enter the selected mode. Figure 3 represents
the Execute Menu with the trace mode selected. Pressing RETURN at this point will start Fiber-
Tap’s trace mode.

Receiver Menu

Queue length  : 1000
Message buffer : 25 S
Node address - - 400000000000

" Figure 4: Receiver Menu

The Receiver Menu is used to customize the FiberTap receiver. Itisa normal menu
with selections enabling you to install a specific packet filter, change the queue or message buffer
length, or assign FiberTap a different network address. If the combined values of Queue Length
and Message Buffer require more memory than is available to Fibertap, you will be told when you
try to execute and must then adjust the values to fit within available memory before you may begin
- execution.



Filter Menu

Name | Destination Source Message

§ i * *® *
Gyro * 400000000000 ‘$RSD’

XTP Pkt * o 0x Ox *

Figure 5: Filter Menu
Filter name |

Specifies the packet filter the receiver will use during the next diagnostic session. If
Filter name is selected the Filter Menu pulls down.

The Filter Menu is a library of previously defined filters. The name of each filter
(listed alphabetically), destination address, source address and message field of the filter are dis-
played. The active filter will be at the top of the menu (highlighted) when it first opens. FiberTap’s
filter library can hold.100 different filters. With a large number of filters this menu willactas a win- -
dow into this library-- the filters will scroll off the bottom and top of the menu. Figure 5 represents
* the Filter Menu with the CATCH ALL packet filter as the previous active filter.

o From the Filter Menu you can create new filters, modify existing filters, delete
unwanted filters, or select a new active filter. The keystrokes that achieve these commands follow:

RETURN  pulls down the Insert Filter Menu filled in by the highlighted filter’s
attributes.

INSERT same as RETURN.
DELETE deletes the highlighted flter from the library.

ESC selects the highlighted filter to be the active filter.



Insert Filter Menu

_ The Insert Filter Menu is used to insert new filters or to modify an old filter. The
highlighted filter’s attributes (name, destination, source, message) from the Filter Menu are copied
into the Insert Filter Menu’s selections :

Name | Destination Source Message
B * . * . *
Gyro * 400000000000 ‘$RSD’
XTP_Pkt * * Ox Ox *

Destination

Source ¥
Message 2 ¥
Abort edit of this filter.

* Figure 6: Insert Filter Menu



Filter Name: specifics the name of the filter. If you change this field then you are
creating a new: filter. If you only change the other fields and leave
this one untouched, then you have modified this filter. Changes are

accomplished via an edit menu.

Destination: specifies the destination address you wish to filter. It should be
expressed as a twelve character representation of a hexadecimal
number, For example, 4000A409COFF is a valid address.
FiberTap also accepts the wildcard character * to mean all
addresses and pre-defined ASCII names that correspond to
network addresses. Changes are accomplished via an

edit menu
Source: same as Destination except it applies to the source address.
Message: specifies the byte sequence within the information field to filter.
FiberTap does a byte-by-byte comparison of these bytes to those of
each packet’s information field. The byte sequence is entered via an

edit menu.

Abort: cancels the insertion or modification of the filter.

Important: In order to properly understand and use FiberTap's filters the
FiberTap Filters section and the Trace Name Filters section must be read!

- Queue Length
" This represents the maximum number of packets that FiberTap will buffer in mem-
ory. FiberTap only buffers packets when its displays can not keep up with the network load. During
bursts of traffic, FiberTap may have to buffer some of the incoming packets; when the network load
- subsides the queue empties and the displays catch up. Queue length is a toggle. The values range
from 10 to 2000. A suggested starting value is 1000 : '

10



Message Buffer

The data field of a packet can range from 1 to 2K bytes. The Message buffer repre-
sents the maximum number of bytes that FiberTap should copy. For example, if the information

you need from the packet data field does not exceed beyond the twentieth byte then the Message
buffer can be set to 20. Because of the large range of values, the Message buffer is an edit menu.

Message buffer size is a very influential parameter and can cause unexpected results
if not used properly. It affects the active filter, the memory requirement for the receive queue, and
the Screen format (discussed later). For example, if you have set the Message buffer to 10 and have
activated a filter that expects o flter on the 20th byte of the information field then FiberTap will
not be able to filter correctly and the filtering of bytes 11 thru 20 will be ignored. Or if you set the
Message buffer to 10 and you specify a Screen format that expects to display bytes past the 10th
byte of the information field than those bytes will not be displayed. Also, the larger the Message
buffer the more memory the receiver queue requires.

Node 'Add_ress

Every node on an FDDI Ring has a unique network address. The Node address
selection represents FiberTap’s six digit hexadecimal network address. Chan ging the address is
“accomplished through the use of an edit menu. Note: If you specify a duplicate address (one which
already exists on the network) FiberTap will not operate correctly. '

i1



Alarm Menu

Screen format

Lower bound
Upper bound :135
Frequency : 100msecs

Figure 8: Alarm Menu

The Alarm Menu is used to seléct the specific packét (defined by a filter) you wish
FiberTap to use as its alarm packet. The parameters for frequency alarms are also changed from
here. ' |

Alarm: specifies the name of the alarm filter. If Alarm filter is selected then
the Filter Menu (discussed previously) pulls down. From the Filter

Menu you can select a new alarm filter.

Lower bound:  specifies the minimum number of alarm packets that FiberTap
expects to arrive over the interval defined by Frequency. Changes

are accomplished via an edit menu.

Upper bound: specifies the maximum number of alarm packet-s that FiberTap
| expeéts to arrive over the interval defined by Frequency. Changes '

are accomplished via an edit menu.

Frequency: specifies the interval of time that the Upper and Lower bounds apply
' to the arrival of alarm packets. If the number of alarm packets that
arrive over this interval exceeds either bound then FiberTap riggers
an alarm. Frequencyly‘alues' range from 50 msecs to 10 secs. To

change these values use the toggle keys (left and right arrows).

12



Trace Menu

Alarm
Trigger ' : Beginning
Name filter : ON

Figure 7: Trace Menu

. , The Trace Menu is used to customize FiberTap's trace mode. From this menu you
can change the Screen format, activate diagnostic Alarms, set the Trigger position within the
receive queue, and turn ON or OFF the Name filter.

‘Screen Format

This selection specifies the format in which each packet’s data field is to be dis-
played on the Trace Display. Changing the format is accomplished through an edit menu..

Alarm

The Alarm selection allows you to activate diagnostic alarms within the trace mode.
There are three possible settings - OFF, Event, and Frequency. To change among these values
use the toggle keys ¢—and — (left and right arrows). Pressing RETURN while the Alarm selec-
tion is highlighted will pull down the alarm menu.

Trigger
The Trigger selection specifies the position of the trigger in the receiver queue. The
~ trigger position represents the packet boundary between historical packets, those that arrived
 before the trigger, and future packets, those that will arrive. There are four possible settings- OFF,
Beginning, Middle, and End. To change among these values use the toggle keys <—and —> (left
and right arrows). ' : : : .

Natﬁe Filter

The Name Filter selection is used to toggle FiberTap’s name filter ON or OFF. With
this option set to ON, The trace Mode will match previously defined names to hexadecimal
addresses. This greatly enhances the readability of the trace mode. For example, suppose a file
server on the network has the address AAFDE323610A. Tt is easier to identify the ASCII name
“File Server” than to decipher that address.

13



Graphic Menu

Packet scale : 100
Bit scale : 100k

Figure 9: Graphic Menu

The Graphic Menu is used to customize FiberTap’s graphic mode. From this menu
you can adjust the sampling interval, the Packets/interval scroll graph scale, or the Bits/interval
scroll graph scale.

. Sample Interval

The Sample interval is the duration over which the graphic mode statistics and
graphs are calculated. This selection is a toggle menu with values ranging from 50 msecs to 10sec.

Packet Scale

: The Packet scale adjusts the Packet/interval scroll graph scale. This selectionis a
toggle menu with values ranging from 1 to 1G (1 billion) packets/interval.

Bit Scale

The Bit scale adjusts the Bits/interval scroll graphr scale. This selection is a toggle
menu with values ranging from 1 to 1G (1 billion) bits/interval

14



Statistics Display

Network statistics ' ~ Filter statistics
Elapsed time : 300 secs Filter name : Catch All
Packets received : 60000 pkts 1{ Packets displayed : 60000 pkts
Average packet rate : 200 pkts/sec Average packet rate : 200pkts/sec
Average bitrate - 1600000 bits/sec| | Average bit rate : 1600000 bits/sec
Average packet length : 1000 bytes Average packet length : 1000 bytes

Figure 10: Statistics Display

The Statistics Display is a display menu which presents overall network statistics
and statistics for the active filter. These statistics represent the most recent diagnostic session- trace
mode or graphic mode.

Elapsed Time: duration of this diagnostic session in seconds.
Packets received: number of packets received during the elapsed time.
Packets displayed: number of packets processed and displayed during the

elapsed time.
Average packet rate average packets/seconds during the elapsed time.
Average bit rate: _ average bits/second during the elapsed time.

Average packet length: average length of each packets data during this session.

Quit Command

Figure 11: Quit Command

The Quit Command exits FiberTap and returns to MS-DOS.

15



FiberTap

Trace Mode

: FiberTap’s trace mode is designed for low-level diagnostics of the network traftic.
With this mode you can observe all or any part of the contents of every packet that traverses the
network, you can monitor the frequency of all or specific packets using diagnostic alarms, and you
can set a trigger for an event and then browse through a trace of the network traffic that preceded
and succeeded the event. .

This section provides descriptions of FiberTap’s Trace Display and Trace Com-
mands. Also provided is a detailed look at the trace mode features, such as the screen format, diag-
nostic alarms, triggers, and the name filter

Trace Display
Elapsed: 25 secs |Alarm: | OFF
Packets received: 3 Filter name: EatCh All
Packets displayed: 5 Destination: N
Screen format: XXX i(l)urcc: . y
| Trigger: Beginning essage:

[10.2] (400000000000 ] [4000AF000001] [02:02] [323] 00 Bl FF
[10.3] [4000AF000001] [400000000000 ] [02:02] (105} FF 32 5F
(10.7] (400000000000 ] [4000AF000001] [02:02] [1024] 65 7C 42
[10.8] [400000000000 ] [4000AF000001] [02:02] [1024} 65 7D 20
[12.1] [4000AF000001] [400000000000 ] [02:02] [43] 7TE 41 00

Figure 12: Trace Display

The Trace Display is divided into three windows: the mode information window, the
filter and alarm window, and the packet information log.

16



Mode Information window

The mode information window occupies the upper left-hand corner of the trace
display and reports: |

Elapsed time: time spent in the trace mode since last reset operation.

Packets received:  number of packets that have traversed the network since the last monitor
reset operation.

Packets displayed: number of packet that have beén displayed in the packet information log.
- Screen format: the current display format for the packer info}'mation log.

Trigger: the current setting for the trace trigger.

Filter and Alarm window

The filter and alarm window occupies the upper right-hand corner of the Trace
Display and reports:

Alarm: current status of the alarm opt‘ion.

Filter name: user-defined name of current active receive filter.
Destination: specification for the ﬁlterih g of the destination.
Source: specification for the filtering of the source.
Meééage: | specification for the filtering of the packet data field.

Packet Information window

The packet information log, located on the bottom two-thirds of the Trace Display,
. shows the actual contents of each packet that matches the filter described in the filter and alarm .
window. The time the packet was received, the destination and source node address of the packet,
and the packet length, respectively, are enclosed in brackets for easy identification, The remaining
portion of the packet is displayed on the right-hand side of each line (and on succeeding lines as
necessary) as defined by the screen format specification.

17



Trace Commands

Here are the special keystroke commands for the trace mode:
FlorR: resets the trace mode. The statistics and elapsed time are set to zero.

F2or RETURN: clears any status messages producéd by FiberTap. Normally used when the
receive queue overflows or an alarm occurs.

F3 or SPACEBAR: pauses the display. During bursts of traffic the packet information log scrolls
traffic through the log very quickly. By pausing the screen you can observe .
the traffic within the log without it scrolling off the top.

F4 or H: transrriits a test packet. This command will actuaily send a 100 bytes test
message onto the network, This command is used to confirm that a network
is operational. '

F5orT: causes a manual trigger. This command will bring up the Trace Trigger
| Display. :
ESC: exits trace mode and returns to the user interface.

Screen Format

The screen format for the packet information log specifies the way in which each
packet’s data field is displayed. This feature allows you to tailor the trace display to show precisely
what is wanted. The specification consists of a lists of byte types, each separated by a space. A byte
. type represents the display format for a particular byte. Byte types may also be preceded by a
repetition count to specify that a series of bytes or of the same format. Below are the valid byte

types:

C | specifies the Byte is to be displayed as an ASCII character.

o d specifies the byte is to be ciisplayed as a decimal numbet.
X . specifies the byte is to be ﬁisplayed as a hexadecimal‘number.
e | specifies the byte is to be excluded (do not display it).
(n) _ specifies the repetition count for a byte type where n is the count.
> . specifies the rest. This isluscd to apply a Eytc type to all the bytes from the

current position to the end of the packet.

18



Format examples:

XXX display only first, second, and third byte of every packet’s data field as

hexadecimal.
(3)x . this is identical to the format above.

(4 (5)d display the first four bytes as ASCH characters and the next five as decimals.

deed display the first and fourth byte as decimal, skipping the second and third

bytes.
(10)ec skip first ten bytes and display the eleventh as an ASCII character.

Diagnostic Alarms
FiberTap’s alarms are used to notify you of a particular event that has occurred on

the network. FiberTap supports both Event Alarms and Frequency Alarms, making it very
flexible. :

| Event Alarm

An Event alarm notifies the user of the first and every subsequent occurrence of a
packet that matches the alarm filter. This can be used to signal that a specific event or action
occurred. The notification of the alarm occurs in the filter and alarm window with the time the
alarm packet arrived and its destination and source address flashing. With each occurrence of the
alarm packet this window is updated. To clear the most recent alarm notification press F2 or
RETURN.

Event alarm notification

[10.2] [400000000001] [40000000000F]

Figure 13: Event Alarni Notification

Figure 13 shows the filter and alarm window with an event alarm notification.

19



Frequency Alarm

. 'The Frequency alarm notifies the user that the frequency of an alarm packet (defined
by the alarm filter) is now outside a previously defined range. When specifying the alarm filter for
a’Frequency alarm, you must also specify the maximum and minimum frequency of packet arrivals
for that particular filter. If FiberTap detects alarm packets that occur less often than the minimum
frequency or more often than the maximum frequency an alarm is reported. Notification of a
Frequency alarm includes the time the alarm packet arrived, its destination and source address, and
the number of alarm packets that caused the alarm. This notification occurs in the filter and alarm

window. To clear the notification press F2 or RETURN,

Frequency alarm notification
[104.2] [400000000000] [400000000000] |

Alarm interval: 1sec
Min: 1 Max: 3 QObserved: 5

Figure 14! Frequency Alarm Notification

- Figure 14 shows a Frequency alarm notification. The alarm interval for the alarm
filter was 1 second with frequency bounds of 1 and 3: therefore alarm packets (those that match the
alarm filter) can arrive with a frequency between 1 and 3 packets a second without causing an
alarm. In the above notification, 5 packets were noticed over one of the 1 second intervals
containing the displayed packet, thus causing the notification.

Triggers
The Trace Trigger is a sub-mode of the trace mode. It is used to observe packets

that preceded and succeeded a particular event. This sub-mode is also used to store part or all of
the receive queue to a disk file. There are two types of triggers: Manual and Alarm.

“Trigger Position
The amount of history (precedih g packets) is controlled by the trigger position.
There are four settings for the trigger position- Beginning, Middle, End and OFF. Beginning
represent a history of 10% of the receive queue, Middle a history of 50% of the receive queue, and
End a history of 90% of the receive queue, while OFF disables the trace trigger. For example, if
the receive queue length has been set to 1000 packets, then a trigger setting of Beginning implies
that 100 packets and End implies that 900 packets will be kept as history. :

20



Manual Trigger

The Manual trigger (as its name suggests) is activated by a keystroke from within
the trace mode. Provided that the trigger position is not set to OFF, pressing F5 or T will activate
the manual trigger and bring up the Trigger Display. The trigger packet will be the most recent
packet received by FiberTap. ' .

Alarm Trigger

The Alarm trigger is activated when both the trigger position is not set to OFF and
an alarm occurs. This is used to trigger on particular events described by alarms and provides a
way to observe packet that arrived before and after the alarm. If the trigger position is set and an
. alarm notification occurs, FiberTap awaits any keystroke, then brings up the Trigger Display. The
trigger packet will be the packet causing the alarm.

Trigger Display

The Trigger Display is a scrolling window into the receiver queue. For each packet
in the receiver queue the queue position, time of arrival, destination and source address, packet
_length, and packet data field is displayed. The packet’s data field is displayed in accordance with

" the screen format. A highlighted packet at the trigger position represents the boundry between
packets that arrived before and after the trigger occurred. Figure 15 shows the Trigger Display
with the trigger position at the 100th packet and the screen format set at (4)x. The first 99 packets
(not shown) arrived before the trigger occurred, and packets 101 through 108 arrived after the
trigger. )

0100 [10.3} [400000000001 ] {40000000000F] [103] 00 54 42 DF
0101: [10.4] [4000000001AF] [40000000000FF] [661] 12 1F 22 Al
0103; [14.6] [400000000001 ] [40000000000F ] -[103] 00. 54 42 DF
0104: [16.7] [40000000000F]  [400000000001 ] [166] 92 AF 92 01 §
- 0105: {17.5] [4000000000FF ] [4000000001AF]  [1024] 12 FF 46 E3
0106: [17.5] [400000000001 ]  [40000000000F ]  [103] 00 54 42 DF
0107: [18.9] [4000000001AF]  [4000000000FF] - [44] 00 45 FF 00
0108: [19.0] [400000000001 ]  [40000000000F 1 [103] 00 54 42 DF

Figure 15: Trigger Display

21



Trigger Commands
' Here are the keystroke commands for the Trigger Display:

Arrow Keys scroll through receive queue one packet at a time.
PgUp, PgOn scroll through receive queue oné page ata time.
. SPACEBAR brings up File Menu.
INSERT activates the Name Definition Display.
ESC _ exits the Trigger Display and returns to the trace mode.

File’ Menu

Dump receive quene .
Save current screen

Figure 16: File Menu

The File Menu is used to store part of all of the receive queue to a file, From this
menu you can change the name of the storage file, dump the screen to the current file (defined by
the file name), or dump the receive entire queue to the current file. Pressing ESC exits menu and

returns to Trigger Display.

File name: | edit menu selection used to change the name of the current file.,
Dump receive queue: stores all packets contained in the receive queue to the current file.
- Save current screen: stores all packets displayed on the screen to the current file.

.22 .



Trace Name Filter

, The Trace Name Filter is a sub-mode of the trigger display. Itis used to establish
ASCII character names for network addresses. This feature allows you to customnize the trace and
Trigger Displays to show your own predefined names. For example, if your network has a file
server, you can map its network address to a name such as “Server.” If the name filter is active,
then whenever FiberTap encounters that address it will replace it with the name “Server.”

Name Definition Display

0100: [{10.3]  [400000000001] [40000000000F] [103] ~ 00 54 42 DF
0101: [10.4]  [4000000001AF] [40000000000FF] [661} 12 1F 22 Al
0103: [14.6]  [400000000001] [40000000000F] ([103] ~ 00 54 42 DF

0104: {1671  [40000000000F] {400000000001] [166] 92 AF 92 01
0105: [17.5] . [A0CO00A0EE] [4000000001AF] [1024] 12 FF 46 E3°
0106: [17.5]  [400000000001] [40000000000F] [103] 00 54 42 DF
0107: {18.9]  [4000000001AF] {4000000000FF] [44] 00 45 FF 00

0108: [19.0] - [400000000001] [40000C00C0O0F ] [103] 00 54 42 DF

Figure 17: Name Definition Display -

The assignment of user defined names to addresses is accomplished via the Name
Definition Display. It is only accessible from the Trigger Display by pressing INSERT. This
display resembles the Trigger Display, except that one of the addresses is highlighted. From this
display you can move the highlighted bar to any address on the screen, select it, then enter an
ASCIH name that you wish associated with that particular address. ' '

Commands: |
Arrow Keys move highlighted cursor to another address.
RETURN seiect address to define. Brings up an edit menu.
ESC ) exit Name Definition Display and return to the

Trigger Display
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WireTap

‘ Graphic Mode

FiberTap’s graphic mode provides a visual representation of network traffic. It '

displays visual statistics about network utilization through the use of two scroll graphs and a
histogram. The scroll graphs display graphical representations of the network load and the

histogram shows the distribution of the packet sizes traversing the network.
_ In this section the scroll graphs and the histogram will be described. Also described
will be the graphic modes’s sample intervals and how they affect the scroll graphs.

Graphic Display
Elapsed : 7570 Pls reccived 1221094
cation s K ' Pkis displayed: 121197
Is’gflgggnon Y Node @ 02608C347935| Pks dropped : 0
M N Receive Q: 1000 Pkts/second : 15
essage Interval : 50 msecs Bits/second  : 57008
10 __Mean:788m Packets/Interval Max:40 ~ 1o
5 .. 3
0 0
10k___Mean : 3.5k _Bits/Interval Max 27.1k 10k
5k _| . 5k
10.0k___ Mean : 448 ~ Length Distribution _ Max 1.1k 10.0k
sk | g | sk
o _| i — 0
0 1000 2000

Figure 18: Graphic Display



The Graphic Display is divided into four areas: the mode information window, a
packet length histogram, and two historical scroll graphs. These areas are shown in Figure 18.

Mode Information Window

The mode information window océupics the upper left-hand corner of the Graphic
Display and reports: ‘ :

Elapsed time: | time spent in the graphic mode since the last reset operation.
Interval: _ ~ sample interval for the scroll graphs and the statistics.
Filter:  user-defined name of current active receive ﬁltpr.
Destination: _. specification fof the filtering of the destination address.
Séurce; ' specification forlihle ﬁltéring of the sbﬁrce address.

Packet Length Histogram

The packet length histogram s located in the lower third of the Graphic Display and
reports the distribution of packet sizes that have wraversed the network since the monitor’s last reset
operation. The vertical scale represents the number of packets; the horizontal scale shows packet
size. The vertical scale is automatically rescaled when a value breaches the top of the graph. The
* current maximum vatue of the top of the histogram is displayed next to the Scale label.

~ Scroll Graphs

The two scroll graphs, one reporting packets/interval and the other reporting bits/
interval, are located in the upper rwo-thirds of the Graphic Display. These graphs update once
_every sample interval; as each new measurement is calculated, the screen shifts to the left and the

new point is plotted as the rightmost line on the screen. Thus the right side of the scroll graph
" reflects the network’s most recent performance while the values to the left provide a summary of
recent history. The scale of the scroll graphs, along with the current mean and maximum values
recorded since the last monitor reset operation, are displayed at the bottom of each scroll graph.
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Sample Interval |

The sample interval is a very influential parameter of the graphic mode. It affects
both scroll graphs and their respective statistics. The sample interval represents the duration of
time FiberTap collects statistics for a specific data point of the scroll graphs. Thus the sample
interval determines both the rate at which the scroll graph will be updated and the amount of history
that the scroll graph represents. Also, the statistics at the bottom of each scroll graph are based on
the sample interval. ' . . N
' For example, if the sample interval is set to 1 second then the scroll graphs
represent 480 seconds of history. The scroll graphs are 480 pixels wide and each pixel width
represents a sample interval. If the sample interval were set to 100 milliseconds and the Mean:
under the packets/interval scroll graph displays 10.4, it is interpreted as 10.4 packets per 100
milliseconds or 104 packets per second. Likewise if the samiple interval is set to 500 milliseconds
and the Max: under the bits/interval scroll graph displays 449k, it is interpreted as 449Kk bits per
500 milliseconds of 898k bits per second. '
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FiberTap

Station Management

FiberTap’s Station Management mode provides the user with the ability to observe

the flow of packets through his station using the Local FDDI Frame Counts window and

the abijlity to interrogate remote stations for their current configuration and frame counts using the

. Remote FDDI Station Information window. | '
" Inthis section, both of these windows will be described. Also instructions will be

given on how to use the Remote FDDI Station Information window to inquire of other stations on

the network.

Claim MAC Frames:

Synch LLC Frames:
Asynch ELC Frames:

6

40000000011

Elapsed Time (sec):

0
1 Total MAC Frames:
Total SMT Frames: 12

2 Total LLC Frames; 8
: Total Bad Frames: 1
Total Frames: 22

Remote Node Addr:
Remote Node Class:
Downstream Adds:
Upstream Addr:
T_Requested:
T_negotiated:

Remote FDDI Station Management Information

TAB to change field.

422222222222 Remote MAC Index: 1
Station Total Remote MACs: 2
422222222223 Sent Frames: 5
422222222221 Received Frames: 5 -
156 . Total Bad Frames: 0
156 Total MAC Frames: 1

S to send SMT Request.

Figure 19: Station Management Disblay
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Stéti'on Management Display

The Station Management Display is divided into three areas: the header, the Local
FDDI Received Packets window, and the Remote FDDI Station Management window. These are
shown in Figure 19 above. Detailed information about the windows and fields on this screen

follow.

| 1Header

This is the top-most window on the Station Management screen. It has one line of

message text which indicates the current ring state as perceived by the FDDI board present in the
PC. If the ring is not operational, the message will indicate that and will also change color to red
to alert you. FiberTap will automatically try to bring the ring back up whenever it goes down and
" the message text will change when it is successful.

Local FDDI Received Packets Window

This window describes the FDDI station on which the FiberTap software isrunning.

It displays the local FDDI address,

frames. Note: in each case in this window, the number of frames received refers to the number
frames received during the current session of the Station Management mode of FiberTap.

Displayed Fields:

Local Node Addr:
Elapsed Time (sec):
Beacon MAC Frames:
Claim MAC Frames:
Synch LLC Frames:
Asynch LLC Frames:
Total MAC Frames:
Total SMT Frames:
Total LLC Frames:
Total Bad Frames:
Total Frames: '

The FDDI MAC address of the system running FiberTap
Number of seconds elapsed during the current session

Number of Beacon Medium-Access-Control frames received
Number of Claim Medium-Access-Control frames received
Number of Synchronous Logical Link Control frames received

‘Number of Asynchrorious Logical Link Control frames received

Total number of Medium-Access-Control frames received
Total number of Station Management frames received
Total number of Logical Link Control frames received
Total number of invalid frames received

Total number of frames received
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Remote FDDI Station Management Information Window

‘This window describes the remote FDDI station that has been interrogated by the
local FiberTap software. The user may indicate the Remote Node Address and Remote MAC to be
interrogated. The TAB key is used to change the input field between the Remote Node Address
and the Remote MAC Index fields. The S key is used to send a set of Station Management requests
to the designated remote address and remote MAC.

Note: All information in this window describes the remote node and remote MAC and its state at
the time of the most recent SMT Request. Only the window above has information about the state
of the local node on which FiberTap is executing,

Displayed Fields:

Remote Node Addr:

Remote MAC Index:

'Remote Node Class:

Downstream Addr: -

Upstream Addr:

- . T_requested:

T_negotiated:

Total Remote MACs:

Sent Frames:

The FDDI MAC address of the remote node to interrogate
Which MAC at the Remote Node Address to interrogate (1 or 2)
Whether the remote node is a Station or a Concentrator

~ The remote node’s downstream neighbor’s address

The remote node’s upstream neighbor’s address

The target token rotation time requested by the remote node

The target token rotation time being used by the FDDI ring

The number of MACs implemented (1 or 2) at the remote node
The number of frames sent by the remote node since it was last reset

Received Frames: The number of frames received by the remote node since last reset

Total Bad Frames: The number of invalid frames received since last reset

Total MAC Frames: The number of MAC frames received since last reset.

Commands:

S Send Station Management (SMT) requests to the specified address and MAC
TAB Switch input field between the Remote Node Addr and Remote MAC Index fields.

ESC R Exit Station Management mode and return to main menu screen

4
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FiberTap

FiberTap Filters

FiberTap is capable of filtering the network traffic so that it will only receive a
particular type of packet. Filtering is accomplished by specifying a filter pattern consisting of the
destination address specification, the source address specification, and the message field (packet’s
data field specification. Every packet received by FiberTap is compared byte-by-byte against the
filter pattern. Packets that match the filter are recorded by FiberTap and those that so not are
ignored. ) . . ‘ :
‘ The specification for the addresses can be one of three types- an actual address, and

ASCII name previously defined through the name definition display, of the “match al " character.
An actual address is the 6 digit hexadecimal value that represents the network address of interest.
Using an ASCII name requires that the name has already been associated with an address through.
the name definition display. The “match all” character * suppresses the address comparison and
allows all addresses to match. Below are example addrelss specifications:

* matches all addresses.

400010001234 matches only address 400010001234,

Broadcast matches only the address previously associated with the name
Broadcast. :

The specification for the message field is represented by a list of byte descriptions.
“The byte descriptions specify the value that a particular byte of the packet must be in order for it
~ tomarch the filter. A byteis described in either decimal (specified by a *“d” after the value),
hexadecimal (specified by a “x” after the value), or character (specified by * ¢ surrounding the
value). The “match all” character * suppresses the byte comparison and allows all values.to match
“a particular byte. For repeated values, “(n)” specifies a repetition factor and the “>" symbol
- represents all remaining bytes of the message field.. Below are example specifications:

- 100d 32d match first byte of packet data is 100 (decimal) and the second byte
' - ' is § (decimal). -
0Ax FFx ‘ABCD’  match if first byte is OA (hex), second byte is FF (hex), and the next

 four bytes are the ASCII characters “A”, “B”, “C”, “D”.
* %% (10)123d - ignore first three bytes of packet data and match if the next ten bytes
' " are 123 (decimal). . :
*232d 1Ex>0d4 ignore the first byte and match if the first byte of packet data 232
' (decimal), the second byte is 1E (hex), and all remaining bytes are

zero (decimal)
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The combination of the address specifications and the message specifications are
used to create complete filters. Using the Insert Filter Menu in the user interface, you can build a
library of filters, each consisting of a destination and source address specification, a message
specification, and a name to identify it. Below are examples of complete filter specifications:

Filter name: Catch All
Destination: *
Source: *
Message: *

The Catch All filter will match all destination and source addresses and all message
fields. This is the default filter for FiberTap and it will display all packets received.

Filter name: Examplel
Destination: * :
Source: 400000000001

- Message: ‘FIBERTAP’

The Examplel filter will match all packets from source address 400000000001 that
have the first eight bytes of their data field equai to ‘FIBERTAP’.

Filter name: Example2
Destination: File_Server
Source: ' John
Message: (10)* ‘LOGIN’

The Example2 filter will match all packets to the address associated with the name
File_Server from the address associated with the name John that have bytes 11-15 of their data field
equal to ‘LOGIN’. o o ‘ ’

Filter name: Example3

. Destination: . 400011112222
Spurce: _ 400000603331
Message: *

The Example3 filter will match all packets going from address 400000003331 to
address 400011112222, -
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Appendix G

Experiment 7: Routers



