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Can we quantify lessons learned and show measureable impact? 
 

•  Resilience is the “ability to prepare for and adapt to changing conditions and withstand 
and recover rapidly from disruptions… including deliberate attacks, accidents, or natural 
disasters.”  PPD-21 (2013) 

•  Resilience requires an understanding of the current state and collection of data to map, 
model, and analyze… enabling better decisions and prioritizing in a resource-scarce 
environment 
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Strategic Context… what is the problem? 

§  Given the complexities and interdependencies of all CI sectors 
and subsectors, can resilience be quantified in a way that: 

 
•  Demonstrates value and ROI to small and medium-sized businesses 

•  Supports sustainability and business continuity 

•  Incentivizes sectors to partner and collaborate 

•  Keeps the economy moving and growing 

 

§  Resources are limited and senior leaders (local, state, regional, 
federal) need to see practical and measurable value to support 
long-term and time-critical decision making 

Can a standard framework be developed that leverages data science, builds 
upon public private partnerships, and shows measurable benefit? 
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Resilience Implementation Framework 

 
   

Feedback 

 
Action 
Prioritize 

  
Analysis 
  Modeling 

 
Mapping 
Current State 

STRESSOR 

Build… Measure… Reset the world… 

1.  Scope study boundaries 

2.  ID essential functions 

3.  ID physical elements 

4.  ID critical infrastructure 

5.  ID external inputs 

6.  Develop mathematical 
equations 

7.  Model the system 

8.  Stress model & measure 

9.  Analyze results 

10.  Prioritize COAs 

11.  Coord w/ stakeholders 

12.  Re-analyze feedback 

Linkages 
What are the Relationships? 

Metrics 
Where is the Problem? 

Priorities 
What is the Remedy? 

D/I Workshop CALEX 



Map key functions and categories by collecting data 



Emulate and visualize local relationships w/detail 



Model Local CI Interdependencies 
 



Key findings from field test 
 
_______________________________________________________________________________________
___ 

§  Coordination: Building a modeling framework engaged cross-sector 
stakeholders and revealed information-sharing barriers 

§  Interdependencies : Cascading impacts were visualized through modeling; 
identified new sector interdependencies on fuel distribution, IT, communications 
interoperability, and treated water 

§  Analysis: Collecting data, reliable metrics, building high-fidelity CI 
interdependency models is a painful process 

§  Data Sharing: The necessary level of model fidelity is not achievable without 
full buy-in from CI sectors 

§  Modeling Framework: Since full buy-in is unlikely, a modeling framework is 
needed that stimulates sharing of results across sector stakeholders 

§  Future Study: Implement rigorous systems engineering approach to identify 
requirements w/ a “coalition of the willing” 
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Summary 
Bouncing forward requires adaptive learning 

§  It’s more than hardening systems 
•  Public-private sector leaders recognize need for improved emergency 

preparedness, CIP, and information sharing 
 

§  Disaster events continue 
•  Current threats and vulnerabilities overwhelm capabilities due to complexities 

and reduced budgets 
 

§  Local leaders need help 
•  Greater understanding of CI networks and their interdependencies will help 

leaders make better decisions 
 

§  Metrics that matter 
•  Operationalize resilience through an adaptable modeling framework that 

simplifies data collection and baselines CI relationships 
 

§  Smart resilience 
•  Analytics can illuminate interdependencies and cascading effects showing the 

cost/benefit and ROI to private and private leaders 


