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How can interface-modifying digital self-control tools “scale up” so that they can become widely used, adaptable, and reliable systems

in a user’s digital lifestyle? This paper is motivated by ad blockers and password managers, two types of popular user interface

modification tools (outside of the digital self-control area) which provide reliable user experiences among a large scale of websites.

We apply a framework based on the syntaxes of ad blockers and password managers to the digital self-control area, and discuss the

current state of the digital wellbeing field in terms of progress towards scalable interface modifications. We also propose benefits and

potential limitations of interface-modifying syntaxes for digital self-control tool interventions.
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1 INTRODUCTION

Digital self-control tools, otherwise known as DSCTs, are “self-binding applications that constrain future usage of

devices or specific applications” [1]. These tools have been developed both in academia and in industry for a variety of

platforms, including iOS, Android, and Google Chrome [2]. A single DSCT can have several interventions, or features

that attempt to change user behavior.

A proportion of DSCTs influence user behavior by creating a new, standalone intervention that is paired with the

targeted website or application. These interventions are called external interventions, or those which do not directly

modify the interface of the website or application [3]. Examples include time limits, usage visualizations, and goal-

setting [2]. Another proportion of DSCTs directly modify website or application interfaces in attempts to control usage,

including by changing the size or appearance of elements [2]. These interventions are called internal interventions or

interface-modifying interventions, and “make the original experience easier to manage” [3] [4]. External and internal

DSCTs exist on a spectrum: a DSCT could be considered increasingly internal the more it customizes the interface

of a website or application [3]. One drawback of internal (interface-modifying) DSCTs is that the tool must possess

specialized knowledge about an interface in order to successfully modify it. In contrast, purely external DSCTs (e.g.

app-agnostic timer or blocking DSCTs) may be applied regardless of the interface at hand [3].

Although previous literature has expressed the desirability of modifying interfaces at scale using internal DSCTs [5],

internal DSCTs are usually designed on an interface-specific basis (i.e. YouTube or Twitter) and are unable to make all

interventions scale up to all interfaces [3] [4] [6]. This interface-specific focus prevents internal DSCTs from easily

adapting to new environments, such as previously unseen interfaces or updates to existing interfaces. As a result,

internal DSCTs often require increased development time, prototyping, testing, and maintenance.
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In this paper, we suggest that lessons can be learned for “scaling up” internal (interface-modifying) DSCTs by turning

to other software which modifies interfaces at scale. Notably, password managers and ad blockers represent a class of

browser extensions that modify a wide variety of sites while also providing a consistent user experience for millions of

users. We discuss how the syntax framework used by these other large-scale interface-modifying tools could be applied

to interface-modifying DSCTs.

2 ELEMENTS OF A SCALABLE INTERFACE-MODIFYING SYNTAX

Part of the effectiveness of password managers and ad blockers stems from the consistency of their standardized feature

sets (the filling and generation of passwords, or the blocking of specific page elements, respectively) among a wide

variety of websites and interface elements in the HTML domain object model. The connection between the interface

elements to modify and the standardized feature set occurs through a formalized syntax: a codified array of rules which

determines the behavior of these interface-modifying tools. We suggest that scalable interface-modifying syntaxes

contain three components: best practices, heuristics, and quirks (Figure 1).

Fig. 1. A framework for scalable interface modification via the use of a syntax.

We define best practices as publicized, defined conventions that indicate how interfaces should be constructed: in the

ad blocking area best practices include HTML elements that are marked by site developers with the id of “Adbanner”

or “AD_banner” [7]. In the password manager area, best practices include recommendations from the Web Hypertext

Application Technology Working Group regarding the use of the “autocomplete” attribute for passwords [8].

Next, we define heuristics as patterns which are not publicized but which provide a good indicator of a relevant design

decision. In the ad blocking area, a heuristic could be that folders named “120_600” (a common ad image dimension)

should be considered to be containing ads [7]. In the password manager area, a heuristic could be that “any form with

at least three input elements where at least one of them is a password is an account creation form” [9].

Lastly, we define quirks as per-interface tweaks that are needed when best practices and heuristics don’t cover

all cases. In the ad blocking area, quirks include site-specific instructions such as “smile.fr###popup”, which blocks a

specific interface element on a specific site [10]. In the password manager area, quirks include site-specific instructions

such as “’dowjones.com’: ’password-rules’: ’maxlength: 15;’”, which refers to a specific password limit for a specific site

[11]. Although the above quirks encapsulate elements not captured by best practices or heuristics, it may also be that

some quirks are exceptions, or whitelists to prevent best practices and heuristics from capturing some elements [12].
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3 DESIGNING INTERFACE-MODIFYING SYNTAXES FOR DIGITAL WELLBEING: TWO EXAMPLES

Previous literature has presented different classifications of DSCT interventions [2] [13]: within these classifications,

several interventions specifically modify interfaces, including “feature minimisation,” “block,” “irrelevant effortful task

to override,” and “launch limit,” among others [2]. Of this interface-modifying group, we propose two interventions to

serve as example standardized feature sets for two syntaxes: (1) an irrelevant effortful task imposed when the user

browses a list with infinite content/infinite scroll and (2) a reduction in color saturation for non-essential features of

sites. An example of an interface element modified by (1) could be an infinite scroll of posts on a social media site; an

example of an interface element modified by (2) could be the recommendations sidebar on a video streaming site.

The next step in defining this syntax would be to find if there are any best practices that could be used to capture

interface elements: in the case of infinite content-type lists, one potential best practice could be to search for the

inclusion of files from common infinite scroll libraries [14], [15]. In the case of finding non-essential webpage elements,

best practices may indicate that these elements will be the first to disappear as the width of the webpage is reduced.

After this step, heuristics could also be defined to catch these interface elements: one heuristic used to catch infinite

content-type lists could be the regular use of the fetch API to collect new, similarly sized blocks of information; and one

heuristic to catch non-essential webpage elements could be the absence of these elements according to rules found in

readability tools, such as Mozilla’s Readability API [16].

Lastly, site-specific quirks could be added in order to make up for any failures to capture appropriate elements, such

as particularly hard-to-recognize infinite content-type lists or unusual non-essential page elements. Both quirks and

exceptions may be needed in order to be sure that interface modifications run smoothly.

4 IMPLICATIONS

Designing internal DSCTs with a scalable interface-modifying syntax offers several advantages over interface-specific

DSCTs. The most straightforward benefit of an interface-modifying syntax is that interface-modifying DSCT interven-

tions can adapt to new interfaces, potentially with a human in the loop. In particular, syntax-generated interventions

could be improved and corrected by end-users on new interfaces through a simple proposal-based system (“Is this

intervention useful?”). This proposal system would represent an improvement over current state-of-the-art DSCT

intervention selection, which requires a human to be completely in control of the design of site-specific interventions

as well as the determination of which generalized interventions are suitable for a website [6].

An interface-modifying syntax additionally affords the ability to classify and analyze interface elements at scale

that are modified for digital wellbeing, in the same style as previous literature on dark patterns [17]. A syntax would

also enable reduced manual coding in terms of DSCT design analysis and data analysis, as well as verifiable tests

of intervention repeatability on unseen websites. Further, measuring a DSCT syntax at scale could comprehensively

describe the complexity of the rules needed for scalable interface-modifying DSCT interventions and could illuminate

commonalities in interface designs.

Several new limitations would arise with the creation of syntaxes for scalable interface-modifying DSCTs. If an

interface-modifying syntax is like that of ad blockers or password managers, it must be supported by a community

of users who can report bugs and update the syntax—otherwise the syntax will accumulate errors and will fail to

scale up [18]. Additionally, syntaxes may become dense and repetitive, leading to reduced performance [19]. Or,

aggressive interface-modifying syntaxes may be countered by new interface design strategies that attempt to avoid

DSCT interventions, as previously seen in the “Ad Wars” [20]. Further, interface-modifying DSCT interventions are

3



AVI, June 06–10, 2022, Rome, Italy Schwartz and Apostolellis.

currently poorly suited to non-web platforms, given stronger limits on interface modification on mobile devices and

other more strictly defined platforms. Yet even with these limitations, we are confident that the development of syntaxes

for interface-modifying digital self-control tool interventions would present a step forward for the digital wellbeing

field, and would help DSCTs reach a wider number of individuals who struggle with their digital wellbeing.
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