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Infrastructure failures

Castle Meads electricity Railway workers inspect the main Exeter to
substation flooded in 2007 Plymouth railway line at Dawlish (2014).
leaving 42,000 people
without power

December 2015 55000 homes
left without power after a
substation in Lancaster flooded
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Disruptions to UK infrastructure

Roads (2006-2014)
Total average annual disruption (England):
2.2 million customer minutes

Non-weather H Flooding (57%)
incidents B Wind (25%)

8% B Snow and ice (16%)
Weather B Heavy rain (2%)
incidents B Other (0.1%)

1%

Electricity distribution high voltage network (1995-2011)
Total average annual disruption (UK):
1.3 million customer minutes

B Wind (58%)

Non-weather Lightning (21%)
incidents  Weather B Snow and ice (13%)
65% incidents B Flooding (3%)
35%

B Other (4%)

==
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Rail (2006-2013)
Total average annual disruption (England and Wales):
7.1 million customer minutes

M Snow and ice (30%)

Non-weather B Wind (22%)

incidents B Flood (20%
76% Weather .oo ( ©)
incidents Lightning (5%)
24% [ Heat (2%)
\'—A

Water supply (2012-13)
Number of properties affected
by unplanned interruptions
of more than 3 hours: 921,114
(4% of all connected properties)

Source: ASC, 2014
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ASC asseéssment of progress with adaptation

Overview of progress

Adaptation priorities

Is there a plan?

Are actions
taking place?

Is progress being made
in managing vulnerability?

1. Design and location of new
infrastructure

2. Resilience of infrastructure services

(a) Energy

(b) Public water supply

O 6 0

(c) Ports and airports

(d) Roads and rail network

(e) Digital infrastructure

I T R C 3. Infrastructure interdependencies
>




Key questions

 What are the key vulnerabilities in the national
infrastructure network?

e What are the hazard scenarios?
 What is the probability of failure?

 What are the economic consequences of failure?
 How should adaptations be prioritised?
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Network vulnerability
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Network mapping

Multiple infrastructure types:

* Electricity

* @Gas

* Liquid fuels

* Railways

* Roads

* Airports

* Ports l
* Water towers .
* Water pumping stations : \
* Sewage treatment works ' N
* Solid waste facilities

* Telecom masts

Database of 200,000 assets (nodes & edges) for GB
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Network interdependencies

e System-of-Systems Representation of
S Multi-Scale Critical National Infrastructures
pho bt
ICT Transportation Interconnectivity
i Electricity .—.-#(. /
+ T e#,&' + t f
“ t 'i‘* Multi-Scale Structure
Water Waste

TR Iy _
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Mapping interdependencies

Integrated electricity network

B  Transmission (400kV, 275kV, 132kV)

Large-capacity generators

B  Sub-transmission (132kV, 33kV)

Medium-capacity generators

O Distribution (33kV, 11kV, 415V)

® Small-capacity generators

ITRC
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Infrastructures dependent on
electricity for their operation

33KV connections

* Ports
* Airports
* Railway stations

11kV connections

*  Water towers
e Waste water treatment
¢ Telecom masts
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Mappingiinfrastructure interdependence

Example: Railway Electrified GB rail network

Local Electrification
Electrification Switching
Local Electrification Substation

Monitoring systems Signalling systems 7 A5
Electrical Control Room Signalling Supply point - NI
Remote Monitoring - Critical/Non Critical Signalling Centre/IECC/ Route :

Level Crossing - CCTV/Other

Signalling/ Relay Room
GSM-R Communication Systems \ / Signal Box

Telecoms - Operational/Domestic

N —
Heating/Cooling equipment/_ _ Lighting systems
Pumps Railway infrastructure Lighting - Yards/Miscellane
Points Heating Lighting - Walkways

Lighting - Tunnels/Junction
Lighting - Bridge/Navigatio

Traction systems
Grid supply point substations
Overhead cables
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Mapping customer demands

Legend

GB Gas Demand

(] 14197 - 311590
[ 311591~ 742702
B 742703 - 1472889
B 1472890~ 2761081
Wl 2761082 - 5169932

o

g)

Legend
GB Telecom Mast Demand
(J1-9588

[ 9589 - 28710
9 28711 - 71066
Bl 71067 - 174666
Bl 174667 - 636575

e

» Telecom masts

Legend

GB Waste Water Demand
[ 950 - 57088

[] 57089 - 172059
[ 172060 - 530744
B 530745 - 1747830
Ml 1747831 - 2142005

h) Legend

GB Water Tower Demand
CJ1-25933

[ 25934 - 73634
B 73635 - 178753
B 178754 - 383771
W 383772 - 765231




Infrastructure demands: Transport sector

Daily network flow data: Rail and Road networks

Legend
Le.gend ] Major Road Network Flows (vehicle trips)
Rail network flows (passenger trips) 82.000000 - 13530.000000
0.000000 - 14533.000000 ——— 13530.000001 - 28076.000000
——— 14533.000001 - 42827.000000 —— 28076.000001 - 52672.000000
~ 42827.000001 - 93861.000000 — 52672.000001 - 93187.000000
=== 93861.000001 - 190323.000000 o 93187.000001 - 195360.000004

s 190323.000001 - 403305.000000




Criticality'example - Railway Network

Legend Legend Legend
Daily flow loss Ratio of flow loss to thruput
Daily passenger flow: 020000 —— 0.00
0- 20000 ——— 20001 - 60000 —— 0.01-0.40
0.41-0.80

== 20001 - 60000 ——— 60001 - 120000
.81 - 0.99

w— 50001 - 120000

e 120001 - 320000

@ 320001 - 600000 e 1.00

120001 - 320000
- 320001 - 600000




Multi-dimensional criticality

1.0
o - - |
— =
e o T =\ ~ 0.8
v v 0<r <05 ratio
- 0.6
A A (05 <r; <1 =
. w - -~ 0.4
- 0.2
-~ 0.0
400000
300000
100000 200000y
Y g =
200000300000 100000 disruption
flow # 400000
{ 500000 0
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Multi-modal‘criticality

Understanding and . Loqon

informing: { ® Ratio of flow loss to thruput (r)

- Key locations of systemic : —oor-ou
criticalities g et o

e 1 00

 Risks and opportunities
for strengthening assets
and resilience planning

O Port cargo outputs
(million tonnes)

Q Airport cargo outputs
(million tonnes)

Department
for Transport
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Criticality hotspot analysis

An infrastructure criticality hotspot is a
geographical location where there is a
concentration of critical infrastructure, measured
according to number of customers directly or
indirectly dependent on the infrastructures in that
location
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Hotspot analysis overview

¢
| —
'/'\- o Unique national infrastructure
0\

network models and database

‘%EM P ; i' /“f;‘zy e
o°

A

‘s &4 it et

é = = 3, ({00
W/ X

A e” .8 %% & Hs 8 g ¢
A. Kernel Density Estimation (KDE) B. Statistical significance testing
Low criticality area

Kernel k() Moderate criticality area

Asset j . T
Bandwidth 7 High criticality ‘hotspot’
Location x;

P

I I R ( Continuous criticality density surface Infrastructure criticality hotspot map
>




Interdependent network assembly

b)

Transmission (400kV, 275kV, 132kV)

~ &“fif‘fgﬁ?iy

Distribution (33kV, 11kV) 2 1" I Distribution (33kV, 11kV)

TR N
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Critical hotspot analysis

Composite Z Score
™ 16.3464

-0.500948




Super-imposing hazards
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Superimposing hazard maps

@ Asset— Direct failure

(3 Asset—Indirect (network) failure ,7_ i /& . v >
. : [/“ ° v.:,‘:e‘;(
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Hazard assessment - Flooding

Bl Rover 5% (20 yean

- River 1.3% {75 year)

I River 1% (100 y=ar)
River 0 5% {200 yaan)
River 0.1% {1,000 year)

Coastal 1.3% (T5year)
I coastal 1% (100 yean

Coastal 0.5% (200 year) %

Coastal 0.1% (1,000 year

- =
Groundwater: Chalk Aqui

Bl Groundwater 1 3% (75 year)
- oundwater 1% (100 year)

[ 1,000 veark
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Wind, Heat, Cold hazards

Mean Daily Maximum Temperature (°C) -
. IJapl _ ‘Fejbl _ !Vlz‘ar‘ . _ Apr ‘ Heat (Met Offlce)
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Super-imposing hazards

L] hs Y

, Legend

8 ; A Airports
_ ® Telco Masts
) « {4 Water Towers (
[7] Waste Water Treatment Works
™ Electricity i
[_1 Customer footprints
NaFRA Food Likelihood

b ¢~ [ Low
|\ Sy ] Moderate
I Significant

~

12km ~
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Railway \)ulnerability analysis

Legend
I Rail infrastructure

Areas with likelihood of flooding
[ Low

[ Moderate
B Significant

Network Rail
ITRC —~——y
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Rail bridges over rivers

Location of rail bridges over rivers and their floodplains (floodplain
defined as areas potentially at risk of flooding with a 1/1000 annual
I T R C probability or more, not accounting for flood defences), shown as dots.
> River gauges shown as grey triangles.
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Impacts of flooding: Thames

Infrastructure Customers at Risk of Disruption due to Flooding of the Thames Catchment

16
M Indirect Risk

% Direct and indirect
Ii)k
M Direct risk

14

12

Number of domestic customers (million)
[y
o N H ()} (o] o
.
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Estimating fragility
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Historical scour-related bridge failures

* Unique data: 100 rail bridge failures since 1846
* Flood events reconstructed from observations
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Bridge scour fragility

Fitted to sets A, B and C*
""" Fittedto sets Aand B
= = — [jtted to set A

o

M~ -

Probability of collapse
05

0.1

| 1 1 T 1 1
2 10 100 1000 10,000 100,000

Return period of flood (years)

Set A Historical bridge failures with associated flood event return periods, which are regarded as
known values for the loading condition at failure.

Set B Historical bridge failures associated with an unknown flood return period are incorporated

I T R C as a form of left-censored data
> Set C Bridges that are assumed not to have failed (“survivors”)



Economic loss calculation
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Economic impacts of disruptions

Indirect loss 1 Higher order losses |
|

>

Primary Losses 'Secondary losses
|

Direct loss

>

Direct damages Tertiary losses

D irect
economic
losses due to
inability to

Direct
damage to

|
|
|
|
|
I
|
|
I
|
I Indirect economic
I
physical |
|
I
|
|
I
|
|
I
|
|
I

losses due to
indirect
disruption of
services outside
hazard zones

|

|

|

|

1

1

|

1

|

. |
Indirect I
economic losses [
due to loss of !
economic activity :
in hazard zones I
|

1

|

1

|

|

|

capital

meet supply
and demand
within hazard

leading to
decrease in
asset value
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Quantifying economic'disruption

Other sectors indirect losses

NPISH
Private households —

Leather goods [~
Sewerage and Waste |- ’ . Fishing —

_| Infrastructure direct losses | _

Textile and fabrics [~

Water Supply .—4 . Water supply —

Railway transport -

Railway }-—{ B Water transport —

Agriculture and forestry [~

Electricity - -—| 1 Wood products [~

Furniture, jewerly and toys

Air Transport | -—1 i Health, vetenary, social work |-

Air transport

- | Sewerage and sanitary services —
Telecommunications - 1 7

Hotels and restaurants —

Glass, ceramics, stone —

0 05 1 15 2 25 3 Industrial products
Direct economic loss £M/day

Vehicles and ships -
Machinery

Public admin and defence —

—1 Combined economic losses [ Food processing |-

Telecommunications -

Education

Total Loss - { - Pulp and paper [
Metal products —
Recreation —

Direct Loss - I ‘ | et alr:liez?i:; -

Gas distribution

Wholsale and retail
Indirect Loss }-.—{ b Land Transport -

Coke, petroleum & nuclear —

Construction —

| | 1 | | Banking and insurance —
0 2 4 6 8 10 12

Economic loss £M/day

Electrical equipment —
Coal, gas and mining —
Postal and courier [~

|IN”T”TTTTTTTTTT””"’""”“””

Business services and real estate —
| |

I 0.25 0.5 0.75 1
> Indirect economic loss £M/day(2009)
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Prioritizing adaptation interventions
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The'most important electricity assets

Direct and Indirect customers impacts due to electricity transmission assets

w
o

M airports

Millions

railway stations

25

telecom masts

20
B water towers

B Waste water
treatment works
W electricity

15

Customers

10 ‘

5 ——

HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm
mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm

Major electricity asset ID
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Cost-benefit framework

Interdependent infrastructure risk assessment
Infrastructure system Infrastructure asset
A ;
User
disruptions
AS
Hydrometeorological Infrastructure ‘
hazard —>  reliability Economic loss
Pe(y) P(r;) D(r;)

:

Expected annual damages FEAD);

Adaptation measure cost-benefit analysis

\ 4
Costs for adaptation Reduced cost of
measure C disruption EAD,;

y
I T R C > Discounted benefits N PV}

=T




Economic benefit of alternative adaptations

30
¢ NPV wall
20 e " NPV raise
*
o
4 NPV relocate
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Sensitivity to impact

120
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Progress with adaptation

[Risk | Number of sites Com pleted works m

26
65

Number of customers reliant on substations currently
located in areas at very high/high flood likelihood (201 3)

Number of customers reliant on substations projected to be
located in areas at very high/high flood likelihood (2020s)

Number of customers benefitting from planned flood
protection measures (delivered by 2012)

Number of customers benefitting from planned flood
protection measures (delivered by 2020)

Remaining number of customers reliant on substations
projected to be located in areas at high flood likelihood
without additional protection (2020s)

ITRC

-: 151,000

489,000

289,000 -
|

732,000



Towards a comprehensive framework

* Risk assessment:
— Hazard
— Exposure
— Vulnerability

* Cost-benefit analysis
* Uncertainty analysis
* Learning from failures

* Monitoring of progress with adaptation
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Further Information:
ITRC website: www.itrc.org.uk

Contact:

jim.hall@eci.ox.ac.uk
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