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Infrastructure	failures	

Castle	Meads	electricity	
substa$on	flooded	in	2007		
leaving	42,000	people	
without	power	

Railway	workers	 inspect	 the	main	Exeter	 to	
Plymouth	railway	line	at	Dawlish	(2014).		

December	2015	55000	homes	
le\	without	power	a\er	a	
substa$on	in	Lancaster	flooded	



DisrupSons	to	UK	infrastructure		

Source:	ASC,	2014	



ASC	assessment	of	progress	with	adaptaSon	



Key	quesSons	

•  What	are	the	key	vulnerabili$es	in	the	na$onal	
infrastructure	network?	

•  What	are	the	hazard	scenarios?	
•  What	is	the	probability	of	failure?	
•  What	are	the	economic	consequences	of	failure?		
•  How	should	adapta$ons	be	priori$sed?	



Network	vulnerability	



MulSple	infrastructure	types:	
•  Electricity	
•  Gas	
•  Liquid	fuels	
•  Railways	
•  Roads	
•  Airports	
•  Ports	
•  Water	towers	
•  Water	pumping	staSons	
•  Sewage	treatment	works	
•  Solid	waste	faciliSes	
•  Telecom	masts	

Network	mapping	

Database	of	200,000	assets	(nodes	&	edges)	for	GB	



Network	interdependencies	



Mapping	interdependencies	

Transmission (400kV, 275kV, 132kV) 

Sub-transmission (132kV, 33kV)  

Distribution (33kV, 11kV, 415V) 

Large-capacity generators 

Medium-capacity generators 

Small-capacity generators 

•  Ports 
•  Airports 
•  Railway stations 

Integrated electricity network Infrastructures dependent on 
electricity for their operation 

33kV connections 

•  Water towers 
•  Waste water treatment 
•  Telecom masts 

11kV connections 



Mapping	infrastructure	interdependence		

Example:	Railway		 Electrified	GB	rail	network	



Mapping	customer	demands	



Infrastructure	demands:	Transport	sector	

Legend
Rail network flows (passenger trips)	

Daily network flow data: Rail and Road networks	



CriScality	example	-	Railway	Network	

a. b.
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b.	 c.	



MulS-dimensional	criScality	

flow disruption 

ratio 



MulS-modal	criScality	

Legend
Ratio of flow loss to thruput (r)

0.00

0.01 - 0.40

0.41 - 0.80

0.81 - 0.99

1.00

Airport cargo outputs 
(million tonnes) 

Port cargo outputs 
(million tonnes) 

Understanding and 
informing: 
•  Key locations of systemic 

criticalities 
•  Risks and opportunities 

for strengthening assets 
and resilience planning  



CriScality	hotspot	analysis	
	

An	infrastructure	criScality	hotspot	is	a	
geographical	locaSon	where	there	is	a	

concentraSon	of	criScal	infrastructure,	measured	
according	to	number	of	customers	directly	or	

indirectly	dependent	on	the	infrastructures	in	that	
locaSon		



Hotspot	analysis	overview	

Continuous criticality density surface Infrastructure criticality hotspot map 

B. Statistical significance testing 

Location xi 

Kernel k() 

Bandwidth h 
Asset j 
 

A. Kernel Density Estimation (KDE) 

Low criticality area  

Moderate criticality area  

High criticality ‘hotspot’  

Unique  national infrastructure  
network models and database

~ 200,000 assets



Interdependent	network	assembly		

Transmission'(400kV,'275kV,'132kV)'

Sub+transmission'(132kV,'33kV)'

Distribu>on'(33kV,'11kV)'

Electricity'demand'(direct)'

Transmission'(400kV,'275kV,'132kV)'

Sub+transmission'(132kV,'33kV)'

Distribu>on'(33kV,'11kV)'

Gas'demand'(indirect)'

Gas'take+off'points'

a)' b)'



CriScal	hotspot	analysis	

Energy,	transport,	water,	waste,	ICT	



Super-imposing	hazards	



Superimposing	hazard	maps	

Asset	–	Direct	failure		
Asset	–	Indirect	(network)	failure	



Hazard	assessment	-	Flooding	

Fluvial 

Pluvial 

Coastal 

Groundwater 



Wind,	Heat,	Cold	hazards	

Wind (XWS Catalogue)  

Heat (Met Office) 

Ice (Met Office) 



Super-imposing	hazards	



Railway	vulnerability	analysis	



Rail	bridges	over	rivers	

LocaSon	of	rail	bridges	over	rivers	and	their	floodplains	(floodplain	
defined	as	areas	potenSally	at	risk	of	flooding	with	a	1/1000	annual	
probability	or	more,	not	accounSng	for	flood	defences),	shown	as	dots.	
River	gauges	shown	as	grey	triangles.	
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Infrastructure	Customers	at	Risk	of	DisrupSon	due	to	Flooding	of	the	Thames	Catchment	

Indirect	Risk	

Direct	and	indirect	
risk	

Direct	risk	

Impacts	of	flooding:	Thames	



EsSmaSng	fragility	



Bridge	scour	fragility	



Historical	scour-related	bridge	failures	

•  Unique	data:	100	rail	bridge	failures	since	1846	
•  Flood	events	reconstructed	from	observa$ons	

Bridge 
Flow gauge 

Bridge  
failures 

On average 1.9 structures failed per flood 



Bridge	scour	fragility	

Set	A	

		

Historical	bridge	failures	with	associated	flood	event	return	periods,	which	are	regarded	as	
known	values	for	the	loading	condiSon	at	failure.		

Set	B	 Historical	bridge	failures	associated	with	an	unknown	flood	return	period	are	incorporated	
as	a	form	of	leb-censored	data	

Set	C	 Bridges	that	are	assumed	not	to	have	failed	(“survivors”)	



Economic	loss	calculaSon	



Economic	impacts	of	disrupSons	

D i r e c t	
d amage	 t o	
p h y s i c a l	
c a p i t a l	
l e a d i n g	 t o	
decrease	 in	
asset	value			

D i r e c t	
e c o n o m i c	
losses	 due	 to	
i n a b i l i t y	 t o	
meet	 supp ly	
and	 demand	
within	 hazard	
areas	

I n d i r e c t	
economic	 losses	
due	 to	 loss	 of	
economic	 acSvity	
in	hazard	zones	

Indirect	 economic	
losses	 due	 to	
i n d i r e c t	
d i s r u p S o n	 o f	
services	 outside	
hazard	zones	

Direct	damages	 Primary	Losses	 Secondary	losses	 TerSary	losses	

Direct	loss	 Indirect	loss	 Higher	order	losses	



Infrastructure direct losses 
Other sectors indirect losses 

Combined economic losses 

QuanSfying	economic	disrupSon	



PrioriSzing	adaptaSon	intervenSons	



Direct and Indirect customers impacts due to electricity transmission assets 

The	most	important	electricity	assets	



Cost-benefit	framework	

Interdependent infrastructure risk assessment 
 
 
 
 
 
 
 
 
 
 
 
 
 

Expected annual damages 

Infrastructure asset 
  

Economic loss 
 

Hydrometeorological 
hazard 

 

Adaptation measure cost-benefit analysis 
 
 
 
 

Discounted benefits 

Costs for adaptation 
measure 

Reduced cost of 
disruption 

NPVi

Ci

Infrastructure 
reliability 

 P (ri) D(ri)

User 
disruptions 

 �S

EADi

Pe(y)

Infrastructure system 
 A ai

EADi



Economic	benefit	of	alternaSve	adaptaSons	
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Transmission substation assets - ranked by impact potential 

NPV wall 

NPV raise 

NPV relocate 



SensiSvity	to	impact	
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Progress	with	adaptaSon	

Risk	 Number	of	sites	 Completed	works	 Remaining	
1:100	 11	 7	 4	
1:200	 26	 0	 26	
1:1000	 65	 0	 65	



Towards	a	comprehensive	framework	

•  Risk	assessment:		
–  Hazard	
–  Exposure	
–  Vulnerability	

•  Cost-benefit	analysis	
•  Uncertainty	analysis	
•  Learning	from	failures	
•  Monitoring	of	progress	with	adapta$on	



Further	InformaSon:	
ITRC	website:	www.itrc.org.uk	
Contact:		
jim.hall@eci.ox.ac.uk		


