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1. Introduction

The security of our information processing systems is appallingly poor. That should be
unacceptable. It is accepted, however -- but only because we do not know how to do better
cost-effectively.

There are many reasons for the present lack of security, and many of them are not
technical. However, even within the technical domain, there is a great deal that needs to be
learned before we can provide adequate, efficient, and convenient security for today's
applications, much less those of tomorrow. This report addresses one of the technical
problems in secure systems; a broader view of the context for it may be found in [Pf189].

Specifically, we describe a hardware protection mechanism, derived from the notion of a
capability [Den66], that we believe is significantly better than that currently used in most
computers. The mechanism permits decomposition of systems into units whose size and
complexity is amenable to rigorous analysis - and specifically to contemporary formal
verification technology!. The mechanism is also simple enough to be efficient. As a
pleasant side benefit, it seems to allow (and encourage?) the implementation of a richer
class of security policies than one currently finds.

The present report is not a complete description of the mechanism; it is our "stake in the
ground" -- a description of the basic idea, intuitive arguments about its functionality and
implementability, and some remarks on what we don't know. Qur purpose in writing this
is to inform and involve our colleagues and students in the research effort.

2. Description of the Mechanism

Most current computers use a variant of a single protection scheme; it has two parts: (1)
access control to memory implemented as part of the virtual memory system (typically
read/write/execute rights associated with a page), and (2) a set of hierarchically ordered
"modes" such that certain machine instructions can only be executed in more privileged
modes.

1 See [Che81] for a survey of verification of security properties, and [Den77] for a more detailed

presentation of verification under a particular model.
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In principle this scheme is adequate for any implementable security policy. It also seems
intuitively plausible that the more sophisticated variants of the scheme, such as that used in
MULTICS [Sch72, Sal74], reduce the amount of the system that needs to be implemented
in the kernel , i.e. that portion of the system executing in the least protected mode.
Reducing the amount of code at this level is very important if one intends to verify the
system because the state of verification technology severely limits the number of lines of
code that it is feasible to verify today.

In practice, unfortunately, the size of the kernel of real systems has been enormous, and
routine verification has been unrealistic. Mechanisms such as capabilities (c.f. [Wal80])
provide a better base for implementing security policies -- but unfortunately so far these
have proven to be too inefficient to be useful in practice (c.f. [Col88]).

The mechanism we propose eliminates the notion of modes, and relies entirely on the
virtual memory system to enforce protection. There are no "privileged instructions"; instead
there are a handful of hardware-defined segment types. Certain instructions operate only
on certain types, and to execute those instructions requires type-specific access rights to the
specific segment in question. We define the base mechanism as follows:

1. The domain of discourse is a finite collection of segments, S.

2. There is a finite set of types, T = {1y, ty, ... t,}; each of the segments in S is

associated with one type in T.

3. Associated with each type, U is a finite set of access rights, Rj = {rj 1 - rj,k}'}
applicable to instances of type L.

4. A capability is an unforgeable pair, <o,p>, consisting of an reference to a segment
o, and a set of access rights, p, for that segment; p S Reype(o). A capability with
no rights is called a mulf capability; all nulls are equivalent.

5. There is a distinguished segment type called domain; a domain contains capabilities,

and has three access rights -~ take, grant, and delete; a domain may be considered
be a vector of capabilities -- positions within the vector are called slots. A slot
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containing a null capability is called empty. Only domains contain capabilities, and
domains contain only capabilities.

6. There is another distinguished type called rask, that can execute operations. A task
is always associated with one domain which defines the objects to which the task
has access. Note that not all domains need to be associated with a task.

7. An operation, op(o],...,04), consists of an operator, op, and a set of associated
operand specifiers: 0j,...,04. The operand specifiers are interpreted relative to the
domain associated with the task executing the operation; that is, they name
(elements of) segments referenced by capabilities in the domain of the task.

For each operation, 0p(0},...,04), the mechanism defines the type and rights
required of each operand, op.

The basic rule of the mechanism is:

An operation is valid iff each of its operands, interpreted relative to the domain
associated with the current task, has the type and rights required for that
operation.?.

The trivial example of the mechanism is a type "memory” with read and write rights; the
operations are load and store. "load o" requires that o name an element of a segment of
type memory with read writes, for example. Things only get interesting when there are
more than one type -- such as type "domain". One cannot perform load from a domain; it is
not the right type. Nor can one perform domain operations on memory segments.

This mechanism is at least as powerful as a mode-based one. To see this, consider a mode-
based system with a hierarchy of N modes. The instruction set, I, is partitioned into
disjoint subsets:

I={I, In, ..., In}
such that in mode i, 1 £i <N, instructions in subsets I; - I; are legal, but those in I, 1 - Iy

are not.

2 In addition, of course, the instruction must come from a segment of the proper type and with the proper

rights.
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One can construct a system using the proposed mechanism which exactly mimics this
behavior. Partition the instruction set in exactly the same way, and associate at least one
distinct object type with each member of the partition. Now construct a sequence of
domains; the first such, Dy,will contain unrestricted capabilities for all (and only) objects of
the type associated with I;. Subsequent domains, D;, will contain all the capabilities of
their predecessors plus those of the type associated with I;. Obviously, a task associated
with D; can execute instructions in I; U I, U ... U I, but none in Ty (k>i).

Of course, considerably finer discriminations can be expressed in a natural way with the
mechanism; it was not our intent to suggest that this construction is a preferred one. Quite
the opposite is true.

We have tried to be careful in the above description; we intend that it be sufficiently precise
to form a semantic foundation on which verification of various system properties can be
based. It should be understood, however, that our intent is a highly efficient, practical
implementation. To illustrate that this is so, in the next section we'll sketch a possible
implementation -- showing that it has the same cost as a conventional virtual memory
system. Later we'll return to a formal model of the mechanism.

3. A Sketch of a Possible Implementation
Consider a RISC-like, load-store architecture with a conventional 32-bit address space. In

addition to the two required types of the model (task and domain), we'll add type memory -
- the familiar notion of primary storage. Let the rights associated with these three types be:

type rights

memory read (r), write(w), execute(x)
task swap(s)

domain take(t), grant(g), delete(d)

Since this is a load/store architecture, most instructions do not specify addresses (have
operand specifiers); for those that do we require the following:

instruction class  required type and rights

load o type(o) = memory, r e rights(co)
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store o type(o) = memory, w & rights(c)
jump/call o0 type(o) = memory, X € rights(o)
cntxswap o type(o) = task, s e rights(o)
mvcapa &.B,5 | type(a) = domain, te rights(c),
type(B) = domain, g e rights(B),
empty(B) ord e rights(B),
O is a literal

There are two unusual instructions are in this list, ‘cntxswap' and 'mvcapa’.

‘cntxswap' saves the current state of the processor in the "current” task object, restores
the state saved in the named task object, o, and begins to execute that task.

'mvcapa’ performs an indivisible movement of a capability from a slot, ¢, in one
domain to a slot, B, in another. The rights of the capability from slot o are anded with
9, potentially restricting the rights stored into . Note that the target domain slot must
be empty, or the caller must have delete rights 1o .

We'll return to discussing these objects and operations a bit later; first let's consider a
conceptual implementation of the mechanism.

When associated with a task, a domain defines the segments that can be named directly by
that task; that is, it plays something like the role of a segment/page table in a traditional
architecture, and the information in it defines the mapping from virtual/typed segments to
physical resources (physical memory, for example). Thus, a plausible implementation of
domains is very like that of segment/page tables, and consists of a vector of capabilities for
segments. These capabilities contain the type, rights, mapping, and such other information
as may be required.

Virtual to physical address translation also proceeds in a conventional fashion. As sketched
in the figure below3, the high-order bits of a virtual address are used to index into the
task’s domain and select a capability. The low order bits of the virtual address are then

3 We have intentionally avoided the question of 1- vs. 2-level translation tables, as well as field sizes and a
number of other crucial issues for the final implementation; they are not relevant to the logical design

discussed here.
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combined with mapping information contained in the capability to identify the element of
the target segment. In parallel, the type and rights contained in the capability are checked to-
verify that the operation is valid.

Virtual Address

| |
N J__J

task domain

target segment

capability

In a conventional architecture the rights test, eg 'r € rights(o)’ would be performed for
memory load/store instructions. We have merely added the type test , e.g. 'type(o) =
memory'. It should be clear that this can be performed in parallel with the rights check.
Hence, it seems plausible that there is no performance penalty for any of these checks
relative to conventional virtual memory checks.

The similarity of the above mapping scheme to conventional virtual memory schemes might
mislead one to believe that nothing interesting is going on; not so! The next section
discusses some of the ways in which the mechanism can be used to express, naturally and
efficiently, a variety of system structures that would be awkward in a mode-based system.

4. Example System Structures Using the Mechanism
As noted above, a variety of system structures can be naturally modeled with the

mechanism. One major reason is the existence of the 'mvcapa’ instruction. There are many
implications to the ability to move capabilities from one domain to another. For example:
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- it enables one domain to act as a resource manager for others. All resources will be
modeled as segments in this mechanism, so the manager (de)allocates them to and
among a set of client tasks by moving the representing capabilities. See the
discussion of scheduling, below, for an example of this,

- it allows fine grain control of resource policies. A task can act as a manager for
only those resources it can name -- simultaneously there may be other tasks
managing other instances of the same type of resource, but with a different policy
more appropriate to their use. The granularity can be adjusted as needed by specific
applications.

- by granting a task access to its own domain, it allows more flexible use of the
task's own address space. Because we assume a fixed size virtual address, the
number of segments accessible at any one time is fixed. However, because one or
more of the segments can be domains, each of which can name more domains, the
total set of (indirectly) addressable segments is unbounded. (To access one of the
indirectly named segments requires moving its capability into the task's root
domain, of course, but this can be done with ‘mvcapa’ instruction rather than an
operating system call.)

An unusual operation introduced earlier was ‘cntxswap', whose operand must be a
segment of type task, and which required swap rights to that task. Consider a domain that
contains tasks with swap rights. Such a domain can act safely as a scheduler for those tasks
it can name#. While it can select and swap to one of its tasks

-~ it cannot modify the state information of a task since load and store are defined
only on type memory , and

- it cannot 'forge’ a task by swapping to a memory segment since 'entxswap' is not
defined for type memory.

For the moment assume that this domain is the only one that has access to these tasks. Then
to demonstrate that there is no denial of service, for example, we need only verify the code

4 To be a full scheduler, obviously, the task must be able to resume control when the selected process

blocks and/or after a specified interval; we ignore these complications here.
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for this one task. We have managed to create a protected domain that is concerned only
with scheduling and whose correctness cannot be affected by other tasks; hence we are
able to verify the property of concern locally. Typically scheduling algorithms are not very
large, so this should be well within the state of the art.

The "for the moment assume" that begins the previous paragraph is a big assumption. The
creation and distribution of segments, insertion of them into domains, and setting of access
rights must be done with great care -- especially since we also expect this to be done by
tasks whose only special status is derived from the segments in their domain. This leads us
back to the formal model of the mechanism. Itis introduced in the next section.

5. The Take-Grant Model

In order to enhance our ability to verify properties of systems built on the mechanism, it is
useful to have a formal model of it. For reasons that will quickly become clear, we have
chosen the "Take Grant" model -- a model with a long history [Jon78, Lip77, Sny81,
Bis81, Bis88]. It is especially interesting to us because

- itdoes not presume a "monotone” security model [Rab88], and hence is suitable for
more complex security policies than the military policy -- such as those needed by
industry.

- itis known that safety can be determined in linear timeS5; determining safety is NP-
complete in most models [Den82, Sny81].

This last point speaks directly to the "for the moment we assume” caveat that ended the last
section. To satisfy that assumption, we must be able to determine that no other task can
acquire access to the tasks controlled by the scheduler. The take-grant model allows us to
examine the state of the system at some time, T, and efficiently determine whether at any

future time another task could acquire access to these segments!

5 Safety has a formal definition, but intuitively corresponds 1o the notion that specific subjects cannot

acquire specific rights to specific objects through any sequence of operations.
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We won't give a complete definition of the take-grant model here (see [Sny81], for
example) but rather give an informal definition and build the correspondence to the
protection mechanism defined in section 2. The model is defined in terms of a graph with
labeled directed arcs. Nodes of the graph represent objects. Some objects are also called
subjects and represent tasks with their associated domain. Arcs are references from one
object to another, and the arc labels are (sets of) access rights. Operations are characterized
as transformations on the graph. Four such operations are defined:

take: if x is a subject with t rights to y, and y has P rights to z, then take defines a
new graph in which there is an additional edge from x to z labeled o, o0 & B,

O—r@® | @@t
L__‘*._..._..)

grant: if x is a subject with g rights to y and P rights to z, then grant defines a new
graph in which there is an additional edge from y to z labeled o, o0 & B.
g B g B
Q—=0—0 | %*—@)——*c})
[41

create:  if X is a subject, create defines a new graph with an edge from x to a new
node z, the edge is labeled . P = all rights appropriate to type(z).

® | =06

remove: if X is a subject with [ rights to z, then remove defines a new graph by
deleting o labels; if the set of labels becomes empty as a result, the edge itself
is removed.

0 F %0

It should be clear that the definition of the protection mechanism in Section 2 is closely
related to this model.

- Segments in the mechanism are objects in the model. Itis convenient to think of a
task and its associated domain as a single subject node.
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- Capabilities in the mechanism are arcs in the model. Both the capability and the
labeled arc identify a unique object and specify access rights to it. Because only
- domains contain capabilities, only they will have out-arcs in the model.

- The 'mvcapa’ operation introduced in Section 3 is a combination of the take, grant,
and remove. In fact, if there are no delete rights for any domain, 'mvcapa’ is
isomorphic to an indivisible sequence of take, grant, and remove operations.

Thus, except for create, the mechanism can be viewed as a direct and efficient im-
plementation of the model. The best way to handle create is unclear, as discussed under the
‘agenda’ portion of Section 7. There is one difference between the mechanism and the
model, however:

- In the mechanism, a segment is named by specifying the offset of a slot in a domain
that holds a capability that names the object. Indeed, in general a name will consist
of some path through a set of domains. Hence, one can remove the ability to name
a segment by overwriting a capability anywhere along this path.

There is no counterpart to this in the model; in the model an object is named with a unique
node label. Thus, while the various operations of the model can affect one's ability to
access an object, they cannot affect one's ability to name it. It should be clear, however,
that the mechanism's ability to eliminate wholesale access to objects by eliminating the
ability to name them cannot make a safe system into an unsafe one; specifically, the
mechanism's effect can be obtained by a sequence of remove operations in the model. Thus
we have preserved the ability to test for safety in linear time.

7. Representing Physical Resources

Our objective is to allow/encourage traditional operating system functions to be migrated to
non-privileged, application-specific programs whenever sensible to do so. That implies the
need for safe control of hardware resources by these programs -- resources such as the
processor, memory and io devices.

We do not yet know the best way to do that in all cases, but we have an existence proof that
it is feasible. The type fask and associated cntxswap operation from Section 3 are an
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instance of processor control, for example. Memory can be represented as a set of the
segments of type memory also discussed in Section 3. In a less developed version of the
proposed mechanism [Wul90] we propose type device, which is similar to the conventional
notion of memory-mapped io registers.

In each of these cases, the real issue is not representing the resource -- but wresting control
at the proper times and transfering it to the proper places. The scheduler must be awakened
when a scheduling decision needs to be made. The paging system needs to be awakened
when there is a page fault. The device handler needs to be awakened when the device
reports completion. Remember, there may be several of each of these -- schedulers, pagers
and device handlers; we have to ensure that the right one is notified. A companion technical
report [Wul91] explores a possible design for a mechanism to support this.

7. Relation to Other Capability Systems

Capability mechanisms, both proposed and implemented, have a long history, e.g. [11i68,
Den66, Fab74, Nee77, Wul80, Int82]. Our objective in the design of this mechanism
was to preserve the basic strengths of these mechanisms while simultaneously achieving
acceptable performance. Thus, for example,

- We constrain the object types to a fixed and finite set of hardware-relevant entities:
physical memory, domains, devices and processes; we avoid more abstract
operating system entities such as messages [Int82] or application-specific types
[Wul80].

- We limit capabilities to non-persistent objects, thus avoiding the need for (large)
unique names as in [Fab74]. In effect, our capabilities are little more than the
entities in segment/paging tables of most contemporary machines.

- Access control is performed on "memory references”, just as in traditional systems.
Complex checking at domain crossing, as in Multics [Sch72, Sal74] or Hydra
[Wul80] is not required. And, as noted earlier, the checking adds only modestly to
the complexity and not-at-all to the execution time of conventional schemes.
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- We limit our capabilities to exist in one type of object, domains. This avoids the
need for tagging [11i68], but also allows the type checking mechanism to be used to
control manipulation of capabilities.

The last point is, perhaps worth repeating for emphasis. In conventional systems there is
always the need for a mode in which protection is disabled so that the protection state (e.g.,
segment/page tables) can be manipulated. By making domains "just another type" with it's
own set of operations, we hope to avoid this, Certainly for moving resources among
domains we have avoided it -- the only open question relates to creation of new objects,
which is still a subject of research,

8. Summary and Agenda

The basic idea behind the proposed mechanism is very simple:

- Map all protected objects, including the protection/mapping mechanism itself, into
the address space of tasks.

- Distinguish among classes of objects by giving them a type.

-~ Define the appropriate hardware operations on these object types, and

- Use a minor variant of traditional virtual memory protection to keep the bad guys
from doing what they shouldn't.

"The implications of the mechanism all seem very pleasant indeed.

- Itis demonstratably at least as powerful as a mode-based scheme.

- Itis demonstratably no more expensive than a mode-based scheme,

- There is a formal model of it that has been extensively studied, and in which
safety is decidable in linear time.

- It is "more flexible" than a mode based scheme in the sense that a wide
variety of useful/interesting system structures are expressable in a natural
way.

- It has the basic, positive features of capability mechanisms without
performance penalties incurred by more elaborate mechanisms.

- The ability to isolate functionality in relatively small domains may actually
make verification feasible.
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- The ability to give resource allocation decisions to tasks that actually know
something about the application may materially improve those decisions.

- The ability to avoid operating system overheads at critical times may
improve the performance of important applications -- especially real-time
embedded ones.

- The ability to define a rich, possibly non-monotone security policy may
open the doors to commercial application.

However, there is a great deal to do before those potential benefits are realized; the
following is a partial list of issues worth at least some consideration.

- Itis not clear that we want 'mvcapa’ to be defined as in Section 3, for example one
might have "capability registers” in the CPU and load/store to/from themn, This
seems more in keeping with the load/store character of the rest of the architecture.

- What is the best to handle the functionality of create; in particular, are there
hardware primitives that could assist? (It seems to us that the full functionality of
create in hardware would be inappropriate.)

- Itis not yet clear what the full set of types should be, or what operations should be
defined on them. Specifically, we want to use typed segments to model all of the
resources of the computer -- including i/o devices, processors, and physical
memory. Precisely how to do that in all cases is not yet clear.

- Itis not clear what, besides take and grant, should be the generic rights associated
with all capabilities, or how many of the 'classic' protection problems one ought to
try to solve directly (if any).

- What additional features, if any, are desirable for programming convenience and/or
to permit a broader range of security policies to be implemented efficiently?

- There have been a number of extensions of the basic take-grant model, e.g. [Bis81,

Bis88], to cope with issues such as ownership, information flow, etc. Which, if
any, of these should we consider adding to the base mechanism?
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- There are a number of implementation options that one might also introduce back
into the formal model -- eg, the use of indirection to implement revocation. Which
of these, if any, are good ideas?

- Earlier capability-based systems suffered from unacceptable domain switching
overhead. What "light weight" mechanism best fits the current mechanism? Ideally
a single mechanism should replace conventional interrupt, trap, and 'svc' (system
call) facilities,

That's why this report is just a "stake in the ground"; we're still researching these and
related questions.
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