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Abstract

Critical infrastructure applications provide services upon which society depends heavily,
these applications are themselves dependent on distributed information systems for all aspects
of their operation and so survivability of the information systems is an important issue. Fault
tolerance is a key mechanism by which survivability can be achieved in these information sys-
tems. Fault tolerance consists of two primary stages, error detection and error recovery, in this
paper we focus on application error recovery in these critical information systems. We outline
a specification-based approach to error recovery that enables systematic structuring of error
recovery specifications, an implementation partially synthesized from the formal specification,
and various forms of static and run-time analysis. We present the RAPTOR specification nota-
tion for describing error recovery activities in the face of various faults, and we explore synthe-
sis of implementation code using the Error Recovery Translator. We also describe a novel
implementation architecture enabling error recovery in these systems and discuss issues in
analysis.
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APPLICATION ERROR RECOVERY IN CRITICAL INFORMATION

SYSTEMS

1 Introduction

Our dependence on large infrastructure systems has increased to a point where the loss of the ser-
vices that they provide is extremely disruptive [26], [27]. Infrastructures such as transportation,
telecommunications, power distribution, and financial services are absolutely vital to the normal
operation of society. Similarly, systems such as the Global Command and Control System
(GCCS) are vital to defense operations. We refer to such applications as critical infrastructure
applications.

These applications are themselves dependent on complex, distributed information systems,
and all or most of the service provided by an infrastructure application can be lost quickly if faults
arise in its information system. We refer to such information systems as critical information sys-
tems.

Having to deal with faults that might disrupt service in information systems leads to the notion
of survivability [17]. Informally by survivability we mean the ability of the system to continue to
provide service (possibly degraded) when serious traumas occur in the system or the operating
environment. For example, when faults such as extensive hardware failure, software failure, oper-
ator error, or malicious attack occur, a critical subset of normal functionality or some alternative
functionality might be needed to mitigate the consequences of the fault.

Survivability is a system requirement. The particular survivability requirements that must be
met are described in a survivability specification that is a statement of the prioritized list of ser-
vice levels that the system must provide and the associated probability for each service level
being provided. There is no presumption about how survivability will be achieved in the notion of
survivability itself. One essential aspect of system design is to ensure that systems are built to sat-
isfy the probabilistic service requirements dictated by the survivability specification. '

There are many mechanisms or strategies that can be employed to achieve survivability
requirements in the face of faults in the system or changes in the system environment. The process
of building a system in such a way that certain faults do not arise is fault avoidance. Building sys-
tems that are able to react in a requisite way to prescribed faults when they do arise is fault
tolerance [2], [11]. In practice, the use of fault tolerance is essential in the types of heterogeneous
distributed systems that underlie critical infrastructure applications. Fault tolerance breaks down
into two general stages: first, detecting the effects of the fault, i.e., error detection, and second,
dealing with the effects of the fault, i.e., error recovery [20].

In this document we summarize the issues involved in achieving error recovery in critical
information systems. In Section 2, we describe some of the characteristics of the application pro-
grams with which we are concerned, critical information systems. The following section provides
a more detailed description of the faults with which we are concerned and some fault tolerance
definitions. Section 4 presents a motivating example, while the next section outlines an overview
of our solution approach. A key component of our solution approach involves formal specifica-
tion and synthesis of error recovery in these systems; Section 6 goes into great detail exploring

Application Error Recovery in Critical Information Systems Page 1



Department of Computer Science  Technical Report CS-2000-28 University of Virginia

that aspect of the problem. Section 7 describes possible system architectures supporting error
recovery, and after that we explore possible analyses that can be performed given formal specifi-
cations. Finally, we conclude with an overview of related work and a series of appendices outlin-
ing our work on this topic.

2 Critical Information Systems

The President’s Commission on Critical Infrastructure Protection cited a variety of infrastructure
application domains that have become exceedingly dependent upon their information systems for
correct and efficient operation, including banking and finance, various transportation industries,
electric power generation and distribution, and telecommunications [27]. Detailed descriptions of
four of these applications can be found elsewhere [16].

The architecture of the information systems upon which critical infrastructure applications
rely are tailored substantially to the services of the industries which they serve and influenced
inevitably by cost-benefit trade-off’s. For example, though these systems are typically distributed
over a very wide (geographically dispersed) area with large numbers of nodes, the application dic-
tates the sites and the distribution of nodes at those locations. Beyond this, however, there are a
variety of similar characteristics possessed by these critical information systems across all appli-
cation domains that are pertinent to achieving the requirement of enhanced survivability using
new error recovery techniques:

*  Heterogeneous nodes. Despite the large number of nodes in many of these systems, a small
number of nodes are often far more critical to the functionality of the system than the remain-
der. This occurs because critical parts of the system’s functionality are implemented on just
one or a small number of nodes. Heterogeneity extends also to the hardware platforms, operat-
ing systems, application software, and even authoritative domains.

Centralized
Processing
»*
Regional AN Transactions
Processing

. User Access To Services -

Figure 1. Example application network topology.
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Composite functionality. The service supplied to an end user is often attained by composing
different functionality at different nodes. Thus, entirely different programs running on differ-
ent nodes provide different services, and complete service can only be obtained when several
subsystems cooperate and operate in some predefined sequence. This is quite unlike more
familiar applications such as mail servers routing mail through the Internet. An example net-
work topology for one of these applications is shown in Figure 1.

Stylized communication structures. In a number of circumstances, critical infrastructure appli-
cations use dedicated, point-to-point links rather than fully-interconnected networks. Reasons
for this approach include meeting application performance requirements, better security, and
no requirement for full connectivity.

Performance requirements. Some critical information systems, such as the financial payment
system, have soft real-time constraints and throughput requirements (for checks cleared per
second, for example), while others, such as parts of many transportation systems and many
energy control systems, have hard real-time constraints. In some systems, performance
requirements change with time as load or functionality changes—over a period of hours in
financial systems or over a period of days or months in transportation systems, for example.

Security requirements. Survivability is concerned with malicious attacks as well as failures
caused by hardware and software faults, Given the importance of critical infrastructure appli-
cations, their information systems provide an aftractive target to terrorists and other parties
hostile to the nation intent on disrupting and sabotaging daily life. The deliberate faults
exploited by security attacks are of significant concern to an error recovery strategy.

Extensive databases. Infrastructure applications are concerned primarily with data. Many
employ several extensive databases with different databases being located at different nodes
and with most databases handling very large numbers of transactions.

COTS and legacy components. For all the usual reasons, critical infrastructure applications
utilize COTS components including hardware, operating systems, network protocols, data-
base systems, and applications. In addition, these systems contain legacy components—cus-
tom-built software that has evolved with the system over many years.

The characteristics listed above are important, and most are likely to remain so in systems of

the future. But the rate of introduction of new technology into these systems and the introduction
of entirely new types of application is rapid, and these suggest that error recovery techniques must
take into account the likely characteristics of future systems as well. We hypothesize that the fol-
lowing will be important architectural aspects of future infrastructure information systems:

Larger numbers of nodes. The number of nodes in infrastructure networks is likely to increase
dramatically as enhancements are made in functionality, performance, and user access. The
effect of this on error recovery is considerable. In particular, it suggests that error recovery
will have to be regional in the sense that different parts of the network will require different
recovery strategies. It also suggests that the implementation effort involved in error recovery
will be substantial because there are likely to be many regions and there will be many different
anticipated faults, each of which might require different treatment.
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»  Extensive, low-level redundancy. As the cost of hardware continues to drop, more redundancy
will be built into low-level components of systems. Examples include mirrored disks and
redundant server groups. This will simplify error recovery in the case of low-level faults;
however, catastrophic errors will still require sophisticated recovery strategies.

»  Packet-swiiched networks. For many reasons, the Internet is becoming the network technol-
ogy of choice in the construction of new systems, in spite of its inherent drawbacks (e.g., poor
security and lack of performance guarantees). However, the transition to packet-switched net-
works, whether it be the current Internet or virtual-private networks implemented over some
incarnation of the Internet, seems inevitable and impacts solution approaches for error recov-

ery.

3 Faults and Fault Tolerance

We are concerned in this research with the need to tolerate faults that affect significant fractions of
a network application, faults that we refer to as non-local. Thus, for example, a widespread power
failure in which many application nodes are forced to terminate operation is a non-local fault. The
complete failure of a single node upon which many other nodes depend would also have a signifi-
cant non-local effect and would also be classified as a non-local fault.

Non-local faults have the important characteristic that they are usually non-maskable—that is,
their effects are so extensive that normal system service cannot be continued with the resources
that remain, even if the system includes extensive redundancy [7]. We are not concerned with
faults at the level of a single hardware or software component. We refer to such faults as local,
and we assume that all local faults are dealt with by some mechanism that masks their effects.
Thus synchronized, replicated hardware components are assumed so that losses of single proces-
sors, storage devices, communications links, and so on are masked by hardware redundancy.

Non-local faults might affect a related subset of nodes in a network application leading to the
idea that they can be regional. Thus, a fault affecting all the nodes in the banking system in a
given city or state would be regional and dealing with such a fault might depend on the specific
region that was affected. It is also likely that the elements of a non-local fault would manifest
themselves over a period of time rather than instantly. This leads to the notion of cascading faults
in which application components fail in some sequence over a possibly protracted period of time.
Detecting such a situation and diagnosing the situation correctly is a significant challenge.

As mentioned previously, tolerating a fault requires first that the effects of the fault be
detected, i.e., error detection, and second that the effects of the fault be dealt with, i.e., error
recovery [20]. The mechanism that we employ to implement fault tolerance is a survivability
architecture (discussed in detail elsewhere [33]). Both error detection and error recovery have to
be defined precisely if a fault-tolerant system is to be built and operated correctly, and several
issues arise in dealing with them.

3.1 Error Detection
Error detection for a non-local fault requires the collection of information about the state of the
network application and subsequent analysis of the information. Analysis is required to permit a
conclusion about the underlying fault to be made given a spectrum of specific information.

The key problem that arises in dealing with error detection in large distributed systems is
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defining precisely what circumstances are of interest. Events will occur on a regular basis that are
associated with faults that are either masked or of no interest. These events have to be filtered and
incorporated accurately in the detection of errors of interest. The possibility of false positives,
false negatives, and erroneous diagnosis is considerable. In a banking system, for example, it is
likely to be the case that local power failures are masked routinely yet, if a series of local failures
occurs in sequence, they are probably part of a widespread cascading failure that needs to be
addressed either regionally or nationally.

3.2 Error Recovery
Error recovery for a fault whose effects cannot be masked requires that the application be recon-
figured following error detection. The goal of reconfiguration is to effect changes such as termi-
nating, modifying, or moving certain running applications, and starting new applications. In a
banking application, for example, it might be necessary to terminate low priority services such as
on-line customer enquiry, and modify some services, such as limiting electronic funds transfers to
corporate customers.

Unless provision for reconfiguration is made in the design of the application, reconfiguration
will be ad hoc at best and impossible at worst [15]. The provision for reconfiguration in the appli-
cation design has to be quite extensive in practice for three reasons:

» The number of fault types is likely to be large and each might require different actions follow-
ing error detection.

» It might be necessary to complete reconfiguration in bounded time so as to ensure that the
replacement service is available in a timely manner.

» Reconfiguration itself must not introduce new security vulnerabilities.

Just what is required to permit application reconfiguration depends, in large measure, on the
design of the application itself. Provision must be made in the application design to permit the ser-
vice termination, initiation, and modification that is required by the specified fault-tolerant behav-
ior.

4 Hlustrative Example

To illustrate some of the issues that arise in implementing fault tolerance, consider an extremely
simple example that is part of a hypothetical financial network application.

The system architecture, shown in Figure 2, consists of a 3-node network with one money-
center bank (N1), two branch banks (N2 and N3), and three databases (DB), one attached to each
node. There are two full-bandwidth communications links (L1 and L2) and two low-bandwidth
backup links (11 and 12). There is a low-bandwidth backup link between the two branch
banks (13). The intended functionality of this system is implement a small financial payments sys-
tem, effecting value transfer between customer accounts. In a system free of faults, the branch
banks provide customer access (check deposit facilities) and local information storage (customer
accounts), while the money-center bank maintains branch bank asset management and switching
facilities for check clearance.

The faults with which we would be concerned in a system of this type would be the loss of a

Application Error Recovery in Critical Information Systems Page 5



Department of Computer Science Technical Report CS-2000-28 University of Virginia

Figure 2. Example fault-tolerant distributed system.

computing node’s hardware, the loss of an application program on a node, the loss of a database,
the loss of a communications link, and so on. For each of these, it would be necessary first to
define the fault and then, for each fault, document what the system is to do if the fault arises. In
this example, losing the money-center bank would severely limit customer service since a branch
bank would have to take over major services using link 13 for communication. Loss of either of
the full-bandwidth communications links would also drastically cut service since communication
would have to use a low-bandwidth link.

To implement a fault-tolerant system, the application must be constructed with facilities to tol-
erate the effects of the particular faults of concern. In the system architecture, the three low-band-
width communications links provide alternate service in case of failures in the full-bandwidth
communication links (L.1 and L2) or the primary routing node (N1). The applications themselves
must also provide alternate service in case of certain faults; for example, while the primary func-
tionality of the money-center bank N1 is to route deposited checks for clearance and maintain the
balances of each branch bank, additional services that can be provided include buffering of check
requests for a failed branch bank or acceptance of checks for deposit if the branch banks can no
longer provide this service. Similarly, the branch banks can be constructed to provide alternate
service modes, such as the buffering of check requests in case of failure at the money-center bank,
or buffering of low-priority check requests in case of failure of the full-bandwidth communica-
tions link.

Dealing with particular faults is only a small part of the problem. In practice, it will be neces-
sary to deal with fault sequences, e.g., the loss of a communications link when the system has
already experienced the loss of a node. In a large infrastructure network application, there are so
many components that faults arising in sequence are a distinct possibility merely on stochastic
grounds. However, cascading failures, sequenced terrorist attacks, or coordinated security attacks
all yield fault sequences with faults that are potentially related, e.g., all links from a node are lost
in some sequence or all the nodes in a geographic region are lost.

The various circumstances of interest can be described using a finite-state machine where
each state is associated with a particular fault sequence. As well as enumeration of the states and
associated state transitions associated with the faults that can arise, it is necessary to specify what
has to be done on enfry to each state in order to continue to provide service. Thus, application-
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related actions have to be defined for each state transition, and the actions have to be tailored to
both the initial state and the final state of the transition. Wide-area power failure has to be handled
very differently if it occurs in a benign state versus when it occurs following a traumatic loss of
computing equipment perhaps associated with a terrorist attack.

For this simple three-node example, we constructed a prototype error recovery specification to
explore some of the issues involved in implementing a fault-tolerant system. The specification
can be found in Appendix A. The first part of the specification is a description of the system itself.
There are two aspects of the application that are described: the system architecture and the func-
tionality (or services) provided by the system components. The description of the system architec-
ture (Section A.1) consists of a listing of nodes (including attached databases) and connections.
The functionality of each system component (Section A.2) is a listing of different services pro-
vided by each component of the system architecture, including alternate services available in case
of various system failures. The system description is obviously informal, but it provides a basis
for specification of the various system states that arise in the event of faults.

The second part of the specification is a description of the finite-state machine (Section A.3)
and associated transitions (Section A.4) for the system and the fault sequences that are of concern.
The initial state of the finite-state machine consists of a list of the services that are operational in
the case of a fully-functional application. Transitions from this initial state are caused by faults,
which manifest themselves as failures in one or more of the operational services. A high-level
description of the fault that causes each transition is contained in the state description. In the
finite-state machine transition section, a list of response activities is associated with each transi-
tion to attempt reconfiguration for the continued provision of service, as well as a list of activities
to be undertaken upon repair of the fault.

In this simple three-node example, there are eleven components outlined in the specification
of the system architecture that can fail, which would lead to faults at the system level. There are
twenty-four services (some alternate) that those faults can affect; in the completely-operational
initial state, there are ten services necessary to effect the fully-functional financial payments sys-
tem. From the initial state there are eight possible faults causing transitions to other states. From
those eight single-fault states, there are seventy-nine possible states should another fault occur.
The finite-state machine in Appendix A only describes two sequential faults for this system. The
complete finite-state machine enumerating all the states associated with the various possible fault
sequences would have hundreds of states, even for a simple application system such as this.

The difficulties in achieving survivability, even in a system as simple as this example applica-
tion, are clear. The first challenge lies in describing the relevant parts of the application, the sys-
tem architecture and the functionality. Then, both the initial configuration and the changes to the
system configuration in terms of that system description must be specified; the problem with state
explosion and the impracticality of attempting to describe the finite state machine for a large net-
work application is immediately obvious from the complications in this trivial system.

5 Solution Overview

As seen in the motivating example, to make a critical application fault tolerant, it is necessary to
introduce mechanisms to recognize the errors of inferest, maintain state information about the sys-
tem to the extent that it affects error recovery, and define the required error recovery from all pos-
sible system states. The size of current and expected critical information systems, the variety and
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Figure 3. Error recovery methodology.

sophistication of the services they provide, and the complexity of the reconfiguration require-
ments mean that an approach to fault tolerance that depends upon traditional software develop-
ment techniques is infeasible in all but the simplest cases. The likelihood is that future systems
will involve at least tens of thousands of nodes, have to tolerate dozens, perhaps hundreds, of dif-
ferent types of fault, and have to support applications that provide very elaborate user services.
Programming fault tolerance for such a system using conventional methods is quite impractical.

For these reasons, our solution approach is based on the use of a formal specification to
describe the required error detection and error recovery, and the use of synthesis to generate the
implementation from the formal specification. A formal specification describes the system, the
faults that must be tolerated, and the application responses to those faults. The use of a formal
specification notation enables a translator, the Error Recovery Translator, to synthesize portions
of the implementation dealing with error recovery. In addition to the specification, input to the
translator includes a special type of process—called a reconfigurable process—that supports the
application reconfigurations described in the specification. The system architecture will consist of
these reconfigurable processes, the synthesized code produced by the translator, and a support
infrastructure called the Coordinated Recovery Layer that provides services to the reconfigurable
processes. Finally, an analysis engine provides various static and run-time checking capabilities to
ensure correctness of the error recovery activities.

An overview of our solution approach is shown in Figure 3. The major solution components
and issues relating to each aspect of the solution are described in subsequent sections of this

paper:
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» Specification and Synthesis

In Section 6, we explore the issues involved in specifying and synthesizing error recovery.
The specification is broken down into a variety of parts that define the different aspects of the
problem as described previously. A unique element of the approach, however, is the use of a
multi-level specification: the required error detection and error recovery specifications are
written in terms of high-level abstract entities, defined in an intermediate specification that
exports high-level entities but is itself written in terms of the low-level system components.
The use of multiple specification levels for abstraction enables better control over the size and
scope of these specifications. In addition, a synthesizer to process these formal specification
notations has been built; the grammar for this Error Recovery Translator and the issues
mvolved in generating code are presented in this section.

» Implementation: Node and System Architecture
In Section 7, we explore the issues involved in an implementation architecture to support error
recovery. At the node level, each node must be constructed such that it supports reconfigura-
tion and incorporates the generated code that implements reconfiguration. At the system level,
coordination and control services must be provided to the reconfiguring nodes; a global entity
called the Coordinated Recovery Layer provides these suppott services.

» Analysis
In Section 8, we explore the issues involved in analysis of the error recovery specifications
and implementation. The use of formal specification permits various forms of analyses to
check the error recovery algorithms: various forms of syntactic and semantic analyses are
enabled by the formal specification notations, including invariant assertion checking. In addi-
tion, the implementation architecture supports various run-time checks to be performed.

6 Issues in Specification and Synthesis of Error Recovery

The first issue of concern in formally specifying error recovery is determining the components
required in a specification language. Using the simple three-node system described in the motivat-
ing example, it can be seen that a finite-state machine must be constructed to specify the initial
configuration of the system and any reconfigurations required to recover from system errors. This
finite-state machine consists of all possible states the system could be in given the system errors
that are of interest and should be handled, and the activities to undertake on transition from one
system state to another. Two key aspects of the system must be described: the system architecture
and the services that the nodes of the system provide.

As seen in the motivating example, even for a simple system an error recovery specification
can become very large and unwieldy. Three observations can be made to deal with the specifica-
tion size and state explosion problems:

« The specification notation must consist of multiple sub-specifications for describing the vari-
ous components of the error recovery solution, e.g. the relevant system characteristics and the
finite-state machine. These sub-specifications must be integrated to describe the overall error
recovery solution, but the use of multiple sub-specifications enables different notations to be
utilized and optimized for the particular aspect of the solution being addressed.

» The specification notation must be enhanced to accommodate larger numbers of nodes. One
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way of achieving this would be to introduce and integrate some form of set-based notation to
enable description and manipulation of large numbers of nodes simultaneously.

» The specification itself must be constructed in such a way as to keep it manageable: for exam-
ple, portions of the system can be abstracted and consolidated into single objects in the speci-
fication, thus ensuring that the specification deals with and manipulates small numbers of
objects regardless of how many actual nodes there are in the system.

Using the observations from the exercise in the motivating example, the first-generation RAP-
TOR specification notation was devised to specify error recovery in critical information systems.

6.1 The RAPTOR Specification Notation

The first-generation RAPTOR specification notation involves four major sub-specifications:

»  Error Detection Specification (EDS)
The error-detection specification defines the overall systems states that are associated with the
various faults of interest.

* Eiror Recovery Specification (ERS)
The error-recovery specification defines the necessary state changes from any acceptable sys-
tem reconfiguration to any other in terms of topology, functionality, and geometry (assign-
ment of services to nodes).

+ System Architecture Specification (SAS)
The system architecture specification describes the topology of the system and platform
including the computing nodes, the communications links, and detailed parametric informa-
tion for key characteristics. For example, nodes are named and described additionally with
node type, hardware details, operating system, software versions, and so on. Links are speci-
fied with connection type and bandwidth capabilities.

» Service-Platform Mapping Specification (SPMS)
The service-platform mapping specification relates the names of programs to the node names
described in the SAS. The program descriptions in the SPMS include the services that each
program provides, including alternate and degraded service modes.

Given the number of states that a large distributed system could enter as a result of the mani-
festation of a sequence of faults, it is clear that some form of accumulation of states or other sim-
plification must be imposed if an approach even to specification of fault tolerance is to be
tractable. The key to this simplification lies in the fact that many nodes in large networks, even
those providing critical infrastructure service, do not need to be distinguished for purposes of fault
tolerance. In the banking application, for example, it is clear that the loss of computing service at
any single branch is both largely insignificant and largely independent of which branch is
involved. Conversely, the loss of even one of the main Federal Reserve computing or communica-
tions centers would impede the financial system dramatically—some nodes are much more criti-
cal than others. However, the loss of 10,000 branch banks (for example because of a common-
mode software error) would be extremely serious—even non-critical nodes have an impact if suf-
ficient of them are lost at the same time.

To cope with the required accumulation of states, the overall specification is made two-level,
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LEVEL 2 | Error Detection Specification Error Recovery Specification
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LEVEL 1 | Service-Platform Mapping Spec System Architecture Spec

Figure 4. Two-level specification structure.

and we add a fifth element to the specification approach. The SAS and the SPMS are declarative
specifications, and in practice the content of these specifications are databases of facts about the
system architecture and configuration. The EDS and ERS are both algorithmic specifications—
they describe algorithms that have to be executed to perform error detection and recovery respec-
tively. In principle, these algorithms can be written using the information contained in the SAS
and SPMS. But it is precisely this approach that leads to the state explosion in specification. The
SAS and SPMS describing these systems are just too big.

The fifth element is the system interface specification (SIS). This is a specification that
defines major system objects in terms of the lower-level entities contained in the SAS and SPMS.
These objects are exported from the SAS and SPMS and become the objects with which the EDS
and ERS are written. This structure is shown in Figure 4.

The overall structure of the ERS is that of a (traditional) finite-state machine that characterizes
fault conditions as states (defined using sets) and the requisite responses to each fault are associ-
ated with state transitions. The fault conditions of concern for a given system are declared and
described in the EDS. Arcs in the ERS finite-state machine are labeled with these fault conditions
and show the state transitions for each fault from every relevant state. The actions associated with
any given transition are in the ERS and are extensive because each action is essentially a high-
level program that implements the error-recovery component of the full system survivability
specification. The complete system-survivability specification documents the different states
(system environments) that the system can be in, including the errors that will be detected and
handled. In the RAPTOR specification notation’s ERS a notational construct was designed to
describe the finite-state machine of the system through all system errors. The notational construct
for the finite-state machine enables brute-force description of all possible relevant failures in all
possible states as well as the responses to those failures.

In suminary, a first-generation RAPTOR specification consists of five subsections that corre-
spond to the five sub-specifications outlined above. An example fragment of a RAPTOR specifi-
cation is shown in Figure 5. This example is incomplete and uses comments for simplicity but it
illustrates some of the material needed to define a wide-area coordinated security attack on the
‘banking system and a hypothetical response that might be required.
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RAPTOR~SAS: ~~ System architecture specification
-- Use Z-like given sets for illustration
-- fretail_banks], [regional_banks], [federal_reservel
RAPTOR~PMS: -- System platform mapping specification
forall i: retail_banksii] -> customer_service;
local _pavyment;
forall i: regional_banks[i] -> customer_ account_ management;
regional_payment;
forall i: federal_reserveli] ~-> menmber_bank_accouni_management;
national_vayment;
RAPTOR-SIS: -- System interface specification
Events:
-- attack =z intrustion_detection_alarm triggered;
Objects:

branch_banks mm {d bank | i memberof retail banks}
district_banks == {i : bank | 1 memberof regional_banks}
central_banks == {i bank | i memberof federal reserve)

RAPTOR-EDS: -- Error detection specification
coordinated_attack == card(attack(branch_banks)) = 1000
OR card(attack{district_banks)) > 3
OR card(attack(central_banks)) » 1;:
~-- define this attack to be more than 10 branches or
-- more than 3 money center or more than one Federal reserve
-- hank detects an intrusion (via an intrusion detection system)

RAPTOR-ERS: ~-- Brror recovery specification
On coordinated_attack:
branch_banks -> customer_service.terminate;

local_payment. terminate;
local_enguiry.start;
money_center_ banks ~> customer account_management.terminate;
regional_payment.terminate;
commercial_account_management.start;
federal _reserve -»> member_bank_account_managenment .terminate;
: national payment.limit;

Figure 5. Skeleton RAPTOR specification.

6.2 RAPTOR Parser: Error Recovery Translator

The first-generation RAPTOR specification language has a parser, constructed using LEX and
YACC. The parser processes all five sub-specification notations and generates C++ code for the
actuators of the nodes in the run-time system. This Error Recovery Translator is constructed from
a grammar with 41 productions and 31 tokens (presented in Appendix B). It contains facilities for
simple set enumeration and composition, boolean logic, and quantifiers. The translator generates
code on a per-node basis for all nodes declared in the System Architecture Specification.

The
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Figure 6. Two directions of abstraction.

6.4 Concepts for the Second-Generation RAPTOR Specification Notation

The consideration of issues in the finite-state machine description and state explosion problem in
these critical, large-scale systems points towards the exploration of abstraction and hierarchy to
help control state. These systems are large and geographically distributed; thus, there will be a
notion of regional control and recovery. This characteristic lends itself to hierarchical control of
error detection and recovery. This introduces abstraction in a complementary manner, or direc-
tion, to the abstraction discussed previously. In the previous form of abstraction, information or
data is abstracted at lower levels of the system, then aggregated into sets (objects) at the system
level and events (system errors) occurring with respect to those objects; finally, those events cause
actions to occur in response, typically reconfiguration to recover from those system errors. -

Hierarchy introduces abstraction in a second direction though (see Figure 6). Data, events,
and actions can be occurring independently at different levels of the system hierarchy, such as at
the local level, regional level, and global level. It is then possible for data, events, and actions at
the local level to be passed up to the regional level, and so on to the global level.

This second abstraction mechanism can be used to help control the state explosion problem at
the system level. It should be possible to construct finite-state machines at the node or local level
to control error detection and error recovery internally, and only pass data, events, or actions up to
the regional level in circumstances where the situation calls for that. Likewise, the system or glo-
bal level state machine can be simplified by handling regional data, events, and actions at the
lower level whenever possible.

7 Issuesin a System Architecture for Error Recovery
A critical information systern that supports error recovery in the manner described above must
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Figure 7. System architecture for error recovery.

have architectural support. In particuiar, both at the node level and the system level there must be
mechanisms in place to effect reconfiguration. At the node level, the synthesized code for the
actuator generated by the Error Recovery Translator must be integrated with the existing applica-
tion code. At the system level, support for synchronization and coordination must be provided for
reconfiguring nodes. The Coordinated Recovery Layer is a system-level construct that provides
- these services to the nodes.

7.1 Observations and Analysis

In terms of the implementation of the system architecture, a key design question concerns the
location of the services provided by the Coordinated Recovery Layer. For exarple, one important
coordination service is coordinated commitment by all nodes regarding reconfiguration actions:
all of the nodes must receive the reconfiguration command and commit to that action at the same
time, ,

One possible mechanism for implementing coordinated commitment is the two-phase commit
protocol. Clearly, the nodes will have to participate in this protocol, so the services that are pro-
vided to the nodes by the Coordinated Recovery Layer really must exist within the node applica-
tions. However, the command to reconfigure will come from a separate entity in the survivability
architecture, the control system. Therefore, one possible implementation would be to make the
control system the coordinator in the two-phase commit protocol, thus locating that particular
functionality of the Coordinated Recovery Layer in the control system. A key design question is
whether all such services of the Coordinated Recovery Layer will exist in the control system and
nodes (thus reducing the notion of the Coordinated Recovery Layer to a set of services provided
in a library), or are there other services that must exist in a separate entity in the system that will
be called the Coordinated Recovery Layer.
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7.2 Future Directions

The second-generation RAPTOR specification notation points towards an implementation archi-
tecture similar to that pictured in Figure 7. The introduction of hierarchic finite-state machines for
events, data, and actions requires finite-state machines at each node to control local error recov-
ery. Sensor data from the various nodes will still feed into an error detection component to deter-
mine regional and global errors, and any faults recognized at those levels will initiate transitions
at the higher-level error recovery finite-state machine(s). Finally, a finite-state machine for proac-
tive error recovery activities must be introduced to control operations such as coordinated check-
pointing.

8 Issues in Analysis of Error Recovery

The use of a formal notation for specification of error recovery permits various forms of analysis
to be performed for correctness of the algorithms. The use of a parser checks the syntax of the
specifications automatically to avoid simple errors of form. In addition, tools exist to analyze
finite state machines for such characteristics as states with no exiting transitions.

More importantly though, semantic analysis can be performed on the specifications to ensure
correctness of the error recovery. For example, the error recovery specification can be augmented
with assertions to denote the fundamental processing or service to be provided during each state,
Then the specification can be analyzed to prove that the required level of service is provided irre-
spective of the sequence of faults.

The system architecture also permits analysis of the run-time system. The control system con-
tinually monitors various nodes; the state information being collected from these nodes can
include run-time assertions that check the provision of various levels of service.

9 Related Work

9.1 Fault-Tolerant Systems
Many system-level approaches exist that provide various subsets of abstractions and services. In
this subsection we survey some of the existing work on fault-tolerant system architectures.

9.1.1. Cristian/Advanced Automation System. Cristian provided a survey of the issues
involved in providing fault-tolerant distributed systems [8]. He presented two requirements for a
fault-tolerant system: 1) mask failures when possible, and 2) ensure clearly specified failure
semantics when masking is not possible. The majority of his work, however, dealt with the mask-
ing of failures.

An instantiation of Cristian’s fault tolerance concepts was used in the replacement Air Traffic
Control (ATC) system, called the Advanced Automation System (AAS). The AAS utilized Cris-
tian’s fault-tolerant architecture [9]. Cristian described the primary requirement of the air traffic
control system as ultra-high availability and stated that the approach taken was to design a system
that can automatically mask multiple concurrent component failures.

The air traffic control system described by Cristian handled relatively low-level failures:
redundancy of components was utilized and managed in order to mask these faults. Cristian struc-
tured the fault-tolerant architecture using a “depends-on” hierarchy, and modelled the system in
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terms of servers, services, and a “uses” relation. Redundancy was used to mask both hardware and
software failures at the highest level of abstraction, the application level. Redundancy was man-
aged by application software server groups [9].

9.1.2. Birman/ISIS, Horus, and Ensemble. A work similar to that of Cristian is the “process-
group-based computing model” presented by Birman. Birman introduced a toolkit called ISIS that
contained system support for process group membership, communication, and synchronization.
ISIS balanced trade-off’s in closely synchronized distributed execution (which offers easy under-
standing) and asynchronous execution (which achieves better performance through pipelined
communication) by providing the virtual synchrony approach to group communication. 1SIS
facilitated group-based programming by providing a software infrastructure to support process
group abstractions. Both Birman and Cristian’s work addressed a “process-group-based comput-
ing model,” though Cristian’s AAS also provided strong real-time guarantees made possible by an
environment with strict timing properties [5].

Work on ISIS proceeded in subsequent years resulting in another group communications sys-
tem, Horus. The primary benefit of Horus over ISIS was a flexible communications architecture
that can be varied at runtime to match the changing requirements of the application and environ-
ment. Horus achieved this flexibility using a layered protocol architecture in which each module
is responsible for a particular service [35]. Horus also worked with a system called Electra, which
provided a CORBA-compliant interface to the process group abstraction in Horus [21]. Another
system that built on top of Electra and Horus together, Piranha, provided high availability by sup-
porting application monitoring and management facilities [22].

Horus was succeeded by a new tool for building adaptive distributed programs, Ensemble.
Ensemble further enabled application adaptation through a stackable protocol architecture as well
as system support for protocol switching. Performance improvements were also provided in
Ensemble through protocol optimization and code transformations [36].

An interesting note on ISIS, Horus, and Ensemble was that all three acknowledged the secu-
rity threats to the process group architecture and each incorporated a security architecture into its
system [29], [30], [31].

9.1.3. Other system-level approaches. Another example of fault tolerance that focuses on com-
munication abstractions is the work of Schlichting er al. The result of this work is a system called
Coyote that supports configurable communication protocol stacks. The goals are similar to that of
Horus and Ensemble, but Coyote generalizes the composition of microprotocol modules allowing
non-hierarchical composition (Horus and Ensemble only support hierarchical composition). In
addition, Horus and Ensemble are focusing primarily on group communication services while
Coyote supports a variety of high-level network protocols [4].

Many of the systems mentioned above focus on communication infrastructure and protocols
for providing fault tolerance; another approach focuses on transactions in distributed systems as
the primary primitive for providing fault tolerance. One of the early systems supporting transac-
tions was Argus, developed at MIT. Argus was a programming language and support system that
defined transactions on software modules, ensuring persistence and recoverability [6].

Another transaction-based system, Arjuna, was developed at the University of Newcastle
upon Tyne. Arjuna is an object-oriented programming system that provides atomic actions on
objects using C+++ classes [32]. The atomic actions ensure that all operations support the proper-
ties of serializability, failure atomicity, and permanence of effect.
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9.1.4. Discussion. A common thread through the approach taken to fault tolerance in all of these
systems is that faults are masked; each of these systems attempts to provide transparent masking
of failures when a fault arises. Masking requires redundancy, and not all faults can be masked
because it is not possible to build enough redundancy into a system to accommodate all faults in
that way. Therefore, there will be a class of faults that these approaches to fault tolerance cannot
handle because there is insufficient redundancy to tolerate them by masking.

Another interesting note is that these approaches tend to be communication-oriented. This 18
easily understandable - fault tolerance in general is dependent on redundancy, and one key to
managing redundancy is maintaining consistent views of the state across all redundant entities.
Supporting such a requirement within the communications framework—building guarantees into
that framework——is a common approach to providing fault tolerance, but communications is not
the only aspect of the system that must be addressed for a comprehensive error recovery strategy.

Finally, the scale of these systems tends not to be on the order of critical information systems.

9.2 Fault Tolerance in Wide-area Network Systems

Fault tolerance is typically applied to relatively smali-scale systems, dealing with single processor
failures and limited redundancy. Critical information systems are many orders of magnitude
larger than the distributed systems that most of the previous work has addressed. There are, how-
ever, a few research efforts addressing fault tolerance in large-scale, wide-area network systems.

In the WAFT project, Marzullo and Alvist are concerned with the construction of fault-tolerant
applications in wide-area networks. Experimental work has been done on the Nile system, a dis-
tributed computing solution for a high-energy physics project. The primary goal of the WAFT
project is to adapt replication strategies for large-scale distributed applications with dynamic
(unpredictable) communication properties and a requirement to withstand security attacks. Nile
was implemented on top of CORBA in C++ and Java. The thrust of the work thus far is that active
replication is too expensive and often unnecessary for these wide-area network applications; Mar-
zullo and Alvisi are looking to provide support for passive replication in a toolkit [1].

The Eternal system, developed by Melliar-Smith and Moser, is middleware that operates in a
CORBA environment, below a CORBA ORB but on top of their Totem group communication
system. The primary goal is to provide transparent fault tolerance to users [25).

Babaoglu and Schiper are addressing problems with scaling of conventional group technol-
ogy. Their approach for providing fault tolerance in large-scale distributed systems consists of
distinguishing between different roles or levels for group membership and providing different ser-
vice guarantees to each level [3].

9.2.1. Discussion. While the approaches discussed in this section accommodate systems of a
larger scale, many of the concerns raised previously still apply. These efforts still attempt to mask
faults using redundancy and they are still primarily communications-oriented. There is still a class
of faults that cannot be handled because there is insufficient redundancy.

9.3 Reconfigurable Distributed Systems

Given the body of literature on fault tolerance and the different services being provided at each
abstraction layer, many types of faults can be handled. However, the most serious fault—the cata-
strophic, non-maskable fault—is not addressed by the previous related work. The previous
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approaches rely on having sufficient redundancy to cope with the fault and mask it; there are
always going to be classes of faults for which this is not possible. For these faults, reconfiguration
of the existing services on the remaining platform is required.

Considerable work has been done on reconfigurable distributed systems. Some of the work
deals with reconfiguration for the purposes of evolution, as in the CONIC system, and, while this
work is relevant, it is not directly applicable because it is concerned with reconfiguration that
derives from the need to upgrade rather than cope with major faults. Less work has been done on
reconfiguration for the purposes of fault tolerance. Both types of research are discussed in this
section.

9.3.1. Reconfiguration supporting system evolution. The initial context of the work by Kramer
and Magee was dynamic configuration for distributed systems, incrementally integrating and
upgrading components for system evolution. CONIC, a language and distributed support system,
was developed to support dynamic configuration. The language enabled specification of system
configuration as well as change specifications, then the support system provided configuration
tools to build the system and manage the configuration [18].

More recently, they have modelled a distributed system in terms of processes and connections,
each process abstracted down to a state machine and passing messages to other processes (nodes)
using the connections. One relevant finding of this work is that components must migrate to a
“quiescent state” before reconfiguration to ensure consistency through the reconfiguration; basi-
cally, a quiescent state entailed not being involved in any transactions. The focus remained on the
incremental changes to a distributed system configuration for evolutionary purposes [19].

The successor to CONIC, Darwin, is a configuration language that separates program struc-
ture from algorithmic behavior [24]. Darwin utilizes a component- or object-based approach to
system structure in which components encapsulate behavior behind a well-defined interface. Dar-
win is a declarative binding language that enables distributed programs to be constructed from
hierarchically-structured specifications of component instances and their interconnections [23].

9.3.2. Reconfiguration supporting fault tolerance. Purtilo developed the Polylith Software
Bus, a software interconnection system that provides a module interconnection language and
interfacing facilities (software toolbus). Basically, Polylith encapsulates all of the interfacing
details for an application, where all software components communicate with each other through
the interfaces provided by the Polylith software bus [28].

Hofmeister extended Purtilo’s work by building additional primitives into Polylith for support
of reconfigurable applications. Hofmeister studied the types of reconfigurations that are possible
within applications and the requirements for supporting reconfiguration. Hofmeister leveraged
heavily off of Polylith’s interfacing and message-passing facilities in order to ensure state consis-
tency during reconfiguration [13].

Welch and Purtilo have extended Hofmeister’s work in a particular application domain, Dis-
tributed Virtnal Environments. They utilized Polylith and its reconfiguration extensions in a tool-
kit that helps to guide the programmer in deciding on proper reconfigurations and
implementations for these simulation applications [37].

9.3.3. Discussion. The research on reconfiguration for the purposes of evolution is interesting but
- of course does not work on the same time scale as required for survivability in critical information
systems. Critical information systems have performance requirements that must still be met by an
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error recovery mechanism; reconfiguration during evolution is not concerned with performance in
general.

Reconfiguration for the purposes of fault tolerance, however, does concern itself with perfor-
mance. However, the existing solutions do not accommodate systems on the scale of critical infor-
mation systems. One might argue as well that these research efforts do not handle the complexity
and heterogeneity of critical information systems.

10 Conclusions

Fault tolerance in critical information systems is essential because the services that such systems
provide are crucial. In attempting to deal with faults in such systems, it becomes clear immedi-
ately that the complexity of the fault-tolerance mechanism itself could be a serious liability for the
system. The number of system states and the number of possible faults are such that the creation
of a fault-tolerant system using typical hand-crafted development is infeasible.

We have developed a specification-based approach that deals with the problem by reducing
the problem to the creation of a formal specification from which an implementation is synthe-
sized. The complexity of the specification itself is reduced significantly by using a two-level
structure. We note that the implementation issues which arise in the approach that we have
described are very significant but are not addressed in this paper.

The overall approach permits fault tolerance to be introduced into network applications in a
manageable way. The price of achieving this is a loss in flexibility. The utility of the approach is
presently under investigation as are the details of implementation.
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Appendix A
3-Node Example Prototype System Specification

This example system is a small-scale financial payments application, effecting value transfer
between customer accounts. The system consists of three nodes, two branch banks and one
money-center bank, and various connections between these nodes. The branch banks are intended
to provide customer access (check deposit facilities) and local information storage (customer
accounts), while the money-center bank is intended to track branch bank asset balances and route
checks for clearance between the two branch banks.

A.1 System Architecture Specification
The system architecture is pictured in Figure 8.

Figure 8. Example financial payments application.

The system consists of a 3 nodes:

¢ NI: money-center bank (MCB)

+ N2: abranch bank (BB)

¢ N3: branch bank (BB)

There is a database (DB) attached to each node:

« DBNI)
« DBN2)
«  DB(N3)

There are five total connections (primary and backup) between the various nodes:
* L1: full-bandwidth link between N1 and N2

»  L2: full-bandwidth link between N1 and N3

e 11: low-bandwidth backup link between N1 and N2

* [2: low-bandwidth backup link between N1 and N3

* 13 fuli-bandwidth backup link between the two branch banks, N2 and N3

A.2 System Functionality Specification
In this section, the services that each node provides will be specified (named), with a brief
description of each service.
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The money center bank N1 provides the following services:

*

*

MCB1: Route requests

MCB2: Maintain branch total balances (DB service)
MCB3: Buffer requests for a branch bank (Alternate)
MCB4: Send buffered requests (Alternate)

MCBS: Accept requests from customers (Alternate)

The branch banks N2 and N3 provide the following services:

BB1: Accept requests from customers, routing to other branch bank if necessary
BB2: Accept requests from other branch banks

BB3: Process requests, maintaining customer balances (DB service)

BB4: Buffer requests to pass up {Alternate)

BBS5: Send buffered requests (Alternate)

BB6: Send high-priority requests, queue others (Alternate)

BB7: Pass requests directly to branch bank (Alternate)

The two full-bandwidth links (.1 and L2) provide the following service:

L]

FC1: Pass full bandwidth data over full connection

The two low-bandwidth backup links (11 and 12) provide the following service:

DC1: Pass limited bandwidth data over degraded connection

The full-bandwidth backup link (13) provides the following service:

AC1: Pass full bandwidth data over alternate connection

A.3 Finite-State Machine Specification

SO

S1:

S2:

53:

Initial state

N1: MCB1, MCB2
N2: BB1, BB2, BB3
N3: BB1, BB2, BB3
L1 FCl

L2: FCl

The first level of transitions from the initial state consist of a single fault occurring from the
initial state. There are eight such transitions leading to the following eight states: S1, 52, 83, 84,
S5, S6, S7, S8. The services after the transition include any alternate services started as a result of
application reconfiguration.

Process failure - MCB1 (N1)
N1: MCB2

N2: BB1, BB2, BBE3, BB4
N3:BB1,BB2,BB3, BB4

L1: FCl

L2: FC1

Database failure - MCB2 (N1)
N1: MCBI1, MCB3

N2: BB1, BB2, BB3

N3: BB1, BB2, BB3

L1: FC1

1.2: FC1

Full node failure - MCB1, MCB2 (N1)
Ni: -

N2: BB1, BB2, BB3, BB7
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54

S5:

S6:

S7:

S8&:

N3: BB1, BB2, BB3, BB7

L1: FCi

L2: FC1

I3: AC1

Process failure - BB1 (either N2 or N3)
N1: MCB1, MCB2

N2: BB2, BB3

N3:BRE1, BB2, BB3

L1: FCi

L2: FC1

Process failure - BB2 (either N2 or N3)
N1: MCB1, MCB2, MCB3

N2: BB1, BB3

N3: BB1, BB2, BB3

L1: FC1

L2: FC1

Database failure - BB3 (either N2 or N3)
N1: MCB1, MCB2, MCB3

N2: BB}, BB2, BB4

N3: BB}, BB2, BB3

L1: FC1

L2: FC1

Full node failure - BB1, BB2, BB3 (either N2 or N3)
N1: MCB1, MCB2, MCB3

N2: -

N3: BB, BB2, BB3

Li:FC1

L2: FC1

Link failure - FC1 (either L1 or L2)
N1: MCB1, MCB2

N2: BB1, BB2, BB3, BB6

N3: BB1, BB2, BB3, BB6

Li:-

1.2: FC1

11: DC1

To handle a second sequential fault from the initial state, it is necessary to specify the list of

faults that can occur from each of the above states. Then, each fault would necessitate another
transition in the finite-state machine to a different state. The following are the second level of
states in the finite-state machine and the fault that causes the transition to each state:

From State S1:

S$10: Database failure - MCB2 (N1)

S11: Bull node failure - MCB2 (N1)

S$12: Process failure - BB1 (either N2 or N3)
S13: Process failure - BB2 (either N2 or N3)
S14: Database failure - BB3 (either N2 or N3)
S15: Process failure - BB4 (either N2 or N3)

$16: Full node failure - BB1, BB2, BB3, BB4 {either N2 or N3)

S17: Link failure - FC1 (either 1.1 or L2)
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From State S2:

520:
S21:
522:
523:
S24:
525
526
S27:

Database failure - MCB2 (N1)

Process failure - MCB3 (N1)

Full node failure - MCBZ, MCB3 (N1)

Process failure - BB1 {(either N2 or N3)

Process failure - BB2 {(either N2 or N3)

Database failure - BB3 (either N2 or N3)

Full node failure - BB1, BB2, BB3 (either N2 or N3)
Link failure - FC1 (either 1.1 or L.2)

From State §3:

S30:
S31:
S32:
$33:
S34:
S35:
S36.

Process failure - BB1 (either N2 or N3)

Process failure - BB2 (either N2 or N3)

Database failure - BB3 (either N2 or N3)

Process failure - BB7 (either N2 or N3)

Full node failure - BB, BB2, BB3, BB7 (either N2 or N3)
Link failure - FC1 (either L.1 or L.2)

Link failure - AC1 (13)

From State 54

S40:
S41:
542:
543:
S44.

S45:;

S46:

S47:

S48
549
Sda:
S4b:

Process failure - MCB1 (N1)

Database failure - MCB2 (N1)

Full node failure - MCB1, MCB2 (N1)

Process failure - BB2 (same N2 or N3 as previous faulf)
Database failure - BB3 (same N2 or N3 as previous fault)

Full node failure - BB2, BB3 (same N2 or N3 as previous fault)
Process failure - BB1 (different N2 or N3 from previous fault)
Process failure - BB2 (different N2 or N3 from previous fault)
Database failure - BB3 (different N2 or N3 from previous fault)
Full node failure - BB1, BB2, BB3 (different N2 or N3 from previous fault)
Link failure - FC1 (either L1 or L2)

Link failure - AC1 (13)

From State S5:

S50:
S51.
S32:
853;
554
S§55:
556:
S57:
538:
559
S5a:
S5b:

Process failure - MCB1 (N1)

Database failure - MCB2 (N1)

Process failure - MCB3 (N1)

Full node failure - MCB1, MCB2, MCB3 (N1)

Process failure - BB1 (same N2 or N3 as previous fault)
Database failure - BB3 (same N2 or N3 as previous fault)

Full node failure - BB1, BB3 (same N2 or N3 as previous fault)
Process failure - BB1 (different N2 or N3 from previous fault)
Process failure - BB2 (different N2 or N3 from previous fault)
Database failure - BB3 (different N2 or N3 from previous fault)
Full node failure - BB1, BB2, BB3 (different N2 or N3 from previous fault)
Link failure - FC1 (either L1 or L.2)

From State S6:

S60:
S61:
562
S63:

Process failure - MCB1 (N1)

Database failure - MCB2 (N1)

Process failure - MCB3 (N1)

Full node failure - MCB1, MCB2, MCB3 (N1)
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S64:
S65:
S66:
S67:
S68:
S569:

Process failure - BB1 (same N2 or N3 as previous fault)

Database failure - BB2 (same N2 or N3 as previous fault)

Process failure - BB4 (same N2 or N3 as previous fault)

Full node failure - BB1, BB2, BB4 (same N2 or N3 as previous fault)
Process failure - BB1 (different N2 or N3 from previous fault)
Process failure - BB2 (different N2 or N3 from previous fault)

S6a: Database failure - BB3 (different N2 or N3 from previous fault)

S6b:

Full node failure - BB1, BB2, BB3 (different N2 or N3 from previous fault)

S6c¢: Link failure - FCI1 (either L1 or L2)
From State S7:

S70:
S71:
572
873:
574:
575:
576:
S77:
S578:

Process failure - MCB1 (N1)

Database failure - MCB2 (N1)

Process failure - MCB3 (N1)

Full node failure - MCBI, MCB2, MCB3 (N1)

Process failure - BB1 (different N2 or N3 from previous fault)

Process failure - BB2 (different N2 or N3 from previous fault)

Database failure - BB3 (different N2 or N3 from previous fault)

Full node failure - BB1, BB2, BB3 (different N2 or N3 from previous fault)
Link failure - FC1 (either L1 or L2)

From State S8:

S80:
S81:
S82:
S83:
S84:
S83:
S86:
S87:
S88:
S89:

Process failure - MCB1 (N1)

Database failure - MCB2 (N1)

Full node failure - MCB1, MCB2 (N1)

Process failure - BB1 (either N2 or N3)

Process failure - BB2 (either N2 or N3)

Database failure - BB3 (either N2 or N3)

Process failure - BB6 (either N2 or N3)

Full node failure - BB1, BB2, BB3, BB6 (either N2 or N3)

Link failure - DC1 (same 11 or 12 that was started because of previous fault)
Link failure - FC1 (different L1 or L.2 from previous fault)

A.4 Finite-State Machine Transitions
The transitions from the initial state to the next state caused by a single fault are described in this
subsection. In the state descriptions above, the surviving services and the alternate services that
were started are already specified. These actions describe the handling of the fault both in
response to its occurrence and after the repair of that fault (to return to the initial state):
+  Transition SO to S1;
Response: Start BB4 (both N2 and N3)
Repair: Start BB5 (both N2 and N3)

Stop BB4 (both N2 and N3)
Stop BBS (when each queve empty)

*  Transition SO to 82:
Response: Start MCB3
Repair: Start MCB4

Stop MCB3
Stop MCB4

Application Error Recovery in Critical Information Systems Page 27



Department of Computer Science Technical Report CS-2000-28

University of Virginia

*  Transition SO to S3:
Response: Start AC1
Start BB7 (both N2 and N3)
Repair: Stop BB7 (both N2 and N3)
Stop AC1
*  Transition SO to S4:
{No response)
*  Transition S0 to 85:
Response: Start MCB3
Repair: Start MCB4
Stop MCB3
Stop MCB4 (when queue empty)
*  Transition S0 to S6:
Response:  Start MCB3
Start BB4 (for node N2 or N3 with fanlt)
Repair: Start MCB4
Stop MCB3
Stop MCB4 (when queue empty)
Stop MCB (for repaired node N2 or N3)
*  Transition S0 to 87:
Response: Start MCB3
Repair: Start MCB4
Stop MCB3
Stop MCB4 (when queue empty)
*  Transition SO to S8:
Response: Start DC1 (for failed link L1 or L2)
Start BB6
Repair: Start BB5
Stop BB6
Stop BBS (when queue empty)
Stop DC1 (for repaired link L1 or L2)
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Appendix B
YACC Grammar for the RAPTOR Specification Notation

The following is the YACC grammar for the first-generation RAPTOR Specification Notation.

5%

token SAS

Stoken SPMS

%Stoken SIS

%token EDS

%token ERS

%token NODE

%token <stringtype> NODE_NAME
Stoken TYPE

%token <stringtype> TYPE_NAME
$token PROP

$token <stringtype> PROP_NAME
Stoken EVENT

$token <stringtype> EVENT_NAME
%token SERVICE

Stoken <stringtype> SERVICE _NAME
Stoken SET

$token <stringtype> SET_NAME
%token <stringtype> SET_MEMBER
$token <stringtype> VAR

$token <gtringtype> COMPONENT_TYPE
%token ERROR

%token <stringtype> ERROR_NAME
token FAILURE

Ftoken ARROW

%$token FORALL

Stoken EXISTS

%token AND

%$token OR

%token IN

gtoken <inttype> START

%token <inttype> STOR

$type <intbtyvper critical_service
%%
raptor_specification

sas spms sis eds ers

{ printf(*Parsed a RAPTOR specification!!i!\n"}; }

gas
SAS declarxation_list propositions

declaration_list
: node_declarations

{ printf{"CompletedNodes\n"); nodes.CompletedNodes(); }
| declaration_list type_declarations
{ printf("CompletedTypes\n"); nodes.CompletedTypes(}; }

| declaration list prop.declarations
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{ printf{"CompletedProps\n®); nodesg.CompletedProps();

node_declarations
node_declaration
i node_declarations node_declaration

node_declaration
NODE node_list

node_list

NCDE_NAME
{ nodes.AddNode($1); }
| node_list ',' NODE_NAME

{ nodes.AddNode ($3); }

tyvpe_declarations
type_declaration
| type_declarations type_declaration

tyvpe_declaration
TYPE TYPE NAME
{ nodes.AddType ($2); 1}

prop_declarations
prop_declaration
| prop_declarations prop_declaration

prop_declaration
PROFP PROP_NAME
{ nodes .AddPropi{s2); }

propositions
proposition
| propesitions proposition

proposition
: TYPE_NAME °* (' NODE_NAME ') ‘'
{ nodes.SetNodeType (33, $1); }
g PROP_NAME ' (' NODE_NAME ')' ';:'

!

{ nodes.SetNodeProp($3, $1); }

spms
SPMS service_mappings
{ printf({"CompletedMappingsi\n"};
nodes .ConmpletediodeServiceMapping () ;

service_mappings
service_mapping
| service _mappings service_mapping

service_mapping
: single_ node_service mapping
| multiple_ ncde_service_mapping

single_node_service mapping
NODE_NAME ARROW service_list ;'

{ printf("Mapping services to node\n");

}
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nodes . MapServicesToNode ($1); 1}

multiple_ncde_service_mapping
FORALL TYPE_NAME ARROW service_list ';'
{ printf("Mapping services to type\n");
nodes .MapServicesToType{§2); }

service_list
SERVICE _NAME
{ nodes.addService (51); }
| service_list ',' SERVICE_NAME
{ nodes.AddService($3); }

sis
518 set_declaratlon _list set_definitions

set_declaration_list
set _declarations
{ printf{"CompletedSets\n"}:
nodes .CompletedSets () ; }

set_declarations
set_declaration
| set_declarations set_declaration

set_declaration
SET SET NAME
{ nodes.AddSet(52); }

set_definitions
set_definition
§ set_definitions set_definition

set_definition
SET NAME '=' *'{' set_list '}°
{ nodes.SetSet ($1); }
§ SET _NAME '=' ‘'{' set. iteration '}
{ nodes.SetlSet:($1); }

set_list
SET_MEMBER
{ nodes.AddToTempSetList ($1); 1}
| set_list ', SET_MEMBER

{ nodes.AddToTempSetList (3$3); }

set_iteration
VAR ':' COMPONENT_TYPE '|' PROP_NAME '(' VAR ')

{ //printf("Vars = %$s|%g, Type = %&, Prop = %s\n", $1, $7, $3, $5):
nodes.AddPropToTempSet {$5}); )
| VAR ':' COMPONENT TYPE '|' TYPE_NAME '({' VAR '}'
{ //printf("Vars = %s|%s, Type = %2, Prop = $s\n", $1, $7, $3, $5):
nodes.AddTypeToTempSet {$5); }
eds
EDS error_declaration_list error_definitions
error_declaration_list
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error_declarations
{ printf("CompletedBrrors\n");
nodes.CompletedErrors(); }

errvor_declarations
error_declaration
} error_declarations errcr_declaration

error_declaration
ERROR ERROR_NAME
{ nodes.AddError{s2}; }

error_definitions
error_definition
| error_cdefinitions error_definition

error_definition
ERROR_NAME '=' conditions ';'*

’

conditions
condition
| '{' condition ')’
| conditions conjunction condition
{ '(' conditions conjunction condition ')

condition
FAILURE ' (' NODE_NAME '.' SERVICE_NAME ')°
{ printf("Failure: Node = %s, Sexrv = %s\n", $3, $5); 1}
1 BEVENT_NAME ' (' NODE_NAME ')’

{ printf{"Event = %g, Node
| ‘(' FORALL VAR IN SET_NAME *|

{ printf{"Var = %sf%s, Set %s, Event = %s\n", 53, 59, 35,
| (Y BXISTS VAR IN SET_NAME 1' EVENT_NAME ' (' VAR *)' ")!

{ printf{"Var = %s|%s, Set = %s, Event = %s\n", $3, %%, 35,

s\n", $i, $3):; 1}
' BVENT_NAME '(' VAR )" ')

conjunction
: AND
I or
ers

ERS error_activities
{ printf("CompletedResponsesi\n"}; }

error_activities
per_error_activities
| error_activities per_error_activities

per_error_activities
ERROR_NAME ':' per_node_activities
{ nodes.CompletedResponse(§l); 3}

per_node_activities
per_node_responses
| per_node_activities per_node_responses

per_node_responses
NODE_NAME ARROW response_ list ;!

$717 )

$7): 3
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{ nodes.CompletedNodeResponse($1); 1}
| SET_NAME ARROW response list ';'
{ nodes.CompletedSetResponse({$1l); }

responge_list

SERVICE_NAME '.' critical_service
{ nodes.AddResponse($l, $3); 1}
| response_list *,' SERVICE_NAME '.' critical_service

{ nodes.AddResponse{$3, $5); 1}

critical_service

START

{ $$ = CS_START; }
| STOP

{ $% = CS_STOP; }

%%
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Appendix C
100-Node Banking Example

The following is the RAPTOR specification of error recovery for a 100-node banking system.

SYSTEM_ARCHITECTURE_SPECIFICATION

NODE frbl, frb2, frbk3
NODE mcblCd, mcbh200, mcbh300, mch400, mcb500, meb600, mebh700, mcb800, mcb900,
moehl000

NODE bbi0l, kbl02, bbl03, bbiC4, bbl05, bbile, bbli07, bbl08, bblGH

NODE bb201, bb202, bb203, bb204, bb205, bb206, bb207, bb208, bb20S%

NODE bbh301, bb302, bb3032, bbh304, bb305, bb30o, bb307, bb308, bb3CS

NODE bb401, bbd402, bb403, bb4C4, bbi0s5, bb406, bb407, bb4i08, bb40S

NODE bb501, bb502, bb503, bb504, bb505, bb506, bb507, bbS0&, bb50S

NCDE bb601, bb602, bb&603, bb604, bb605, bb6dé, bb607, bbe08, bhe(o

NODE bb701, bb702, bb703, bb704, bb705, bk7068, bb707, bb708, bb709

NODE bb801, bb802, bb803, bb804, bbi805, bb806, bhB807, bb808, bbi0S

NODE bb901, bb902, bb903, bb204, bb%05, bbS0&, bb907, bb%08, bhI02

NODE bbl001, bbi002, bbl003, bbl004, bbl005, bbl006, bbl007, bbl008, bbl009

TYPE federal_reserve
TYPE money center
TYPE branch

PROP east_coast
PROP north_east
PROP scuth_east
PROP north_central
PROP smouth_central
PROP north_west
PROP south_west
PROP west_coast

EVENT security_attack
EVENT node_failure
EVENT power_failure

federal_reserve(£rbl); federal reserve(frb2); federal reserve(frb3);:
money_center (mchl00);

branch (bbl101); branch{bbli(2); branch(bbhbl03);
branch(bbl04); branch(bbl0b); branch(bbl0é§);
branch (bbl07); branch{bbl08); branch(bbl0?2);
money_center (mcb200) ;

branch (bb201); branch{bbz02); branch(bb203);
branch(bb204); branch(bb205); branch(bb206);
branch (bb207); branch(bb208); branch(bb209);
money. center (mch300) ;

branch(bb301); branch(bb302); branch(bb303);
branch (bb304); branch(bb305); branch(bb308);
branch(bb307); branch({bb308); branch(bb309);
money_center (mcb400) ;

branch(bb401); branch(bb402); branch(bb403);
branch (bb404) ; branch(bb405); branch(bb40g);
branch(bbd07); branch(bb408); branch(bbd09);
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money_center (mch>00) ;

branch{bb501); branch(bb502); branch(bbb503};
branch{bb504); branch(bb505); branch(bb506};
branch{bb507); branch(bb508); branch(bb509;;
noney_center (mcb600) ;

branch{bb601); branch(bbe02); branch(bbsl3};
branch{bb604); branch(bb605); branch(bbs06);
branch{bb&07}; branch(bb608}; branch(bb&09);
money_center {mch700) ;

branch{bb701); branch(bb702}; branch(bb703});
branch{bb704); branch(bb705); branch(bb706};
branch{bb707); branch(bb708}; branch(bb70%):;
noney_center {mch800) ;

branch{bbs801l}; branch(bb802); branch(bb803};
branch{bb804); branch(bb805); branch(bb808);
branch{bb807}; branch(bb808}; branch(bbB80%);
money_center {mcb900) ;

branch{bb90l}; branch{bb902); branch(bbd03);
branch(bb804); branch(bb903}; branch(bb906);
branch(bb807}; branch{bb908); branch(bb909};
money_center {mchl000} ;

branch{bbl0tl); branch(bbl(02); branch{bbi03};
branch (bbl0C4); branch{bblC05); branch{bbl08&;
branch{bbl007); branch(bbl008); branch{bbif09;;
east_coast (frbl); south_east{frb2); south_central (frb3);
east_coast (mchi00);

east_ceast (bbl01l); east_ceoast(bbl02); north_east (bbl03);
south_east (bbl04); north_central (bbi05); socuth_central (bbl08&)};
north _west (bbl07); south_west(bbl08): west _coast(bbl09);
east_coast (mebh200) ;

east_coast (bb201); east_coast (bb202); north_east (bb203);
south_east (bb204); north_central (bh205); south_central (bb208);
north_west (bb207); south_west (bb208);: west_coast(bbl08);
north_east (mch300) ;

east_coast (bb301); north_east (bb302); north_east{bb303);
south_east (bb304); north_central (bb305); south_central (bb3086);
north_west (bb307); south west{bb308); west_coast{bb309);
south_east (mcb400) ;

east_coast (bb401); north_east{bb402); south_east{bbd03);
south_east (bb404); north_central (bb405); south_central (bb408) ;
north _west (bb407); south _west{bb408); west_coast{bb409);
north_central (meb500) ;

east_coast (bb501); north_east{bb502); south_east{bb5C3);
north_central (bb504); north central (bb505); south_central {bb506);
north_west (bb507); south_west{bb508); west_coast{bb5(9);
south_central (mcbe00) ;

east_coast (bb601); north_east{bb602); south_east{bb&03);
north_central (bb604); scuth_central (bb605); south central {bb604§) ;
north west (bb6C7}; south_west{bb608); west_coast{bb&(9);
south_central (mcb700) ;

east_coast (bb701}; north_east{bb702); south_east(bb703);
north_central (bb704); south_central (bb705); south_central (bk7086) ;
north_west (bb707}; south_west{bb708); west_coast(bb709);
north _west (mchB800) ;

east_coast (bb801l}; north_east{(bb802); south_east (bb803);

north central {bb804); south_central (bb805); north_west (bb806);
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north_west'(bb807); south _west (bb808); west_coast{bb809);
south_west (mch&00} ;

east_coast (bb901); north_east{bb902); south_east{bb203);
north_central (bb904}; south_central {(bb905}; north_wesgt (bbS06);
south_west (bb907); south_west {bb908); west_coast{bb209);
west_coast (mchi1000); .
east_coast (bbl001); north east (bbl0C2); south_east (bbl003};

north _central (bb1004); scuth_central {bblC05}; north_west (bbl006} ;
south_west (bb1007); west_coast{bbl008); west_coast (bbl009};

SERVICE_PLATFORM MAPPING SPECIFICATION

FORALL federal_reserve -~> route batch_reguests, route_batch_responses,
db_mc_balances,
frh _actuator_alert_on,
frh_actuator_alert_off,
frbh_actuator_primary_frb_assignment,
frb_actuator_system_shutdown;

FORALL money_center -> route_requests, route_responses,
db_branch_balances,
batch_requests, send_batch_requests,
process_batch_requests,
send_batch_responses, process_batch_responses,
mch_actuator_alert_on,
mch_actuator_alert_off,
mch_actuator_new_primary_frb,
meb_actuator_system_shutdown;

FORALL branch -»> accept_reguests, send_reguesis_up,
dlb_account_balances,
receive_requests, process_reguests,
send _responses_up,
process_responses, send responses_down,
bh_actuator_system_shutdown;

SYSTEM_INTERFACE_SPECIFICATION

SET FederalReserveBanks
SET MoneyCenterBanks

SET BranchBanks

SET PrimaryFederalReserve
SET FederalReserveBackups
SET EastCoastBanks

SET NorthEastBanks

SET SouthEastBanks

SET NorthCentralBanks

SET SouthCentralBanks

SET NorthWestBanks

SET SouthWestBanks

SET WestCoastBanks

SET CitibankBanks

SET ChaseManhattanBanks
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FederalReserveBanks = { frbl, frb2, frb3 }
MoneyCenterBanks = { 1 : NODE i money_center{i) }
BranchBanks = { i : NODE | branch(i) }
PrimaryFederalReserve ~ { frbl }
FederalReserveBackups = { frb2, £frb3 }

EastCoastBanks = { 1 : NODE east_coast (i) }
NorthBastBanks = { 1 : NODE north_east{i) 1}
SouthBastRBanks = { 1 : NODE south_east{i) }
NorthCentralBanks = { i NODE | north central(i) }
SouthCentralBanks = { 1 : NODE | south_central (i) }
NorthWestBanks = { 1 : NODE north wegst (i} }
SouthWestRBanks = { 1 : NODE south_west (i} 3}
WestCoastBanks = { 1 : NODE wegt_coast (i} 1}

CitibankBanks = {mcbl00, bbl0l, bbil2, bbl03, bbl04, bbl05, bbl0Os,

bbl108, bbl02}

ChaseManhattanBanks = {mcb200, bb201l, bb202, bk203, bb204, bbI05,

bb207, bb208, bb20%}

ERROR_DETECTION_SPECIFICATION

ERROR PrimaryFrbFailure
ERROR McbSecurityvAttack
ERROR CoordinatedAttack
ERROR WidespreadPowerFailure

PrimaryFrbFaillure =

bk107,

bbaie,

(EXISTS i IN PrimaryFederalReserve | node_failure(i} OR power failure(i)):

McbSecurityAttack =

(EXISTS i IN MoneyCenterBanks | security attack(i));
Coordinatedattack =

{ (EXISTS i IN FederalReserveBanks i security _attack{i))

AND

{EXISTS 1 IN MoneyCenterBanks | security_attack(i)))
OR
{ FORALL i IN MoneyCenterBanks 1 security_attack (1))

WidespreadPowerFallure =

( FORALL 1 IN EastCoastBanks § power_failure{i))
OR( FORALL 1 IN NorthEastBanks | power_failure{i))
OR( FORALL 1 IN SouthEastBanks i power_failure(i))
OR{ FORALL 1 IN NorthCentralBanks } power_failure(i))
OR{ FORALL i IN SouthCentralBanks | power failure(i))
OR{ FORALL i IN NorthWestBanks | power_faillure{i))
OR( FORALL i IN ScuthWestBanks ] power_failure(i})
OR( FORALL i IN WestCoastBanks | power_failure(i});
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ERROR_RECOVERY_SPECIFICATION

PrimaryFrbFailure (NODE): action_ i
PrimaryFrbFailure (NODE) : action_1_1
PrimaryFrbFailure (NODE): action_1_
MckbSecurityAttack (NODE) : action_l1__
CoordinatedAttack(): action_i_1_3
WidespreadPowerFailure (SET): action_1_1_4
MecbhSecurityaArtack (NODE) : action_1_2

1.3
1_2

PrimaryFrbPailure (NODE): action_1_2_1
McbhSecurityAttack (NODE) : action_1_2 2
Coordinatedattack(): action_1_2_3
WidespreadPowerFailure(SET): action_1_2_4
CoordinatedAttack(): action_1_3
WidespreadPowerFailure (SET): action_1_4
PrimaryFrbFailure (NODE) : action_1_4_1
McbhSecurityAttack {NODE) : action_1_4_ 2

Coordinatedittack({}: action_1_4_3
WidespreadPowerFailure(SET): action_1_4_4

MchSecurityAttack (NODE): action 2
PrimarvFrbFailure{(NCDE): action_2_1
PrimaryFrbFailure {(NODE): action_2_
MobSecurityAttack (NODE) : action_2_
CoordinatedAttack({): action_2_1_3
WidespreadPowerFailure (SET): action 2 1 4
MchSecurityAttack(NODE) : action_2_2
PrimaryFrbrallure (NODE): action_2
MobSecurityvAttack (NODE} . action_2
CoordinatedAttack(): action_2_2 3
WidespreadPowerFailure{SET): action_2_2 4
CoordinatedAttack(): action_2_3
WidegpreadPowerFailure (SET) : action_2_4
PrimaryvFrbFailure (NODE): action_2_4_1
McbhSecurityAttack (NODE): action_2 4 2
CoordinatedAttack(): action_2_4_ 3
WidespreadPowerFailure{SET): action_2_4_4

i1
12

_2_1
_A_2

Coordinatedattack(}: action_3

WidespreadPowerFailure (SET): action_4
PrimaryFrbFailure (NODE): action_4_1
PrimaryFrbFailure (NODE): action_4_
McbSecurityaAttack (NODE)Y : action_4_
CoordinatedAttack(}: action_4_1_3
WidespreadPowerFallure(SET): action_4_1_4
MchSecurityvAttack (NODE) : action_4._2
PrimaryFrbFailure (NODE): action_4__
MebSecurityArtack (NODE) ¢ action_4_
CoordinatedAttack({): action_4 2 3
WidespreadPowerFailure (SET): action_4_2_4
CoordinatedAttack(): action_4.3
wWidespreadPowerFailure (SET): action_4_4
PrimaryFrbFailure (NODE): action_4-4_1

11
1.2

2_1
2_2
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McbhbSecurityAttack (NODE) : action_4 4. 2
Coordinatedattack(): action_4_4 3

WidegspreadPowerFailure (SET): action_4_4_ 4

action_1 (NODE frb_num):

action_1_1(NODE frb rum):

action_1_2_1(NODE frb_num):

actilon_l_4 1 (NODE frb_ num):

action_2_1{NODE frb_num):

action_2Z_1_1(NODE frb_num):

action_2_2_1 (NODE frb_num):

action_2_4_1(NODE frb_num):

action_4_ 1{NODE frb_num):

action_4_1_1(NODE frb_num):

action_4_2 1 (NODE frb_num):

action_ 4 4 1(NODE frb_num):
frb_num -> shutdown () ;
REMOVE (FederalReserveBanks, frb_num);
REMOVE (PrimaryFederalReserve, frb num);
FederalReserveBanks -»> reconfig_frb_down{frb_num);

action_1_1_2 (NODE mch_num}:
action_1 2 (NODE mcbh_num) :
action_1_2 2 (NODE mch_num) :
action_1_4_ 2 (NODE mchb_num) :
action_2 (NODE mch__num) :
action_2_1 2 (NODE mch_num) :
action_2_ 2 {(NODE mcb_num):
action_2_4_2 (NODE mch_num) :
action_4_1_2 (NODE mch_num) :
action_4_2 (NODE meb_num) :
action_4_ 2 2{NODE mcb_num):

action_4_4_ 2 {NODE mch_num):

FederalReserveBanks -» railse_alert();
mek_num -> reconfig_mch_attacked (mcbhb_num) ;

action_1 1 _1{(NODE frb_num):

action 1. 1 3(}):

action_1_2 _3(}:

action_ 1 _3():

action_1_4 3():

action_2_1_3():

action_2_2_2 (NODE mch_num) :

action_2Z_2_3():

action_2_3{}:

action_2_4_3(0):

action_3():

action_4_1_3():

action_4 2 3():

action_4_3():

action_4_4_3():
BranchBanks -> shutdown():
MoneyCenterBanks -»> shutdown();
FederalRegerveBanks -> shutdown();

action_1_1_4{8SET region):
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action_1_2_4{SET region}:
action_1_4(SET region):
action_1_4_4{SET region):
action_2_1_4(SET region):
action_2_2_ 4 {SET region):
action_2_4(SET region):
action_2_4_A4A(SET region):
action_4(SET region):
action_4_1_ 4{SET region}:
action_4_2_4{SET region):
action_4_4(SET region):
action_4_4_4{SET region):
/7 if primary frb in region, promote another FRB
// 1f any mcbs in region, promote BBs in other region
switch{region)
case east_coast:
frbl -> shutdown();
REMOVE (FederalReserveRanks, frbl);

FederalReserveBanks -> reconfig_frb_down (frbl};

mcekhl00 ~> ghutdown () ;

REMOVE (MoneyCenterBanks, mcbhl00);
bbl03 -> promote_to_mch{);

ADD (MoneyCenterBanks, bbl03);

CitibankBanks ~> reconfig_mch_down (mchl100,

mch200 -> shutdown():

REMOVE (MoneyCenterBanks, mcb200);
bb203 ~-> promote_to_mcb{);

ADD {(MonevCenterBanks, bb203);

ChaseManhattanBanks -> reconfig_mcb_down {(meh200,

bb203);
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