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This case study highlights several unique challenges posed by conducting social 
science research on the Internet. Human subjects research generally is governed by 
those rules contained in 45 C.F.R. § 46 as well as the Belmont Report. In addition, 
the Office for Human Research Protections of the U.S. Department of Health and 
Human Services provides a set of flow charts to help principal investigators and IRB 
administrators determine which regulations apply to a particular research project. 
Researchers should examine the potential consequences of alternative research 
designs in terms of their duty to uphold the values of respect, beneficence and 
justice endorsed in the federal standards.

However, these general principles may not always provide sufficient guidance for 
researchers who explore the emerging and important area of human behavior in 
online venues. Some commentators suggest that traditional ethical interpretations 
may no longer be relevant for Internet research due to technological progress. 
Others contend instead that existing rules simply need to be updated and 
augmented by context-specific guidelines. In fact, research in different virtual 
environments may present different ethical implications, which then require 
different ethical analyses. As a result, each of the following examples of computer-
mediated communication may invoke different fact-specific ethical outcomes:

Blogs
Chatrooms
Computer-supported collaborative workspaces
E-mail
Instant messaging
Listservs
Massively multiplayer gaming environments
Newsgroups
Online communities



Podcasts
Webcams and video chat
Web sites

In 2002 the Ethics Working Committee of the Association of Internet Researchers 
(AOIR) prepared a set of recommendations to help inform the ethical study of online 
human interactions. The AOIR code of ethics constitutes a set of professional norms 
that Internet researchers can consult in conjunction with other ethical guidelines 
adopted by specific academic disciplines. Since emerging technologies will continue 
to produce unanticipated ethical challenges, Internet researchers are encouraged to 
develop an enhanced sense of good judgment to resolve new ethical dilemmas 
encountered online. Often this means identifying specific points of conflict involved 
in a particular situation, and then choosing among two or more legitimate yet 
competing value systems to craft a workable ethical solution.

For example, in Part 1 of this case study Dr. McIntosh views the NFF community as a 
public arena, while Roger regards it as a private space. Dr. McIntosh initially 
suggests lurking in the online forum to gather research data. Such behavior 
presumably would not involve interaction or intervention with living individuals to 
obtain individually identifiable information. Therefore this version of the project 
might not be considered human subjects research under 45 C.F.R. § 46 and 
informed consent might not be needed. Alternatively, even if this project does 
constitute human subjects research, it may simply involve observing public 
behavior or collecting existing data. Those activities may qualify for a federal 
exemption under 45 C.F.R. § 46.101(b)(2) or (b)(4).

Roger nonetheless could argue that some sensitive posted messages might include 
individually identifiable information. However, gathering individually identifiable 
information is not considered human subjects research if that material already is 
public. Thus any ethical analysis must assess whether such messages were 
considered private when initially posted. In this case it is not stated whether the 
NFF community web site provides an explicit announcement to members and 
guests regarding whether it constitutes a private or public space.

Federal regulations indicate that individual participants, rather than researchers, 
should establish the relevant public/private distinction on a personal basis. 
According to 45 C.F.R. § 46.102(f)(2):



Private information includes information about behavior that occurs in a 
context in which an individual can reasonably expect that no observation 
or recording is taking place, and information which has been provided for 
specific purposes by an individual and which the individual can reasonably 
expect will not be made public (for example, a medical record).

However, several commentators have noted that the Internet realm problematizes 
the traditional division between public and private spaces since an online 
environment arguably can perform both functions simultaneously. It therefore may 
be difficult to apply the C.F.R. standards in this complex situation. For example, 
qualifying for an exemption under 45 C.F.R. § 46.101(b)(4) requires that pre-existing 
data sources be publicly available, which may not be easy to determine with 
respect to archived discussion group postings.

A survey of participants’ attitudes in the NFF forum may reveal that it functions as a 
public sphere. Accordingly, Dr. McIntosh and Roger’s project may be exempt from 
federal regulation. However, the researchers might apply for IRB approval anyway. 
For instance, some academic institutions require IRB clearance for all university-
affiliated research, even if a project technically does not meet the federal threshold 
for human subjects research. Moreover, IRBs increasingly are developing expertise 
in working with Internet researchers. IRB administrators can provide guidance 
based on past experience with other online projects, such as identifying potential 
ethical issues implicated by particular research designs. Conversely, researchers 
may help educate IRB members regarding the complexities of Internet-based 
research.

As an example, the Belmont Report addresses whether vulnerable populations can 
comprehend research risks in order to provide voluntary informed consent. In the 
absence of the face-to-face contact associated with traditional research activities, 
Dr. McIntosh and Roger’s efforts to screen NFF forum members in order to exclude 
vulnerable participants might benefit from IRB suggestions based on prior virtual 
research projects. Alternatively, Dr. McIntosh and Roger could help IRB members 
develop standards for online informed consent that could apply to future Internet 
research studies as well.

In Part 2 of the case study, Dr. McIntosh and Roger must evaluate several potential 
research designs in terms of their obligations to protect the interests of NFF forum 



participants. According to the federal guidelines, researchers must weigh the risks 
of each approach against the benefits it offers for participants as well as the general 
welfare. Online researchers recognize, however, that research methods such as 
discourse analysis, participant observation, and social network analysis may 
increase the risk of disclosing identifiable participant information due to the rich 
descriptions contained in their narrative reports.

The AOIR guidelines suggest a conservative approach that respects forum 
participants’ assumptions regarding online privacy even though such perspectives 
may be mistaken or unrealistic. Variables such as the size of the online community 
involved, as well as the potentially sensitive nature of conversational topics, also 
may affect participants’ privacy expectations and thus influence the ethical 
analysis. As a result, IRB feedback could be valuable during this assessment, or 
perhaps might help generate alternative scenarios that may be more ethically 
advantageous. However, some commentators contend that IRB members 
sometimes do not fully understand the complex nature of online research. In fact, in 
some cases IRBs may seek to impose unreasonable constraints upon Internet 
researchers.

Since the Internet increasingly is a global environment, online research also may 
involve cross-cultural perspectives. For example, individual online participants may 
possess different cultural attitudes regarding the nature and scope of personal 
privacy. In such cases the question arises as to whose views should govern the 
analysis.

U.S. regulations such as the Belmont Report and 45 C.F.R. § 46 apply a utilitarian 
cost/benefit calculus. In contrast, other cultural traditions adopt a more 
deontological position which asserts that fundamental human rights, including the 
right to privacy, simply cannot be violated. Furthermore, international regulatory 
standards such as the European Commission’s Directive on Data Protection 
potentially may conflict with U.S. mechanisms for protecting the privacy of research 
participants. As a result, Dr. McIntosh and Roger must address the status of any non-
U.S. participants in the NFF online community when considering their 
responsibilities as researchers.

In Part 3 of the case study, Dr. McIntosh and Roger propose a participatory research 
design that empowers NFF forum participants as stakeholders in the research 
process. At the same time, they must decide whether to engage in overt research 



as opposed to (1) deceptive research with a debriefing component; (2) complete 
nondisclosure of research activities; or (3) incomplete disclosure of the true nature 
of their research. In many ways an online environment can facilitate covert research 
options due to the lack of face-to-face communication. This approach may be 
advantageous for certain research goals, but must be justified on an ethical basis 
under the federal guidelines.

The case study indicates that messages posted in the NFF virtual forum are publicly 
available and searchable. However, forum moderator Wayne confirms that most 
participants view such messages as private despite their actual public nature. If Dr. 
McIntosh and Roger offer guarantees of confidentiality, they must then protect the 
digital data they collect against unauthorized access. For example, they might 
encrypt data while in transit and also restrict access via a system of passwords. 
They may choose to store raw data files on a non-networked computer and 
safeguard individual identifiers on a different machine. In addition, they could 
develop trustworthy data retention and destruction policies and explain them to 
participants.

If Dr. McIntosh and Roger include detailed quotes from forum participants in any 
published materials, they should recognize that readers might be able to use 
current or future search engine technologies to identify the NFF forum as the source 
of such information. Thus it may be important not only to shield individual identities 
by using pseudonyms, but also to mask the online community’s true identity as 
well. One alternative is to provide an additional layer of anonymity by creating 
“double pseudonyms” rather than merely relying upon participants’ own online 
pseudonyms.

Another option is to modify the specific language of quoted material in a manner 
that reduces the likelihood that it could be traced back to the NFF forum through 
online search techniques. Of course, this risk must be balanced against the goal of 
presenting participants’ statements accurately and respectfully through direct 
quotes. In addition, some participants may view their posted messages as published 
works subject to copyright protection, which might limit the researchers’ ability to 
alter or redistribute such original communications in scholarly publications unless 
they obtain the explicit permission of those authors.

Finally, negotiating consent at the group level to conduct research in the NFF online 
community may raise the issue of whether basic concerns for individual respect, 



beneficence and justice have been fully addressed. A simple majority vote limited to 
current members might not represent the interests of all participants in an inclusive 
manner. For example, some participants may not fully understand the risk of public 
exposure of sensitive online discussions, particularly since there could be no 
opportunity for face-to-face conversations to resolve potential ambiguities in the 
informed consent process. Moreover, Dr. McIntosh and Roger must decide how best 
to treat the posted messages of NFF participants who choose not to join the 
research project or do not complete an informed consent form. Consulting IRB 
administrators could produce a better strategy for developing a shared dialogue 
regarding informed consent that is sufficiently efficient yet protects individual 
rights. Prior IRB experience with documenting or waiving informed consent in online 
environments also may influence whether the board will accept digital signatures in 
lieu of handwritten versions.

Internet research challenges principal investigators and IRB members to apply 
current ethical rules within an online environment that continues to be transformed 
by socio-technical developments. Dr. McIntosh and Roger may decide to review the 
AOIR recommendations for guidance in conducting ethical research in virtual 
communities, and to consult the professional norms established by sociologists 
within their community of practice as well. Since no guidelines can keep pace with 
emerging technologies, however, Dr. McIntosh and Roger should interpret 45 C.F.R. 
§ 46 and the Belmont Report in an adaptive manner that upholds the essential 
principles of both documents. In addition, they should leverage the expertise of IRB 
administrators to translate federal regulatory requirements in a meaningful way to 
reflect the ethical realities of the contemporary networked world.

Selected Bibliography

Allen, C. 1996. “What’s wrong with the ‘golden rule’? Conundrums of 
conducting ethical research in cyberspace,” The Information Society, 12(2), 
175-187.
Association of Internet Researchers Ethics Working Committee. 2002. Ethical 
decision-making and Internet research. Retrieved on October 14, 2005, from 
http://www.aoir.org/reports/ethics.pdf.
Bakardjieva, M., & Feenberg. A. 2001. “Involving the virtual subject,” 
Ethics and Information Technology, 2(4), 233-240.
Bassett, E. H., and O’Riordan, K. 2002. “Ethics of Internet research: Contesting 
the human subjects research model,” Ethics and Information Technology, 4(3), 



233-247.
Berry, D. M. 2004. “Internet research: privacy, ethics and alienation: An open 
source approach,” Internet Research, 14(4), 323-332.
Binik, Y. M., Mah, K., & Kiesler, S. 1999. “Ethical issues in conducting sex 
research on the Internet,” Journal of Sex Research, 36(1), 82-90.
Boehlefeld, S. P. 1996. “Doing the right thing: Ethical cyberspace research,” 
The Information Society, 12(2), 141-152.
Bromseth, J. C. H. 2002. “Public places—public activities? Methodological 
approaches and ethical dilemmas in research on computer-mediated 
communication contexts,” in A. Morrison (Ed.), Researching ICTs in context. 
Inter/Media Report 3/2002. Oslo: University of Oslo. Retrieved on October 14, 
2005 from http://www.intermedia.uio.no/konferanser/skikt-
02/docs/Researching_ICTs_in_context-Ch3-Bromseth.pdf.
Brownlow, C., & O’Dell, L. 2002. “Ethical issues for qualitative research in on-
line communities,” Disability & Society, 17(6), 685-694.
Buchanan, E. A. 2002. “Internet research ethics and institutional review 
boards: New challenges, new opportunities,” in E. D. Garten & D. Williams 
(Eds.), Advances in Library Administration and Organization, 19 (pp. 85-99). 
Greenwich, CT: JAI Press.
Buchanan, E. A., Ed. 2003. Readings in virtual research ethics: Issues and 
controversies. Hershey, PA: Idea Group Publishing.
Bruckman, A. 2002. “Studying the amateur artist: A perspective on disguising 
data collected in human subjects research on the Internet,” Ethics and 
Information Technology, 4(3), 217-231.
Capurro, R., & Pingel, C. 2002. “Ethical issues of online communication 
research,” Ethics and Information Technology, 4(3), 189-194.
Cavanaugh, A. 1999. “Behaviour in public? Ethics in online ethnography,” 
Cybersociology, 6. Retrieved on May 24, 2005, from 
http://www.socio.demon.co.uk/magazine/6/cavanaugh.html.
Childress, C. A., & Asamen, J. K. 1998. “The emerging relationship of 
psychology and the Internet: Proposed guidelines for conducting research,” 
Ethics and Human Behavior, 8(1), 19-35.
Elgesem, D. 2002. “What is special about the ethical issues in online 
research?” Ethics and Information Technology, 4(3), 195-203.
Ess, C. 2002. “Introduction: Special issue on Internet research ethics,” 
Ethics and Information Technology, 4(3), 177-188.
Ess, C. 2003. “The cathedral or the bazaar? The AOIR document on Internet 



research ethics as an exercise in open source ethics,” in M. Consalvo et al. 
(Eds.), Internet research annual vol. 1: Selected papers from the Association of 
Internet Researchers conferences 2000-02 (pp. 95-103). New York: Peter Lang 
Publishing.
Eysenbach, G., & Till, J. E. 2001. “Ethical issues in qualitative research on 
Internet communities,” British Medical Journal, 323(10), 1103-1105.
Flicker, S., Haans, D., & Skinner, H. 2004. “Ethical dilemmas in research in 
Internet communities,” Qualitative Health Research, 14(1), 124-134.
Frankel, M. S., & Siang, S. 1999. Ethical and legal aspects of human subjects 
research on the Internet: A report of a workshop. Washington, DC: American 
Association for the Advancement of Science.
Hakken, D. 2003. “An ethics for an anthropology in and of cyberspace,” in C. 
Fluehr-Lobban (Ed.), Ethics and the profession of anthropology: Dialogue for 
ethically conscious practice (2nd ed., pp. 179-95). Walnut Creek, CA: AltaMira 
Press.
Herring, S. 1996. “Linguistic and critical analysis of computer-mediated 
communication: Some ethical and scholarly considerations,” The Information 
Society, 12(2), 153-168.
Hudson, J. M., & Bruckman, A. 2004. “‘Go away’: Participant objections to being 
studied and the ethics of chatroom research,” The Information Society, 20(2), 
127-139.
Jacobson, D. 1999. “Doing research in cyberspace,” Field Methods, 11(2), 127-
145.
Johns, M. D. 2005. “Unique and ordinary problems in Internet research: 
Research ethics, the law, and power politics in institutional review,” Iowa
Journal of Communication, 37(1), 87-101.
Johns, M. D., Chen, S. S., & Hall, J. G., Eds. 2004. Online social research: 
Methods, issues, and ethics. New York: Peter Lang.
Jones, R. A. 1994. “The ethics of research in cyberspace,” Internet research: 
Electronic networking applications and policy, 4(3), 30-35.
Keller, H. E., & Lee, S. 2003. “Ethical issues surrounding human participants 
research using the Internet,” Ethics & Behavior, 13(3), 211-219.
King, S. A. 1996a. “Researching Internet communities: Proposed ethical 
guidelines for the reporting of results,” The Information Society, 12(2), 119-127.
King, S. A. 1996b. “Commentary on responses to the proposed guidelines,” 
The Internet Society, 12(2), 199-201.
Kleinman, S. S. 2002. “Methodological and ethical challenges of researching a 



computer-mediated group,” Journal of Technology in Human Services, 19(2/3), 
49-63.
Kraut, R., Olson, J., Banaji, M., Bruckman, A., Cohen, J., & Couper, M. 2004. 
“Psychological research online: Report of the scientific affairs advisory group 
on the conduct of research on the Internet,” American Psychologist, 59(2), 105-
117.
Mann, C., & Stewart, F. 2000. Internet communication and qualitative research: 
A handbook for researching online. Thousand Oaks, CA: Sage Publications.
Mathy, R. M., Kerr, D. L., & Haydn, B. M. 2003. “Methodological rigor and 
ethical considerations in Internet-mediated research,” Psychotherapy: Theory, 
Research, Practice, Training, 40(1-2), 77-85.
Nosek, B. A., & Banaji, M. R. 2002. “E-research: Ethics, security, design, and 
control in psychological research on the Internet,” Journal of Social Issues, 
58(1), 161-176.
Office for Human Research Protections, U.S. Department of Health and Human 
Services. 2004. Human subject regulations decision charts. Retrieved on 
October 14, 2005, from 
http://www.hhs.gov/ohrp/humansubjects/guidance/decisioncharts.htm
Pittenger, D. J. 2003. “Internet research: An opportunity to revisit classic 
ethical problems in behavioral research,” Ethics & Behavior, 13(1), 45-60.
Reid, E. 1996. “Informed consent in the study of on-line communities: A 
reflection on the effects of computer-mediated social research,” The 
Information Society, 12(2), 169-174.
Schrum, L. 1995. “Framing the debate: Ethical research in the information 
age,” Qualitative Inquiry, 1(3), 311-326.
Schrum, L. 1997. “Ethical research in the information age: Beginning the 
dialog,” Computers in Human Behavior, 13(2), 117-125.
Sharf, B. F.  1999. “Beyond netiquette: The ethics of doing naturalistic 
discourse research on the internet,” in S. Jones (Ed.), Doing Internet research: 
Critical issues and methods for examining the Net (pp. 243-256). Thousand 
Oaks, CA: Sage Publications.
Sixsmith, J., & Murray, C. D. 2001. “Ethical issues in the documentary data 
analysis of Internet posts and archives,” Qualitative Health Research, 11(3), 
423-432.
Stern, S. R. 2003. “Encountering distressing information in online research: A 
consideration of legal and ethical responsibilities,” New Media & Society, 5(2), 
249-266.



Thomas, J. 1996. “Introduction: A debate about the ethics of fair practices for 
collecting social science data in cyberspace,” The Information Society, 12(2), 
107-117.
Thomas, J. 1996. “When cyberresearch goes awry: The ethics of the Rimm 
‘cyberporn’ study,” The Information Society, 12(2), 189-198.
Walther, J. 2002. “Research ethics in Internet-enabled research: Human 
subjects issues and methodological myopia,” Ethics and Information 
Technology, 4(3), 205-216.
Waskul, D., & Douglass, M. 1996. “Considering the electronic participant: Some 
polemical observations on the ethics of on-line research,” The Information 
Society, 12(2), 129-139.
White, M. 2002. “Representations or people?” Ethics and Information 
Technology, 4(3), 249-266.


